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Software Engineering 

1.1 WHATISSOI;"'TWARE};:NGINEERING? 
--- -- -----· 

In most industrialist countries, and increasingly in developing countries, computer systems 
arc economically critical. More and more products incorporate computers in some form. 

Software Engineering is conccmed with the theories, methods and tools, which are needed 
to develop the softwarcs for these computers. The software systems, which must be 
developed, arc large and complex system. They are abstract, in the sense that they do not 
have any physical form. Software engineering is therefore different from other engineering 
disciplines. 

1.2 WHY ANOTHER BOOK ON SOFTWARE ENGINEERING? 
----·------------- -------- -- ----
Software engineers model parts of the real world in software. These models are large, 
abstract and complex, so they must be made visible in documents such as system design, 
user mc:muals and so on. IT awareness ha<> become synonymous with literacy in this twenty
first centwy. As an increasing segment of society is vvit.ncssing a shift towards TI~ the topic 
of software engineering ha<> become inevitable for most academic programs. 

Besides, another substantial portion of society is on the other side of the counter - in the 

form of the users community - and they need to know the basics of software engineering 
to enable them to handle IT projccL<; in an effective manner. 

There have been some standard books in the field of software engineering written by 
legendry gurus like Watts Humphrey, Ed Yourdon, Roger Pressman, James Senn, Lee, ct 
al. You need to have a lot of patients and mid-term commitments to carefully read andre
read such all time classics and to try your own hand at practical work to ingrain the 
concepts elucidated in these works. 

On the other hand, there have been some moderate sized titles on software engineering 
that emphasized on some specific segment of the topic. Such focused books cannot offer 
a bird's eye view of the subject and a novice reader may carry an incomplete and 
imbalanced impression with such focused writing. 

We arc quite aware ofthe peculiar needs of a distance learner. You would certainly be 
benefited by this introductory book on the topic that is concise and crisp and yet projects 
the full spectrum of software engineering in an easy-to-read and an even easier to understand 
manner. 
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Software engineering has an enormous breadth and depth, so we decided to include the 
following coverage in this book: A conceptual framework of System, Software Process 
Models, Software Development Life Cycle (SDLC) span from feasibility and requirements 
down to implementation and maintenance, some enlightening concepts of configuration 
management, reviews, and testing and also newer development methodologies like OOPs, 
JAD, RAD, CASE tools, Web Oriented Processes, SQA and Standard, Security, and 
conceptual overview of Capability Maturity Models, and also the diagramming tools and 
techniques. 

1.3 WHATISASYSTEM? 

In your daily life, you come across several instances of systems. Some examples could be 
the respiratory system within your body that helps you inhale fresh air filled with oxygen 
and to exhale the carbon dioxide, the retail shop that supplies your grocery items, the 
railway system in our nation catering to the travel of thousands of persons <md goods, etc. 

A system is a set of related elements arranged in an orderly form so as to show a logical 
plan of a complex whole. 

In our daily life, we make the use of the word system quite often viz. educational system, 
solar system, nervous system, accounting system, production system, tr.msportation system, 
blood circulation system, weapons system and so on. 

Webster's definition of a computer-based system is "a set or arrangement of elements that 
are organized to accomplish some predefmed goal by processing information". 

The elements of a computer-based system according to RogerS. Pressman arc . .. 

• Software - computer programs, data structures and related documentation 

• Hardware - electronic and electromechanical devices 

• People - users and operators of hardware and software 

• Database - large organized collection of information 

• Documentation- manual, forms and other descriptive information 

• Procedures - steps that define the specific use of each system element or the 
procedural context in which the system resides. 
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The above 6 elements combine in a variety of ways to transform information. 

Some other definitions of the system are-

"A system is an integrated collection of components which satisfy function necessary to 
achieve the system's goals and which have relationship to one another that give cohesion 
to the system and define its structure". 

"A physical system is a set of clements which operate together to achieve an objective". 

"A system is a set of elements forming an activity or a processing procedure/scheme 
seeking a common goal or goals by operating on data and/or energy and/or matter in a 
time reference to yield information and/or energy and/or matter''. 

Characteristics of a System 

If we carefully analyze these systems, we find that there are five characteristics: 
(1) Bac;;ic Components, (2) futeraction and Structure, (3) Goal, (4) Behaviour and (5) Life 
Cycle. 

Let us look at the characteristics in details: 

(1) Basic Components: Every system has a set of interrelated elements or components. 
These basic componentc;; are moving parts of a system, such as men, materials, 
machines, information, concepts or ideas. For example, in education system-students, 
teachers, classroom, administration. In computer system - keyboard, monitor, 
arithmetic/logic unit, programs, hard disk, printer, etc. 

(2) Interaction and Structure: The basic components interact among themselves in a 
specific manner. For example, in the computer systems whatever has been keyed in 
gets processed by arithmetic unit or logic unit and shows the output on the monitor or 
printer. These relationships that exist among components and define the boundary or 
limitation between the system and its environment are called its structure. 

(3) Goal: Every system has a goal or aim or objectives, without which a system starts 
moving in all directions and coordination among the parts is lost Consider the example 
ofhwnan body, business systems, and vehicle. 

( 4) Behaviour: Every system has predefined manner in which it reacts to its environment. 
Behaviour is determined by policies, rules, procedures, make sure that components 
behave in ways that will allow a system to achieve its goal. 
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(5) Life Cycle: Every system has a birth, life and death. Whatever be the system, the life 
cycle includes evolution, wear, obsolescence, aging, replacement, repair, and finally 
an end to the systems existence. 

Elements of a System 

The characteristics of System will be determined by a given set of system elements and 
their properties and relationships. The system elements are: 

• Input: This can be defmed as the energizing or start-up component. 

• Processor: This is defined as the activity that makes possible the transformation of 
input to output. 

• Output: This is defined as the result of the operation. 

• Control: This is defined as the procedures, policies, and plans to control the output. 

• Feedback: This is a device for the control and modification of input after analyzing 
the output. 

[Control] 

~-----+[Processor ~------. 

tl .._______. 

'---· ------i[F~~~--------<11 .. 1-- -----' 

Figure 1.1: General System Model (Data Processing Cycle) 

Subsystem: A complex system is difficult to comprehend when considered as a whole. 
To understand the system in a better manner, system is decomposed or factored into 
subsystem. These subsystems may be further divided into sub-subsystems and so on. 

Boundary: The features which define and delineate a system from the environment form 
it boundary. The system is inside the boundary. The environment is outside the boundary. 
The operational definition of a system in terms of its boundary is "list of components that 
are to make up the system and circumscribed space is called the system and everything 

5 



6 

Software Engineering 

outside it is ca1led the environment List all the flows across the boundary, flows from the 
environment into the system are inputs and flows from inside the boundary to outside arc 
called outputs. 

Interface: The inter connections and interactions between the subsystem are termed as 
interfaces. 

Environment Environment 

Input 
Boundary 

Output Output 

Input 
Output 

Environment P.nvironment 

Figure 1.2: Illustration for Concept of Sub-Systems (A, B, C, D), Boundary, 
Interface, and Environment 

Figure 1.3: A Car 

L------------------------------------- --
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To understand these concepts in a better way, let us take an example of a car: 

System: Car(Automobile). 

Components arc Steering Wheel, gearbox, petrol tanks, wheels, seats, etc. (sub-systems) 

All the components are interacting with each other. 

Input to the system is movement of steering wheel, changing of gears, fuel in the tank, etc. 

Output is the mobility or movement of vehicle, smoke, etc. 

Feedback is the basis for self-regulating control systein. Feedbacks are of two types: 

(a) Positive feedback (e.g. Car is moving) 

(b) Negative feedback (e.g. Car is standing stationary). 

Positive feedback reinforces the direction in which the system is moving. If feedback is 
positive, we have a growth system in which deviation is amplified. 

Negative feedback reduces fluctuations around the standard or normal system. A negative 
feedback control normally involves four elements: 

1. Characteristics or condition to be controlled or to be measured. 

2. A sensor for measuring the characteristics. 

3. A control unit, which compares the measurement with predefined standards. 

4. An activating unit, which generates a corrective input signal to the process. 

Generally, feedback may be characterized as the function that makes possible the control 
over system operations. In the information system, feedback is recycling of information 
concerning plan..<:>, actions and progress at different stages of the management to ensure 
proper programming to achieve the objectives. 

Feed Forward: During the interaction among the system and subsystem, when the data of 
one system is used by another system, the same thing can be considered as feed forward 
system. For example, budgets, production, inventory, etc. 
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Types of Systems: 

Let us move from concepts to the types of system. 

A system can be conceptual (abstract or analytical) or physical (empirical). An abstract 
or conceptual system is an orderly arrangement of independent ideas. Physical or empirical 
systems are generally concrete operational systems made up of people, material, etc. 

Systems can also be classified as detenninistic or probabilistic. A deterministic system 
operates in a predictable manner or reactions are known. A system can be probabilistic 
when the outcome is not known. 

A system can be classified as an Open System and Closed System. An open system is 
one that interacts with its environment. A closed system is a system, which is self-contained 
and does not interact with the environment. Such systems hardly appear or arc exceptional. 

Solar system, water system, blood circulation system are examples of natural system. 
Computer systems, social system are examples of artificial systems. Normally, most of the 
artificial systems are man-machine systems. A car can be machine made but does not 
work without a person. 

~Activity A : 

Consider an Educational Institute and list out inputs, outputs, processes, goal, components, 
life cycle, feedback control, boundary. 

1.4 WHOISASYSTEMS ANALYST 

Individual who performs the system's investigation as distinct from those who merely 
involved in the detailed computer programming is called ''SystemAnaly~1". Thus a System 
Analyst designs information systems which meet the organizational objectives, promote 
integration of activities, facilitates control and which are flexible and robust. The System 
Analyst is more like a manager who: 
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1. Determines the design of the overall system. 

2. Obtains the necessary technical help from programmers, from specialists and 
equipment engineers. 

3. Follows the system through design, implementation, follow-up and re-evaluation. 

The system analysis is a difficult task and it requires a multi-functional personality, who 
plays different roles throughout the development of systems. 

Role Played by a System Analyst 

System Analyst-An Agent of Change 

A System Analyst works towards the future. As the saying goes "Change is the only thing 
which persist.;;", he/she has a difficult task of understanding the requirement of a client ~md 
accordingly design a system, which will be used in fi.Iture. 

System Analyst- A Motivator 

Acceptance cannot be forced down the throats of system users. Proper identification of 
right personnel and exact feeding of right motivating factor can go a long way. For making 
a system successful he needs to keep motivating the team members. In a way, he/she has 
to be a good psychologist. 

System Analyst-An Organizer 

A system is the system analyst's conceptual child; hence he has to be clear about all 
activities of the system. Not only that, the sequence of activities, their purpose, behaviour, 
and the consequences. He is responsible for the execution of all the activities and events. 
He should have a professional loyalty, and should not disclose the secrets to others. 

System Analyst - An Intelligent Salesperson 

System analyst needs to sell his ideas to the customer, and convince the client about the 
functionality. The users are already aware of the existing system; this is the most critical 
job. The users will always like to compare the present or proposed system with the existing 
system and the requirements suggested. If they find the existing system is working fme than 
the proposed system, the system analyst needs to convince the users. So he should be an 
intelligent salesperson too. 
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System Analyst- An Architect 

A system analyst should have a fair idea of his final system, before the designing itself, like 
an architect who prepares plan or drawing which exactly reflects the product finally. He 
should be able to know his systems perspective to plan in a better way. 

1.5 SOFTWARE ENGINEERING TOOl B 

Software Engineering uses some basic engineering tools that help in engineering 
development. These tools arc evolved over a period and have become an industry standard. 
The application of these tools assures to a great extent the smooth and efficient development 
of software. 

Let u~ discuss these tools which are used by software engineers for all software prqjects: 

• Modelling 

• Analysis 

• Requirement Engineering 

• Work Breakdown Stmcturc (WBS) 

• WBS Scheduling 

• Prototyping 

• CASE 

Modelling: 

Modelling helps to express complex ideas, improves the learning process and helps 
manipulation and communication hctween the development teams. A model is an abstract 
representation of a scenruio or situation built to understand and analyze it. The model must 
be a simplified representation close to reality to be useful for understanding and analysis. 
Models can be of two categories: !>tatic and dynamic. The static model shows a view of 
the situation at a pmticular point in time whereas the dynamic model shows the behaviow
over a time. Software Engineering uses different models like enterprise model, business 
model, data model, process model and so on. 
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Analysis: 

Analysis is a process of study of the scenruio to understand the 'what, why, when and 
how?' It reveals relation, interactions, behaviour and resultant output. An analysis helps to 
understand situation, brings clarity in cause and effect relationship and reduces ambiguity. 
An analysis helps to prioritize various critical aspects to be built in the model and prototype. 

Requirement Engineering: 

This is a process of ascertaining the customer requirements described in terms of 
environment, goals, problems, and expectations and solutions. Requirement Engineering 
puts these details into well-defmed, structured documents known as "Requirement 
Definition and Description (RDD)". Further RDD is finalized and used to determine 
"Software Requirement Specification (SRS)". It provides the details of the software 
architecture, the capability and the platform to run the solution. It also specifies the scope 
of the software solution with the constraints and conditions under which the software will 
operate. 

Work Breakdown Structure (WBS): 

This is a process of breaking the goals into components (called activities) that when they 
are executed together, accomplish a measurable goals of the task. The Work Breakdown 
Structure is the single most important element because it provides a common framework 
from which: 

• The total program can be described as a summation of subdivided elements; 

• Planning can be performed; 

• Costs and budgets can be established; 

• Time, cost and performance can be tracked; 

• Objectives can be linked to a company resources in a logical manner; 

• Scheduling and status reporting procedure can be initiated; 

• Network construction and control planning can be initiated; 

• The responsibility assignment<> for each element can be established. 
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The work breakdown structure is shown in the following figure: (Figure 1.4) 

Software 

-
Goals 

Modules 

Activities 

Task 
, 

[3 [3 [3[3[3[3 
[j[j[j[j[j[j 

Process 

Figure 1.4: WBS Process 

Good WBS covers the entire scope and ensures that it is complete. WBS then is used to 
plan, schedule, monitor and track progress of development. 

WBS Scheduling: 

This is not a simple exercise of putting WBS units in a sequence against a time scale. WBS 
schedule is built in stages from top-down, using some responsibility structure in the 
organization. The different schedules are the master schedules at the higher level; such 
task may be subdivided into sub-tasks and so on. While scheduling the WBS, Gantt chart 
is used. A Gantt chart is simple scheduling model where WBS units are shown in column 
in their logical operation sequence and against each unit with 'start date' and 'end date' 
and the last column is provided to note comment<; or progress. 
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Prototype: 

Prototype is a representative model of an entity (software, process or product) essentially 
made to understand the requirements. Many a times, customers are not in a position to 
describe and specify their requirements in clear unambiguous terms, making software 
development a complex and different proposition. The prototype is developed and used 
to confirm whether the requirements as stated arc right and understood correctly by the 
developers. The prototypingprocess begins with listening to customer's needs, problems 
and solutions proposed. If the customer and the developer are not sure of the approach, 
then a prototype can be constructed to demonstrate and test the choice of a solution. The 
use of a prototype as a tool helps to increase the validity of the Software Requirement 
Specification (SRS) and the solution. 

CASE (Computer Aided Software Engineering) 

CASE is a tool to automate certain processes in the software development cycle. CASE 
depending upon a choice of tools, may automate a single process or a multiple one. 

CASE tools can be classified by their purpose and usage and role in the development 
cycle. The following table shows their use in development: 

• Information Engineering • Models business information in terms of primary 
objects relationship and their application. 

• Modelling • Represents process, functions and data for 
understanding & analysis. 

• Planning & Scheduling • Creates WBS and its network. Estimates 
efforts, cost, resources & scheduling task for 
completion. 

• Analysis • Analyse..c;; risk, function, features . 

• Te..c;;ting • Provides test management including creation of test 
case design, test cases & automating execution of 
testing process. 

• Re-engineering • Reverse engineeling to find structure, design and 
design information. 

Table 1.1: CASE Tools and their Usage 
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A group of tools put together is called a CASE tool. Further, when these tools are 
integrated as a set, it is termed as 'I -CASE'. A good I -CASE tool provides assistance 
in analysis, modelling, prototyping, specification checking, high-end and low-end designing, 
error checking, testing and documentation. 

1.6 ANALYSIS TOOLS 
----- ------------------------------------ -----

Analysis tools are based on common premises that make them useful. The basic premises 

• Represent a situation or problem through complete information. 

• Do not miss-out functions and features that are critical to the problem. 

• Point out completely conditions and constraints, internal ac; well as external, affecting 
the problem. 

• Provide atleast essential information on functions and behaviour to help in design and 
implementation. 

• Provide adequate information to structure the situation or problem in a hierarchy. 

Analysis tQOls serve two main areas of the software development cycle. 

• Requirements Engineering: Understanding, scoping, description, definition, 
specification and prioritization for development 

• Modelling: Modelling the requirements in terms of data, function and behaviour for 
better design and architecture (first through prototyping and later in detail design). 

'The core process in all analysis tools are information analysis for understanding and building 
the model and partitioning for structuring based on relations and behaviour of components 
in the model. 

Information Analysis: 

Information analysis helps to identify input processes and outputs to meet the requirements 
specification. It helps to build basic processes, viz. 

• Data definition and structuring 

• Data processing and storage 
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• Data flow (sources and destinations) 

• Data usage and application with controls and conditions 

• Process definition to generate function 

• Generating infonnation sets for usage in planning and control 

• Building different views on data and information for decision making 

Partitioning: 

A large :md complex scenario factored into smaller bits t~1cilitates understanding of the bits 
and thereby ofthe bigger scenario. Por example, in an order management system. order 
acknowledgement, order processing and delivery and invoicing come under horizontal 
prutitioning. Then follow process, covering delivery and invoicing, which are distinctly 
ctifTerent from those in order acknowledgement and order processing. This is called ve1tical 
pattitioning. The criteria for portioning could be functions, technology platform, customer 
requirements and the manner in which software needs to be developed. 

Modelling for Analysis: 

Modelling is the analysis tool used to look at a situation from different perspectives, with 
the objectives of understanding and reducing ambiguity. A modelling tool is applied mainly 
in two areas; functional and behavioural. Function is a system made of input-process
output. When function is executed, an event takes place. Fmther, a function may be a set 
of several sub-functions. The objectives of functional modelling arc to understand clearly 
all functions identified in the R DD at1d SRS and ascertain the relationship among them. 

1.7 SUMMARY 
- - -- - --------
ln this unit, we have seen concept of software engineering, why we require another hook 
for software engineering. what is a system and its definition, characteristics of a system, 
different clements of a system, like input, process, and output. We have seen the di tTerent 
types of systems viz., conceptual, physical, deterministic. probabilistic, open, closed, nattu<l.l, 
artificial. and m:.m-machine systems. 

We have discussed about some basic concepts of the systems like boundary, intc1facc, 
environment, feedback control. types of feedback, etc. We have seen who is a System 
Analyst? What is his role in system study and in the development of system? 
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Finally, we have seen Software Engineering tools such as Modelling, Analysis, Requirement 
Engineering, Work Breakdown Structure, WBS Scheduling, Proto typing and CASE. 

1.8 SELF -ASSESSME~'T QUESTIONS 
------------------

Q l . What is a System? What are the bac;ic components of a System? 

Q2. Explain with a suitable example: Subsystem, Boundary, Environment, and I iecdback. 

Q 3. Differentiate between: 

a. Deterministic and Probabilistic Systems 

b. Open and Closed System 

c. Abstract and Physical Systems 

d. Positive and Negative Feedback 

Q4. What is Feedback? How docs it help to control the system function? 

Q5. Explain the role of a System Analyst. 

Q6. Consider Transportation (Bus) as a system; identify the major subsystems, basic 
components, list different interfaces and boundaries. 

Q7. State why a prototype is necessary? How does this approach save cost, effort, 
and resources? 

Q8. What is WBS? What arc the attributes of good WBS? 

Q9. Consider you arc organizing a get together in a hotel. Prepare WBS schedule for 
the same. 

Q 1 0. Identify the functional requirements and non-functional requirements in Examination 
Processing System. 
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2.1 PRODUCT AND PROCESS 

1. Software Product: 

The objective of software engineering is to produce the software product~. Software 
products arc delivered to a client with the documentation describing the installation 
and usc of the system. Sometimes, software products will he part of the products 
where hardware as well as software is delivered to a client or customer. 

Software products are divided into two broad categories: Generic Products and 
Customized Products. 

Generic products are stand-alone systems, which arc produced by a development 
organization and sold on the open market to any customer who is able to buy. 

Customized products arc system, which arc commissioned by a particular client or 
customer. The software is developed especially for that customer. 

The difference lies in the nature of the requirements, in generic product specifications 
which are produced internally by the mar~eting department of the product company, 
and usually flexible and non-prescriptive. Whereas specifications for customized 
product (called bespoke systems) are often the basis for the contract between the 
customer and the contractor, they are usually defined in detail and changes have to be 
negotiated and carefully priced. 

The attributes of software product~ are the characteristics displayed by the product~ 
once it is installed and put into use. Some characteristics arc: 

a. Maintainability: It should be possible to evolve software to meet the changing 
needs of customers. 

b. Dependability: It includes reliability, security and safety. 

c. Efficiency: There should not be wa~teful use of system resoprces such as memory 
and processor cycle. 

d. Usability: Software should have an appropriate user interface and adequate 
documentation. 
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~Activity A: 

List any two generic software products <md customized software products. 

2. Software Process: 

According to Fritz Bauer, "Software Engineering is the establishment and use of 
sound engineering principles in order to obtain economically software that is reliable 
and works efficiently on real machines". 

The IEEE has developed a more comprehensive definition where it states Software 
Engineering: 

(1) The application of a systematic, disciplined, quantifiable approach to the 
development, operation, and maintenance of software; that is the application 
engineeting to software. 

(2) The study of approaches as mentioned in (1 ). 

The software process is the set of activities and associated re..c:;ults, which produce a software 
product and usually such activities are carried out by Software Engineers. 

There are four fundamental process activities, which are common to all software processes: 

a. Software specification: The functionality of the software and constnrints on its operation 
must be defined. 

b. Software developments: The software to meet the specification must be produced. 

c. Software validation: The software must be validated to ensure that it does what the 
customer wants. 

d. Software evolution: The software must evolve to meet the changing need of the 
customer. 

Software processes are complex and involve very large number of activities. Like software 
products, software processes also have attributes/characteristics: 

a. Understandability: To what extent is the process explicitly defined and how easy is it 
to understand the process definition? 
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b. Visibility: Do the process activities culminate in clear results so that the progress of 
the process is externally visible? 

c. Supportability: To what extent can the process activities be supported? 

d. Reliability: Is the process designed in such a way that process CITors are avoided or 
trapped before they result in product error? 

c. Robustness: Can the process continue inspite of unexpected problems? 

f. Maintainability: Can the process evolve to reflect changing organizational requirements 
or identified process improvement<.;? 

g. Rapidity: How fast can the process of delivering a system from a given specification 
be completed? 

Software engineering is a layered technology and must rest on organizational commitment 
towards quantity. 

Layers of Softwe:rre Engineering 

Figure 2.1: Software Engineering Layers 

The bedrock that supports software engineering is a focus on quality. If quality is your 
focus, then you require different processes to achieve and maintain the quality. For 
establishing the processes, you require certain methods or ''how to's" for building the 
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software and methods include a broad array of tasks requirement analysis, design, program 
constmction, testing and maintenance. To carry out methods. you require tools that provide 
automated and semi-automated support for the process and the methods. 

To solve an actual problem in an industry setting, a software engineer or a team of engineers 
must incorporate a development strategy that encompasses the process, methods and 
tools layers. Such strategy is often referred to as a process model or a software engineering 
paradigm. 

~Activity B: 

You desire to build a house, write down the steps that you undertake while constructing a 
house. and justify the answers. 

The Linear Sequential Model 

'Ibis is also called as ''Classic Life Cycle" or the "Waterfall M<xlcl". It suggests a systematic 
sequential approach to software development that begins at the system level and progresses 
through analysis, design, coding, and maintenance. 

I 

I ' 

I 
- -----II 

~~~Hf'l 11 

Dcvelopnwnt 
· · ·: · • Maintenance 

II 
jl 

Figure 2.2: The Linear Sequential1~1odel 
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Modelled after the conventional engineering cycle, the linear sequential model encompa~ses 
the following activities: 

System/Information Engineering and Analysis: System engineering and analysis 
includes gathering requirement at the system level with small amount of top-level analysis 
and design, ali any software is always a part of a large system or business. 

Software Requirements Analysis: The requirement gathering process is intensified and 
focused specially on software. The requirements are documented and reviewed with the 
customer. 

Design: Sofuvare design focuses on four distinct attributes of a program - data structure, 
software architecture, interface representation and procedural or algorithmic details. The 
design process translates requirements into representation of the software that can be 
assessed for quality before coding. 

Code Generation: The design must be translated into a machine-readable form by the 
code generation process. 

Testing: Once the codes arc generated, program testing begins and focuses on the logical 
internals of the soft ware. assuring that all statements have been tested and on the functional 
externals. 

Maintenance: Software will undergo many changes after it is delivered to the customer 
because of the errors that have been encountered. 

The Prototyping Model 

A prototype is a working model that is functionally equivalent to a component of the 
product. In many instances, the client only has a general view of what is expected from the 
software product. In such a scenario, where there is an absence of detailed information 
regarding the input to the system. the processing needs and the output requirements, the 
prototyping model may be employed. 

This model reflects an attempt to increase the flexibility of the development process by 
allowing the client to interact and experiment with a working representation of the product. 
The developmental process only continues once the client is satisfied with the functioning 
of the prototype. At that stage, the developer determines the specifications of the client's 
real needs. 

A prototype typically implements only a small subset of the features of the eventual program, 
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and the implementation may be completely different from that of the eventual product. 

The purpose of a prototype is to allow users of the software to cva]uate proposaJs for the 
design of the eventuaJ product by actually trying them out, rather than having to interpret 
and evaluate the design based on descriptions. 

There are severaJ benefits of using Prototyping: The software designer and implementer 
can obtain feedback from the users early in the project. The client and the contractor can 
compare if the software made matches the software specification, according to which the 
software program is builL It also allows the software engineer some insight into the accuracy 
of initial project estimates and whether the deadlines and milestones proposed can be 
successfully met. 

Figure 2.3: The Prototyping Paradigm 

The process of prototyping involves the following steps: 
- ---------- - --

1. Identify Ba<;ic Requirement<; Detennine basic requirements including the 
input and output information desired. 

- -
2. Develop Initial Prototype The initial prototype is developed that 

includes only user interfaces. 

3. Review The customers, including end-users, examine 
the prototype and provide feedback on 
additions or changes. 

- -
4. Revise and Enhance the Prototype Using the feedback, both the specifications 

and the prototype can be improved. 
Negotiation about what is within the scope 
of the contract/product may be necessary. 
If changes arc introduced, then a repeat of 
step no 3 and 4 may be needed. 

Table 2.1: Prototyping Steps 
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Advantages of Jlrototyping: 

1. Reduced time and costs: Prototyping can improve the quality of requirements and 
specifications provided to developers, as what the user really ·wants can result in 
faster and less expensive software. 

2. Improved and increased user involvement: Prototyping requires user involvement 
and allows them to see and interact with a prototype allowing them to provide better 
and more complete feedback and specifications. That reduces misunderstandings 
and miscommunications that occur when each side believes that the other understands 
what they said. 

Disadvantages ofPrototyping: 

l. Insufficient analysis: The focus on a limited prototype can distract developers 
from properly analyzing the complete project. 

2. User confusion of prototype and finished system: Users can begin to think that 
a prototype, intended to be thrown away, is actually a final system that merely needs 
to be finished or polished. This can lead them to expect the prototype to accurately 
model the pcrfonnance of the final system. Users can also become attached to features 
that were included in a prototype for consideration and then removed from the 
specification for a final system. 

3. Developer attachment to prototype: Developers can also become attached to 
prototypes on which they have spent a great deal of effort producing. This can lead 
to problems like attempting to convert a limited prototype into a final system when it 
docs not have an appropriate underlying architecture. 

4. Excessive development time of the prototype: A key property to prototyping is 
the fact that it is supposed to be done quickly. If the developers lose sight of this fact, 
they very well may try to develop a prototype that is too complex. 

5. Expense of implementing prototyping: 111e start up cost for building a development 
team focused on prototyping may be high. 

Methods: Dynamic Systems Development Method (DSDM) is a framework for delivering 
business solutions that relies heavily upon prototyping ac; a core technique. DSDM prototypes 
may be throwaway or evolutionary. 
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The four categories of prototypes as recommended by DSDM are: 

• Business prototypes - used to design and demonstrate the business processes 

being automated. 

• Usability prototypes - used to define, refine, and demonstrate user interface design 

usability, accessibility, look and feel. 

• Performance and capacity prototypes -used to define. demonstrate, and predict 
how systems will perform under peak loads as well as to demonstrate and evaluate 
other non-functional aspects of the system. 

• Capability/technique prototypes- used to develop, demonstrate, and evaluate a 
design approach or concept. 

The RAD Model: 

Rapid Application Development (RAD) refers to a software development life cycle 
designed to give much faster development and higher quality results than the traditional life 
cycle. Rapid application development is a software development methodology. which 
involves iterative development and the construction of prototypes. 

Using structured techniques, the developer first builds prelinlinary data models and business 
process models of the business requirements. Prototyping then helps the analyst and users 
to verify those requirements and to formally refine the data and process models. All flavors 
ofRAD have the potential for providing a good framework for faster product development 
with improved code quality, but successful implementation and benefits often hinge on 
project type, schedule, software release cycle and corporate culture. The large software 
vendors like Microsoft and IBM may use RAD for flagship products. 

RAD 

Figure 2.4: The RAD Model 
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RAD is not appropriate when technical risks are high. RAD emphasizes the development 
of reusable program components. 

Je5 Activity C: 
Among the software process development models, which one do you suggest is better for 
Payroll Application, Website Development and Hospital Management System? Justify. 

2.2 EVOLUTIONARY SOFTWARE PROCESS MODELS 
-------·- --- ------------
Evolutionary development is bac;ed on the idea of developing an initial implementation, 
exposing this to user comment and rcfming this through many versions until an adequate 
system has been developed. 

The linear sequential model is designed for straight line development The prototype model 
is designed to assist the customer or developer in understanding requirements. Evolutionary 
models arc iterative and thus characterized that enables software engineers to develop 
increasingly more complete versions of the software. I ..ct us discuss these processes one 
by one. 

Incremental Model: 

The incremental build model is a method of software development where the model is 
designed, implemented and tested incrementally (a little more is added each time) until the 
product is finished. It involves both development and maintenance. The product is defined 
ac; finished when it satisfies all of its requirements. This model combines the element<; of the 
waterfall model with the iterative philosophy of prototyping. 

The product is decomposed into a number of components, each of which are designed 
and built separately (called as builds). Each component is delivered to the client when it is 
complete. This allows partial utilization of product and avoids a long development time. It 
also creates a large initial capital outlay with the subsequent long wait avoided. This model 
of development also helps ease the traumatic effect of introducing completely new system 
all at once. 
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Figure 2.5: The Incremental Model 

There are some problems with this model. One is that each new build must be integrated 
with previous builds and any existing systems. The task of decomposing product into 
builds are not trivial either. If there are too few builds and each build degenerates, this 
turns into Build-And-Pix model. However, if there arc too many builds, then there is little 
added utility from each build. 

Spiral Model 

The spiral model was defined by Barry Boehm in his 1988 article "A Spiral Model of 
Software Development and Enhancement". The iterations were typically 6 months to 2 
years long. Each phase starts with a design goal and ends with the client reviewing the 
progress thus far. Analysis and engineering effotts arc applied at each phase of the project, 
with an eye towards the end goal of the project. 

The steps in the spiral model can be generalized as follows: 

1. The new system requirements arc defined in as much detail as possible. This usually 
involves interviewing a number of users representing all the external or internal users 
and other aspects of the existing system. 

2. A preliminary design is created for the new system. 

3. A first prototype of the new system is constructed from the preliminary design. 'lllis is 
usually a scaled-down system, and represents an approximation of the characteristics 
of the fmal product. 

4. A second prototype is evolved by a fourfold procedure: 

1. evaluating the first prototype in terms of its strengths, weaknesses, and risks; 

2. defining the requirements of the second prototype; 

3. planning and designing the second prototype; 

4. Constructing and testing the second prototype. 
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1. D.termine obJeCtives 

4. Plan the 
next iteration 

2. ld•ntify and 
res-olve risks 

Figure 2.6: The Spiral Model 

The spiral model is used most often in large projects. The US military has adopted the 
spiral model for its Future Combat System program. 

The spiral model is divided into a number offramework activities also called as 'Task 
Regions' . Typically, there arc between three and six task regions. 

Customer 
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Figure 2. 7: The Spiral Model with six task regions 
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The spiral model that contains six task regions: 

• Customer communication-ta<;k required to establish effective communication between 
developer and customer. 

• Planning- tasks required to define resources, time lines and other project related 
information. 

• Risk analysis- tasks required to assess both technical and management risk. 

• Engineering- tasks required to build one or more representations of the applications 

• Construction and release- ta<;ks required to construct, test, install and provide user 
support (e.g. documentation and training). 

• Customer/System evaluation- tasks required to obtain customer feedback based on 
evaluation of the software representation created during the engineering stage and 
implemented during the installation stage. 

Component Assembly Model 

Object technologies provide the technical framework for a component-based process 
model. The object-oriented paradigm emphasizes the creation of classes that encapsulates 
both data and the algorithms that arc used to manipulate the data. 'Ibe component assembly 
model incorporates many of the characteristics of the spiral model and it is evolutionru.y in 
nature. The object oriented classes are reusable across different applications and computer 
based architecture. 

Service Use Service Supply 

Device Usc Devi ce Supply 

Figure 2.8 : The Component Assembly Ilfodel 

The component assembly model composes applications from pre-packaged software 
components sometimes called classes. Such classes created in past are stored in a class 
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library or repository. Once candidate's classes arc identified, the class library is searched 
to determine these classes already existing. lf they do, they are extracted from the library 
and reused. If a candidate class does not reside in the library it is engineered using object
oriented methods. 

The component assembly model leads to software reuse, and reusability provides software 
engineers with a number of measurable benefits. 

Concurrent Development Model 

This is also called as concurrent engineering. In the book on "A Concurrent Process 
model for software development- software engineer notes", Davis and Sitaram explained 
the working of this in the following manner: 

Project managers who track the project status in terms of the major phases have no idea 
of the status of their projects. These are examples of trying to track extremely complex 
sets of activities using overly simple models. 

The concurrent process model can be represented schematically as a series of major 
technical activities, tasks and their a<;sociatcd states. 

The Component Assembly Model 

Planning 

Risk Analysis 

' ...._,_ 

~------·--·--·--·-----------! 
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Construction & Rele~s~ 
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compOlleJlts 
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Extract~ 
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i 

Build 
compo,ents 
if unavailable 

Figure 2.9 : Collcurrent Process Model 
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The concurrent process model defines a series of event~ that will trigger transactions from 
state to state for each of the software engineering activities. The concun·ent process model 
is often used as the paradigm for the development of client/server application. A client/ 
server system is composed of a set of functional activities thgt is divided into two dimensions: 
a system dimension and a component dimension. System level issues arc addressed to 
using three activities: design, assembly and usc. The component dimension is addressed 
with two activities: design and realizations. Concurrency is achieved in two ways, system 
and component activities occur simultaneously and modelling using the state oriented 
approach and a typical client/server application is implemented with many components 
each of which can be designed and realized concurrently. 

JAD (Group Based Model) 

Joint Application Design (J AD) was developed by Chuck Morris of IBM Raleigh and 
Tony Crawford of IBM Toronto in the late 1970s. The results of several workshops 
conducted by Crawford and Morris proves the applicability of JAD. 

Originally, J AD was designed to bring system developers and users of varying backgrounds 
and opinions together in a productive and creative environment. The meetings were a way 
of obtaining quality requirements £md specifications. 

JAD was originally designed to address information system development. AJAD session 
usually involves some aspects of system design or at! east development. But now, the use 
of JAD techniques has expanded to handle a broader range of challenges. In recent years, 
it has become a joint venture among any people who need to make decisions affecting 
multiple areas of an organization - it is used even in non-IT related projects. 

Basic Components of a JAD session: The basic components of a JAD session are: 

a. Executive Sponsor: The executive who charters the project. the system owner. 
The person must he high enough in the organization to be able to make decisions and 
provide the necessary resources and support for the project. They might attend the 
opening and closing session. 

b. Project Leader/Manager: Generally the leader of the application development 
team answers questions about the project regarding scope, time, coordination issues 
and resources. He/She may contribute to the sessions as long as they do not inhibit 
the participants. 

c. .Facilitator/Session Leader: Chairs the meeting cmd directs traffic by keeping the 
group on the meeting agenda. The facilitator is responsible for identifying those issues 
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that can be solved as part of the meeting and those which need to he assigned at the 
end of the meeting for follow-up investigation and resolution. The facilitator serves 
the participants and does not contribute information to the meeting. 

d. Scribe!Modcller!Recorder/Documentation Expert: Records and publishes the 
proceedings of the meeting and docs not contribute information to the meeting. 

e. Participants: Customers in the business area directly or indirectly being affected by 
this project, who are experts in their field and can make decisions about their work. 
They are the source of the input to the session. 

f. Observers: Generally members of the application development team assigned to 
the project. They are to sit behind the participants and are to silently observe the 
proceedings. 

Besides people listed above, each JAD session has well-defined objectives, detailed agenda 
and guidelines, visual aids, and a fmal document containing all the decisions made by the 
group. 

In Jane Wood and Denise Silver's second edition Joint Application Development, three 
out of five defined phases of JAD sessions are pre-session activities. These five phases 
are: 

1. JAD project definition 

2. Research on uscrrcquircment 

3. Preparation for the JAD session 

4. Conducting and facilitating the JAD session itself, and 

5. Predicting and obtaining approval of the fmal document that incorporates all decisions 
made. 

If the above guidcli nes arc followed closely, chances arc, the J AD will be successful. A 
successful JAD session should provide these benefits: 

1. Reduced system development time. 

2. Improved system quality and productivity. 

3 Reduced system cost. 
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4. Enhanced communication and relationship between business end-users and IT 
personnel. 

5. Cultivate ownership, easier acceptance (buy-in) and stronger commitment by users 

6. Reduced function creep. 

7. Enhanced education for pruticipant<; and observers. 

8. If conducted properly, JAD can improve all of these areas, and contribute greatly to 
development of a successful system. 

JAD is a useful process to gather cross functioninfonnation and different opinions effectively. 
Its usage keeps expanding, thus its definition keeps changing. Although different people 
might have different understanding and application of JAD, the essence of JAD is the 
facilitated session. The basic components of JAD sessions are recognized and agreed
upon by JAD practitioners. They also provide some guidelines for conducting JAD sessions. 
Properly following these guidelines can increase the success of JAD sessions. Automated 
JAD, especially used in conjunction with Group Supporting System<;, looks very promising. 
although some experts remain sceptical. 

Win-Win Model 

The Win-Win Spiral Model proposed by Barry Boehm. while maintaining many of the 
traditional elements of the spiral modeL the Win-Win version strives to involve all 
stakeholders in the development process. It involves a collaborative engine that establishes 
"win" conditions set by users, customers, developers, and system engineers in order to 
evolve ru1d reptioritize requirements throughout the process. 

Traditional practices, such as requirements engineering, designing, coding, and testing, are 
still present during each iteration of the spiral, but the collaborative step throughout the 
development process makes it distinctly adaptive. This collaboration delivers software 
more quickly, with higher quality, and less costly due to the up-front satisfaction of user 
requirement<; and reduced ::m1ount of maintenance. 

lbe Win Win Model uses 'lllcory W (win-win) to develop software and system requirements, 
and architecnmtl solutions, as win conditions negotiated among a project's stakeholders 
(user, customer, developer. maintainer, interfaces, etc.). The Win Win negotiation tool is a 
Unix workstation-based groupware support system that allows stakeholders to enter win 
conditions, explore their interactions. and negotiate mutual agreements on the specifics of 
the new project being contracted. 
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Figure 2.10: Win-Win Model 

Fourth Generation Techniques ( 4GT) 

A Fourth Generation Technique ( 4GT) enables a software engineer to specify some 
characteristics of software at a high level. The tool then automatically generates source 
code based on the developer's specification. 

The 4GT paradigm focuses on the ability to specify software using specialized language 
forms or a graphic notation that describes the problem to be solved in terms that the 
customer can understand. 

Implementation using the 4GL enables the software developer to represent desired output 
in a manner that results in automatic generation of code to generate the output. 

Like all other software engineering paradigms, the 4GT model has advantages and 
disadvantages. 

1. The use of 4GT has broadened considerably over the past decade and is now a 
viable approach for many different application areas. 

2. Data collected from companies indicate that the time required to produce the software 
is greatly reduced for small and intermediate applications and that the amount of 
design and analysis for small applications is also reduced. 

3. However, the usc of 4GT for large software development efforts demands as much 
or more analysis, design and testing to obtain the substantial time saving that can be 
achieved through the elimination of coding. 

Agile Model: 

Agile methods emphasize working software as the primary measure of progress. Combined 
with the preference for face-to-face communication, agile methods usually produce less 
written documentation than other methods. 
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Agile software development is a group of software development methodologies that 
are based on iterative development and the methods promote a project management 
process that encourages frequent inspection and adaptation, a leadership philosophy that 
encourages teamwork, self-organization and accountability, a set of engineering best 
practices that allow for rapid delivery of high-quality software, and a business approach 
that aligns development with customer needs and company goals. Agile methods choose 
to do things in small increments with minimal planning, rather than long-term planning. 
Iterations are short time frames (known as 'time-boxes') which typically last from one to 
four weeks. This helps to minimize the overall risk, and allows the project to adapt to 
chtmges quickly. 

Documentation is produced as required by stakeholders. Iteration may not add enough 
functionality to warrant releasing the product to market, but the goal is to have an available 
release at the end of each iteration. Multiple iterations may be required to release a product 
or new features. Most agile methodologies include a routine and formal daily face-to-face 
communication among team members. This specifically includes the customer representative 
and any interested stakeholders as observers. In a brief session, team members report to 
each other what they did yesterday, what they intend to do today, and what their roadblocks 
are. lbis standing face-to-face communication prevents problems being hidden. 

Agile developers recognize that documentation is an intrinsic part of any system, the creation 
and maintenance of which is a "necesscu:y evil" to some and an enjoyable task for others, 
an aspect of software development that can be made agile when you choose to do so. 

There are several valid reasons to create documentation: 

1. Your project stakeholders require it. If your project stakeholders request a 
document from you, perhaps at your suggestion, and understand the tmde-offs involved 
(more on this later), then you must create the document. It is important to note that 
eXtreme Programming (XP) is very explicit about documentation being a business 

decision. 

2. To define a contract model. Contract models define how your system and an 
external one interacts with one another. some interactions arc bi-directional whereas 
others are unidirectional, making the interaction(s) explicitly to everyone involved. 
Contract models arc often required when an external group controls an information 
resource that your system requires, such as a database, legacy application or 
information service. 
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3. To support communication with an external group. It isn't always possible to 
co-locate a development team and it isn't always possible to have project stakeholders 
(or atleast the ones you need at the time) available at all times. When you need to 
work with an external group of people, you need to find ways to communicate with 
them, and shared documentation is often part of the solution in combination with 
occa()ional face-to-face discussions, teleconferencing, e-mail. and collaborative tools. 
It is a mistake to use documentation as your primary means of communication because 
it's far too easy to misunderstand something that has been written, but it is a good 
supporting mcch<mism. 

4. To support organizational memory. One of the principles of Agile Modelling is 
"enabling the next effort is your secondary goal" which is meant as a counter -balance 
to the principle ''Working Software is Your Primary Goal". An important implication 
is that we not only need to develop software, but we also need to develop the 
supporting documentation required to use. operate, support, and maintain the software 
overtime. 

5. For audit purposes. The common theme was that we had to follow a defined process 
and capture proof that we did so, resulting in more documentation than we would 
have normally written. ln these situations. you still want to create just enough 
documentation to get the job done. 

6. To think something through. Many people will write documentation to either verify 
for themselves some group work they had just been involved with or simply to increase 
their own understanding. The a<;.t of writing, of putting your ideas down on paper, can 
help you to solidify them and discover problems with your thinking. What appears 
clear and straightfotward in your mind can often prove to be very complicated once 
you attempt to describe it in detail, and you can often benefit from writing it down 
first. 

Extreme Programming 

Extreme Programming (XP) is a pragmatic approach to program development that 
emphasizes business results first and takes an incremental. get-something-started approach 
to building the product, using continual testing and revision. 

Kent Beck, author of Ettreme Programmhrg Explained: Embrace Change, developed 
the XP concept. According to Beck, code comes first in XP. However, Beck emphasizes 
that in order to write the code, you have to write a test for it first so that you will know 
when your code succeeds. Beck also introduces the relatively novel idea that code should 
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be written by pairs of progr<liiliilers, forcing the main programmer to describe the code to 
the other programmer and perhaps to stimulate further ideas. 

Figure 2.11: Extreme Programming 
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Figure 2. 12: Extreme Programmi11g (XP) 
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Extreme Programming (XP) is a software engineering methodology prescribing a set of 
daily stakeholder practices that embody and encourage particular XP values. Proponents 
believe that exercising these practices- traditional software engineering practices taken to 
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so-called "extreme" levels -leads to a development process that is more responsive to 
customer needs ("agile'') than traditional methods, while creating software of better quality. 

Extreme Programming describes Extreme Programming as being: 

• An attempt to reconcile humanity and productivity 

• A mechanism for social change 

• A path to improvement 

• A style of development 

• A software development discipline 

The main aim of XP is to reduce the cost of change. In traditional system development 
methods, the requirements for the system arc determined at the beginning of the development 
project and often fixed from that point on. This means that the cost of changing the 
requirements at a later stage will be high. 

XP sets out to reduce the cost of change by introducing ba<iiC values, principles and practices. 
By applying XP, a system development project should be more Oexible with respect to 
changes. 

XP Activities 

XP describes four basic activities that are performed within the software development 
process. 

1. Coding: The advocates of XP argue that the only truly important product of the 
system development process is code. Without code you have nothing. Coding can 
be drawing diagrams that will generate code, scripting a web-based system or coding 
a program that needs to be compiled. Coding can also be used to figure out the most 
suitable solution. 

2. Testing: One cannot be certain of anything unless one has tested it. Testing is not a 
perceived, primary need for the customer. A lot of software is shipped without proper 
testing and still works. In software development, XP says this means that one cannot 
be certain that a function works unless one tests it. This raises the question of defining 
what one can be uncertain about. 
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3. Listening: Programmers do not necessarily know anything about the business side 
of the system under development. The function of the system is determined by the 
business side. For the programmers to find what the functionality of the system should 
be, they have to listen to business. Programmers have to listen "in the large": they 
have to listen to what the customer needs. Also. they have to try to understand the 
business problem. and to give the customer feedback about his or her problem. to 
improve the customer's own understanding of his or her problem. 

4. Designing: From the point of view of simplicity, one could say that system 
development docsn' t need more than coding, testing and listening. If those activities 
arc performed well. the result should always be a system that works. In practice, this 
will not work. One can come a long way without designing but at a given tin1e one will 
get stuck. The system becomes too complex and the dependencies within the system 
cea<;e to be clear. One can avoid this by creating a design strucwre that organizes the 
logic in the system. Good design will avoid lots of dependencies within a system; this 
means that changing one part of the system will not affect other parts of the system. 

2.3 SUMJ.'\tlARY 

A number of different process models for software engineering have been proposed, each 
exhibiting strengths and weaknesses, but all having a series of generic phases in common. 
The principle, concepts. and methods that enable us to perform the process that we call 
software engineering are considered in the remaining part of the book. 

2.4 SELF -ASSESSMENT QUESTIONS 
- --

Q I . What is a Software Product? How Software Products arc built? 

Q2. What is a Software Process? How it helps in constructing a Product? 

Q3. Why I .inear-Scquential Model is also termed as 'Watelfall Model'. 

Q4. State the benefit<; of prototyping model over other models. 

QS. "Incremental Model has the advantages of evolutionary prototyping" do you agree? 

Q6. Discuss in detail ''Spiral model". 

Q7. Compare and contrast the Waterfall Model and Spiral Model. 
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3.1 OBJECT-ORIENTED PROGRAMMING STRUCTURE 

First of all let us see, what is object miented programming structure? Simply speaking an 
object-oriented language must support three very important explicit characteristics. These 
three concepts are: 

• Encapsulation 

• Inheritance 

• Polymorphism 

Encapsulation 

If we have decided to use a car for journey to Delhi, consider the steering mechanism of a 
car as an example of encapsulation. 

Since a car was invented, the steering mechanism has not changed its functionality. It 
presents the same interface to the users; everybody knows how to use this mechanism 
through its interface. If we tum the steering wheel clockwise, the car will tum to the right, 
if we turn it counter clockwise, our car will turn to the left. Therefore in object-oriented 
paradigm this mechanism is considered as an object. We can use it without having any 
idea about implementation- everything is hidden for us under the hood, only a few of us 
have more details. They even know that implementation of this mechanism is different 
for cars from different firms.'lbe interface is naturally standard; in case of changing the 
mechanism by means of rental trailer we have some difficulties in using. 

In turn, the steering mechanism object contains a lot of other detailed embedded objects, 
each of which has its own state, behaviour, interface and implementation. Those 
interfaces are not exposed to a driver, but to the other parts of the steering mechanism that 
use them. 

A common approach in OOP is to hide the implementation and expose the intetface 
through encapsulation. 

Inheritance 

Another point of OOP is inheritance. Let's form an analogy with a person who bought an 
old house. Having bought it, the person does not normally demolish old house andre
build it from scratch, but rather he will usually make improvements in it. In OOP terms, it 
means the person derives from the existing house, or saying in other words, he extends it, 
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so he has to build subclasses of the house that already exists. The new house inherits 
from the existing one. 

Creating new improved objects using new defrnitions that extend existing definitions is a 
very common practice. This is one of the mottos of OOP that encourages the reuse of 
existing elements of programs. 

Do not reinvent the wheel! Reuse the code, do not reinvent! 

Polymorphism 

The Greek word polymorphism means one name, many forms and is the most difficult 
term to explain, espcciaUy in real-world terminology. I ..ct us look at a car again and say 
that polymorphism is somewhat akin to the automatic transmission in your car. Suppose. it 
has three functions: Neutral, Drive, Reverse. 

We know for sure, that there is only one method referred to as Reverse. Whenever we 
select Neutral, the engine of a car is disconnected from the transmission mechanism. 

While we arc driving a car to move forward, we select D1ive. Depending on various set of 
conditions at runtime, the automatic transmission system mechanism decides which ve~ion 
of the Drive function to apply in every concrete situation. The specific version of the 
function will he used depending on the current situation. This is <:m analogue to so-called 
runtime polymorphism. 

Therefore. the car exhibits polymorphic behaviour when going in the forward direction, 
but exhibits non-polymorphic behaviour when going backwards. 

Polymorphism is used to customize the behaviour of an instance of a type (an 
object) based on existing conditions. 

We can summarize from the above examples in the object-oriented world. The object
oriented programming paradigm attempt<> to express computer programs in such ways 
that model how we understand the world. 

3.2 WHAT ARE OBJECTS? 

An object-oriented programmer may define an abstract clata type by encapsulating its 
implementation and its inteiface into a class. One or more instances of the class can 
then be instantiated. An instance of a class is known as an o~ject. 
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Simply stated, and taking a very liberal view: An object is an instance of a data type. 

3.3 OBJECTS BEHAVIOUR- A'rl'RIBUTES AND ~THODS 

Every object has state and behaviour. The state is determined by the current values that 
are stored in the instance variables. The behaviour is determined by the instcmce metlwds 
of the class from which the object was instantiated. 

Inherited abstract data types are derived classes or subclasses of base classes or 
superclasses. We extend superclasses to create subclasses. 

Within the program, the programmer instantiates objects and sends messages to the 
objects by invoking the class 's methods (or member functions). Instantiate an object 
means create instance of a class. 

An object oriented program defines abstract data types, encapsulates those abstract 
data types into classes, instantiates objects. and sends messages to the objects. 

We can cause an object to change its state by sending it a message, invoking its 
metlwds, or calling its memberfunctions. 

3.4 :FEATURES OF OOPS 
- ··-----

Abstraction 

Abstraction is the specification of an abstract data type and includes a specification ofthe 
type's data representation and behaviour. ft shows what kind of data can be held in the 
new type of data, and all ways of manipulation of that data. An abstract data type is not 
intrinsic to the language, so compiler knows nothing about how to manipulate it until it is 
specified by the programmer in an appropriate manner. 

JAVA programmers define the data representation and the behaviour of a new type 
using the keyword class.lt means the keyword class is used to convert the specification 
of a new type into something that the compiler can understand and work with. 

Once the new type is defined, one or more objects of that type can be put into existing 
state, from abstraction to reality. In other words, object of such kind can be instantiated. 

Once instantiated, the object is said to have state and behaviour. The state of an object 
is determined by the current values of its data (instance variables) and the behaviour of an 
object is determined by its methods (member functions or instance methods). 
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The most popular example is a button, as an element of a GUL If a button is viewed as an 
object, we can visualize its state and behaviour easily. It has a number of different states 
like size, position, caption, etc. Each of these states is determined by data stored in the 
instance variables of the button object at any given point in time. The combination of 
one or more instance variables for the particular state of the object are named as property 
of the object. 

Similarly, when you click it with a mouse that usually causes some action defined for the 
button. Each individual button object has instance variables, the values of which define 
the state of the button at any given time, from one side, and has certain fundamental 
behaviour to respond to a click, etc. to use with some action. 

The methods in the interface should control access to, or provide a pathway to the private 
instance variables. The interface should be generic as possible, in that it is not bound to 
any particular implementation. It means, from the practical point of view, that the ar!,rument<> 
of the method should have the same meaning. If for some reasons changing implementation 
is needed, it should be done in such a way to avoid changing the interface. 

In our program we have only instance variables and instance methods. Let us have a look 
at class variables and class methods. 

Sample Class Definition: Now Jet's create a real example: we will try to create the 
progmm for mode11ing a human being. The Human class will describe it a<> triggering between 
two common states: working, and resting. 'The class should inform its current state, fit for 
work or be sleeping or celebrating. As instance vruiahles of the class, we will use integer 
value tired and two strings, one will hold name and another one origin. 

The corresponding line looks like this: 

class Human { 

//code of the class 

} 

The key word in the definition is class, and its name is Human. The behaviour of the new 
type is defined by three instance methods. One can be used to store a data in an object 
of the new type, it is named setPerson. The other one is named getHumanlnfo can be 
used to retrieve a stored data from the object. The last one is named Work and implements 
the changing of the object tired, which is the member of a class Human. 
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The corresponding lines look like these: 

//instance method to store data 

void setPerson (int state, String na, String orig) { 

} 

//instance method to display info of a human 

String getHumanlnfo() { 

//instance method Work 

String Work() { 

This new type we can expand by incorporating other behaviours by means of setting up 
additional methods. Having defined the new type, we may create instances of that type, 
i.e. objects, and deal with those objects. Similarly we would deal with any other variables 
created from the primitive data types. 

Encapsulation 

One of the major principles of an object-oriented program is encapsulation. On an abstract 
level we think in terms of independent agent() working together. Then we encapsulate the 
representation of the data and behaviour into a class, thereby defining its implementation 
and inteiface. 

According to good object -oriented programming practice, an encapsulated design usually 
hides its implementation from the class user and reveals only its inteiface. A seed of 
Clementine was created in such manner. Realization of all its behaviour is hidden from us, 
we know only how to grow it, and we know the inteiface. 

God did not provide detail documentation on how seeds are implemented, but from the 
experience of human beings we know their interface and have the class documentation 
about its interface. In technique, an ordinary user does not usually need to know how the 
steering mechanism of a car is implemented, and do not know implementation details. A 
designer of class should have documentation about implementation to develop and 
possibly change the user-level documentation. 
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3.5 DEF~ING CLASS- PRIVATE AND PUBLIC 

To control access of the members of a class, JAVA uses the keywords public, private, 
and protected. It is easy to sum1ise what docs the first two mean. The last word, prok..>cted, 
is used to provide inherited dasses with special access privileges to the members of their 
base classes. 

U suaUy for a good designed cla.;;s, user cannot mod(fy the values in the instance variables 
without going through the interface. 

In general, to be visible to a user, the class consists of the public methods. Methods as 
well as classes are public by default. The c1ass user stores, reads and modifies values by 
invoking those methods. In the program above, we used method sctPcrson to input 
infom1ation about me, and then gctHumaninfo to get infonnation about me. The program 
we arc examining has no hidden implementation. 

Methods whose names begin with set and get have a special meaning in JAVA In particular, 
the introspection capabi I ity of the JAVA Beans API considers these names to represent 
design patterns for manipulating the properties of an object. 

An object-oriented design is not a good design by default. In an attempt to produce 
good designs, there arc some general agreements on cettain design standards for classes. 
For instance, the data members (instance variables) arc usually private. The interface 
usually consists only of methods and includes few of any data members. This is, of course, 
a way of hiding the implementation. 

I Iowever, there is one exception to this general rule; the data members which are going to 
be used as symbolic constants are made public and defined to disallow modifying their 
values. 

Instance and Class Variables 

In our program we have only instance variables and instance methods.lnstance variables 
are defined such that each instance of the class or object has its own set of variables. 
These vatiables are fully independent and stored in their own memory space. To get access 
to an instance variable the joining operator is used, in JAVA it is a simple period called dot 
operator. E.g. In our program we can access the name of the object obj as obj.name. 

Class variables are shared among all objects of the class. They are very similar to global 
variables. Only one copy of a class variable exists in memory and all objects of the class 
can access them. 
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A very important characteristic of class variables is that they can also be accessed even if 
no object of the type was instantiated. You can access them with dot operator, joining 
class name and the variable. 

Instance and Class Methods 

The methods of a cla~s come in two varieties: 

1. Instance methods; 

2. Class methods. 

Knowing the situation with instance and class variables, you can guess easily; methods 
designated static are class methods and non-static are instance ones. 

An instance method can only be invoked with an object of the class, so it is bound to an 
object. If we invoke an instance method on a particular object, the method will access the 
instance vmiables belonging to the object on which it was invoked. It is very impmtant to 
know, that the methods of a class have direct access to the member variables of the same 
class. paying no attention to their control access like public, private, protected. 

Class methods can only access other class members (cla~s variables or other class methods). 
They cannot access instance variables or instance methods. 

The most important thing about class methods is that they can be accessed using the name 
of the class without a requirement to instantiate an object of the class. As with class 
variables, cla~s methods can be accessed by joining the name of the class to the name of 
the method using the appropriate joining operator. 

Messages 

Methods arc sometimes called member functions. A message is simply the invocation of a 
method or member function. The program sends a message to an object telling it to 
invoke the method and sometimes provides pm·ameters for the method to use. Someone 
recently wrote that an object-oriented program consists of simply a bunch of objects 
laying around sending messages to one another. This might be a slight exaggeration, but is 
not too far from the truth. 

Constructors, Destructors, and Garbage Collection 

The allocation, reclamation, and reuse of dynamic memory from the heap arc important 
aspects of most object -oriented programs, and some non-object -oriented programs as 
well. 
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Any particular language or language platform, like JAVA virtual machine, should do some 
operation in memory: 

• to allocate memory when it is needed by the program, 

• to reclaim that memory when it is no longer needed, and 

• to reuse it appropriately. 

Failure to deal with these important issues results in a condition often referred to as "memory 
leakage." 

Constructors are used to instantiate and possibly initiali7.e an object: 

//instantiate an object of the class cat 

cat mour = new cat(); 

Constructors can be overloaded just like other methods in JAVA. Method overloading 
means that two or more methods can share the same name. 

In this particular statement, the new operator is used to allocate dynamic memory from the 
heap, and also as the constructor to construct the object in that memory space. The 
address of the memory containing the object is returned and assigned to the reference 
variable named mour. If the memory cannot be allocated, an exception will be thrown. 

In JAVA you do not define a constructor when you define a new class; a default constructor 
that takes no parameters is defined on your behalf. 

You can also define your own constructor with no argument needed. Defining a constructor 
is similar to defining a method, but must have the same name as the class, do not have a 
return type and must not have return statements. 

The following code fragment shows the important parts of a JAVA program, similar to the 
previous one which has been modified to use a parameterized constructor. 

String name; 

I /Parameterized constructor 

cat (String n) { 
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name=n;} 

System.out.println(''This cat named"+ 

name+ 

"has child(ren):" 

+ child); 

cat moor = new cat("Pirat"); 

Destructors: A destructor is a special method typically used to perform cleanup after an 
object is no longer needed by the program. C++ supports destructors, but JAVA docs not 
support destructors. JAVA supports another mechanism for returning memory to the 
operating system when it is no longer needed by an object. 

Garbage Collection: The garbage collector is a part of the runtime system that runs in a 
low-priority thread reclaiming memory that is no longer needed by objects used by the 
program. An object becomes eligible for garbage collection in JAVA when there are no 
longer any reference variables that refer the object. 

3.6 INHERITANCE 

The first major characteristic of an object-oriented program is encapsulation. The second 
one is inheritance. 

Having bought an old house to live, the person may try to reconstruct it in order to have 
it extended into another one, more modern and more comfortable without ruining the old 
version in general. Thus after reconstruction, the house will be a subclass the house that 
already existed. The new house inherits from the existing one. 

Task: Balancing or Riding a cycle 

Scooter Motorcycle 

The same with the 00 program; a class can normally inherit the attributes and characteristics 
of another class. This mechanism can be blocked by using different ways, though. 
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The original class is often called the base class or the superclass, and the new class is 
often called the derived class or the subclass. Inheritance is often referred to as extending 
the base class or superclass. 

Inheritance is hierarchical. In other words, a cla-;s may be the subclass of one class and the 
superclass of another class. 

The derived class inherits the data representation and behaviour of the base class except 
where the derived class modifies the behaviour by overriding methods. The derived class 
can also add new data representation and behaviour that is unique to its own purpose. 

Programs can usually instantiate objects of a base class as well a,;; of a class which is 
derived from the base class. It is also possible to block instantiation of the base class in 
some cases by defining it as an abstract base class. If the base class is an abstract base 
class - one that exists only to be derived from - the program may not inst.:'lntiate objects of 
the base class but can instantiate objects of classes derived from the base class. 

The JAVA inheritance mechanism allows to build an orderly hierarchy of classes. When 
several of your abstract data types have characteristics in common. you can design their 
commonalities into a single base class and separate their unique characteristics into unique 
derived classes. This is one of the purposes of inheritance. 

Remember, we have created a class Human, but not all humans are the same, but different: 
we have different race, sex, culture, religion, etc. Nonetheless we have some very common 
features: two legs, two arms, one head. We all can work, sleep, etc. Developed class 
Human has methods to indicate a human state concerning possibility of working. This is 
the common parameter therefore of the Human class we have built. 

From this base class, we may derive a Gentleman class and a Lady class. They certainly 
have different rest; the Lady prefers to drink tea with her neighbours while the Gentleman 
may prefer to drink soda in his favourite club. 

Objects of the classes will then be able to deal with all Human parameters as well a-; new 
ones. 

You may have noticed that in this hierarchical cla<;s structure, inheritance causes the structure 
to grow in a direction from most general to less general. This is typical. 

Here you are an example. In the next fragment of the code. one line of the code is essential: 
it describes the J,ady and Gentleman subclasses: 
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class Lady extends Human { 

class Gentleman extends Human { 

The keyword extends shows the Lady and Gentleman classes are subclasses of the 
Human class. 

Now we might have a look at the next fragment of the code that was replaced .. .. 

//a new method 

public void drink:ingO { 

System.out.println 

("Drinking tea with my neighbours"); 

In this part of the program we declared a new method, drinking. Of course, the very 
similar method the Gentleman bas, but about soda! 

Yet another sensitive fragment of the code shows manipulating with method declared in 
the base class, Human. The keyword super is used to access that method following by 
period, or dot operator. 

I /changing method getHumanlnfo 

public String getHumanlnfo() { 

String info; 

info=super.getHumanlnfoQ; 

info=infO+"and 1 am a lady."; 

return info; 
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The last fragment of the code shows how to usc new classes. Nothing new, isn' t it? 

Gentleman me= new Gentleman(); 

Lady Suma= new Lady(); 

me.setPerson (0, "Jay", ''lndian");//storc data 

you.setPerson (0, '"Suma", "Srilankan"):l/storc data 

System.out.println(me.getHumaninfo() ); 

System.out.println(you.getliumaninfo()); 

Single and Multiple Inheritance 

Some object -oriented languages like C++ allow for so-called multiple inheritance. This 
means that a new class can be derived from more than one base class. This has advantages 
in some cases, but can lead to difficulties in other cases. JAVA does not support multiple 
inheritance but provides a special mechanism called an inteiface to provide the same 
result. It is mentioned simply to inform you that OOP language may, or may not provide 
mechanisms to achieve the same end result. 

The ISA Relationship 

You may hear sometimes people speak of the ISA relationship. The source of this 
terminology is more fundamental than you may at first suspect. 

Object-oriented designers often strive to usc inheritance to. model relationships where a 
derived class "is a kind of' the base class. For example, a lady "is a kind of'' human. A 
wife "is a kind of" lady, etc. 

This relationship is called the l.~A relationship. 

3.7 POLYMORPHISM 

The la~t required characteristic of an object-oriented language is polymorphism. 

The word polymorphism is C'n-eek by origin. It m eans something like "one thing, many 
forms". In OOP, polymorphism represents the idea of "one interface, multiple methods" 
and means that functions or operators not implicitly recognized by the compiler. 
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.. Poly" means different, "mosphus" means forms. Polymorphism is the ability to assume 
different forms. In programming, it is treated as the ability of objectc; to have many methods 
of the same name, but with different forms. 

JAVA does not support operator overloading, but docs support the overloading and 
oveniding of methods 

Overloading Methods as a Form of Polymorphism 

The best-known example of polymorphism is the ability to replace the three C functions, 

• abs() 

• labs() 

• fabsO 

by a single JAVA function called ABS(). 

C requires three different functions which depend on the data types. In JAVA only one 
name of the function is needed for any data types, int, long, float. It is said in this situation 
thatjunctio11 or method is overloaded. This situation is recognized by a compiler, and 
polymorphism of this kind is called compile-time polym017Jhism. 

Overloading of Operators 

Polymorphism of this kind is available in many non-OOP languages. InC, for instance, we 
use''+", plus operator to add any kind of data. This form of polymorphic behaviour has 
been intrinsic to the language and could not be modified or controlled by the progran1mer. 

C++ provides the opportunity, and (with one or two exceptions) the responsibility for the 
progrrumner to define the behaviour of almost any operator that may be applied to an 
object of a new class. 

JAVA docs not support operator overloading although in many cases overloaded operators 
will provide a much cleaner and more intuitive syntax. 

Overriding Methods as a Form of Polymorphism 

The words override and overload write and sound differently from each other and have 
difference in meaning. Overriding a method is an entirely different thing from overloading 
a method. 
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The overloading methods and overloading operators is not the end of the story. If a derived 
cla<;s customises the behaviour of methods defined in the base class, usually to meet the 
special requirements of the derived class, we say about runtime polymorphism. 

JAVA supports the notion of overriding a method in a base class to cause it to behave 
differently relative to objects of the derived class. In other words, a method named 
drinking() that is defined in the base class and is overridden in the derived class would 
behave differently depending on whether it is invoked by an object of the base class or by 
an object of the derived class. 

In JAVA, reference variable of a base-class type can be used to reference an object of any 
class derived from that base class. 

If an overridden method is invoked using that reference variable, the system will be able to 
determine, at runtime, which version of the method to usc based on the true type of the 
object, and not on the type reference variable used to invoke the method. This fact is 
illustrated in the following JAVA program. 

The first, an overridden method named drinking() as a base-class reference to a base
class object is invoked, then, as the second, the ovenidden method named drinking() is 
invoked on a derived-class reference to a derived-class object. 

In the first case, the base-class version of drinking() is actually invoked. In the second 
case, the derived-class version of drinking() is invoked. This is trivial. 

Then as the third, is invoked the overridden method named drinking() on a base-class 
reference which refers to a derived-class object. When this is done, it is the version of 
the method defined in the derived class and not the version defined in the base class that 
is actually invoked. This is the essence of runtime polymorphism. 

1/!This progran1 illustrates the run-time polymorphism. 

2//0utput of the progran1 should be as follows: 

3//My name is null and I am null and I am ready to work. 

4/ II like drinking soda with friends 

5//My name is Jay and I am Indian and I am ready to work. 

6//and I am a Gentleman. 

7 //I like drinking soda in my favourite club 
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8//My name is Jay and I am Indian and I am ready to work. 

9//and I am a Gentleman. 

10111 like drinking soda in my favourite club 

11 

12 class ex4 { 

13 public static void main(String argsO) { 

14 III Iuman class ref to Human class object 

15 Human obj =new Human(); 

16 //Gentleman class ref to Gentleman class object 

17 Gentleman me= new Gentleman(); 

18 I /set information about me: 

19 me.setPerson (0, "Jay'', "Indian"); 

20 

21 I /Display information about obj: 

22 System.out.println( obj .getHumaninfo()); 

23 //invoke method named drinking: 

24 obj.drinking(); 

25 

26 //Display information about me: 

27 System.outprintln (me.getHumanlnfo()); 

28 I /invoke method named drinking: 

29 me.drinking(); 

30 

31 //Human cla<;s ref to Gentleman class object 

32 obj =me; 

33 

34 //Display information about obj: 

35 System.out.println ( obj.getHumaninfo() ); 
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36 //invoke method named drinking: 

37 obj.drinkingQ; 

38 } 

39} 

Inheritance and method overriding are used in almost all JAVA programming. Even the 
well-known "Hello World" JAVA applet requires that the Applet class be extended and 
the pain tO method be overridden. 

Exception Handling 

Although exception handling may not be considered as an OOP principle, JAVA operates 
and requires it. We will attempt to look at the following areas briefly: 

• What is an exception? 

• How do we throw and catch exceptions? 

• What do we do with an exception once we have caught it? 

• How do we make use of the exception class hierarchy provided by the development 
environment? 

• Will we have advantages with exception handling? 

An exception is an event that occurs during the execution of a program that disrupts 
the normal flow of instructions. 

Exception-handling capability makes it possible to monitor exceptional conditions within a 
program, and to transfer control to special exception-handling code designed by a 
programmer whenever an exceptional condition is detected. 

First, we try to execute the statements contained within a block surrounded by braces. 
Then, if an exceptional condition is detected within that block, a programmer's code or 
the runtime system itself throws an exception object of a specific type. In JAVA that 
exception is an object derived, either directly, or indirectly, from the class Throwable. 

The Throwable class in JAVA has two subclasses: 

Error: It indicates that a non-recoverable error has occurred that should not be caught. 
Errors usually cause the JAVA interpreter to display a message and exit. 
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Exception: It indicates an abnormal condition that must be properly handled to prevent 
program termination. 

Of all possible exceptions that JAVA can throw automatically, there is a subset for which 
catching and processing is optional. The compiler allows you to ignore the exceptions of 
this subset. If an actually ignoring exception occurs, it will be caught by the runtime system, 
and the program will be terminated. The remaining exceptions that can automatically be 
thrown in Java must be recognized by program's code in order to compile your program. 

Recogni:~.ed means the program's code catch and either process the exception object 
using another piece of the code, or your code can pass it up to the next level in the 
method-invocation hierarchy for handling there. JAVA program can then optionally execute 
a block of code designated by finally which is normally used to perform some type of 
cleanup which is needed whether or not an exception occurs. 

If a method passes an exception up to the next levc1 in the invocation hierarchy, this must 
be declared along with the method signature using the throws keyword. If your code 
catches and processes an exception, the processing code can be as elaborate, or as 
simple as you want to make it. The fact is, simply ignoring it after you catch it will satisfy 
the compiler. This may, or may not be a good idea, depending on the type of the exception. 
All exception objects inherit the methods of the Throwable JAVA class. 

Advantages of Using Exception Handling 

Exception handling provides the following advantages over "traditional" error management 
techniques: 

Separating Error Handling Code from "regular'' one 

Provides a way to separate the details of what to do when something out-of-the-ordinary 
happens from the normal logical flow of the program code. 

Propagating Errors Up the Call Stack 

Lets the corrective action to be taken at a higher level. This allows the corrective action to 
be taken in the method calling the other one where an error occurs. 

Grouping Error TYpes and Error Difl'erentiation 

Allows to create similar hierarchical structure for exception handling so to group them in a 
logical way. 
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3.8 INTRODUCTION TO OBJECT-ORIENTED DESIGI\'" 
--- ----- -- - - - - - -

Object-oriented design (OOD) is a technology in its own right, often treated as being 
separate and apart from OOP, but better to think about OOP as about the implementation 
of OOD procedure. 

Many books have been written describing a variety of methods for accomplishing OOD. 
Here we are not going to discuss and cover all topics of that. As a physicist, I think about 
programming as a way to help us in some particular problems, not as a theory in 
general. Standard way, however, to show how to create an 00 program is to explain, 
how to make first pass to identify classes, data members and rn.ethods to build the 00 
program. 

3.9 AN ANNOTATION OF OOPS 

OOP requires a new style of program design. Common behaviour and properties must be 
identified and described in several class hierarchies. Once the class hierarchies are defined, 
most of the work is done. New instances of these objects arc created and their methods 
arc called. 

The advantages of OOP are: 

• Code can be re-used and uniqueness by inheritance and encapsulation. 

• Maintajnability: changes in a supcrclass are seen by all subclasses. 

• Independence of code by encapsulation. Only the object's interface is seen by the 
out~iide world, not the implementation details. 

• High degree of organization and modularity of the code. This is especially important 
for large projects. 

• Makes you think before coding. 

The disadvantages: 

• Compiled programs arc usually larger because the inheritance mechanism must be 
implemented at runtime. 

• Compiled programs arc usually slower because inherited code must be looked up 
when called by sub-classes. 
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3.10 DYNAMIC BINDING 
---------------

The communication link is required to be established between objects of many different 
classes. The method for accessing the object is known as dynamic binding. Dynamic 
binding allows use of new and modified object~;. The rccompilation is not required. The 
compiler provides an executable code. This dynamically interfaces with unknown objects 
during program execution. 

3.11 DISTINGUISHING OOPS FROM SSAD 
------------------

Table 3.1 : Distinguishing OOPs from SSAD 

Paramete~ I SSAD ----~OOP 
Methodology Structured I Object Oriented 

Orientation Either data oriented or 
method oriented 

First Importance Data/Data structure 

Maintenance of a Complex and time 
System consummg 

Dev./Mgmt. of Difficult and slow 
Complex Dynamic 
Systems 

Reuse of Objects Not possible 

Analysis Determine what software 
must do, irrespective of 
data and methods 

Both data oriented as well as 
method oriented 

Both data as well as methods 

Easy and quick 

Simple and fast 

Possible 

Detennine what software must 
do and extract objects with 
data and method 

Design First the modular architecture The detailed design is created 
is determined and then detailed directly 
design is created 

Implementation Usc appropriate programming Usc appropriate programming 
language(4GL) , language 

- - ·-j__--___ _j_ ____ _ 

-...;:;;;...._..:...._ ________ - - - - - -
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3.12 RUMBAUGH METHODOLOGY, BOOCH METHODOLOGY, 
JACOBSONETALMETHODOLOGY 

Rumbaugh Methodology: Rumbaugh developed a model called OMT (Object Oriented 
Modelling Technique) in which phase wise activities arc undertaken: 

Phase Outcome 

OOAnalysis Classes and system model that make use of objects 

OOSDesign System Architecture that make use of classes & objects 

Object design doc Design document comprising of details of static & dynamic objects/ 
flmctional model 

Implementation Coding, testing and deployment 

Object Design Document 

Object Model 

Dynamic Model 

Flmctional Model 

Booch Methodology 

Role Played 

Provide a structure of objects in the system in terms of identity, 
properties, functions and relationship. 

Provide a unified view of states, transitions, event and actions 
involved in the system. Such events and actions are represented 
by diagram. 

The business process is described in tem1s of flow oflogic and 
data. For this purpose DrDs (Data Flow Diagram) are used. 

Table 3.2: Object Design Document 

The Booch Methodology comprises of two processes: Micro and Macro. 

The Macro process controls the micro process. The various tasks handled by macro 
process are: 

• Conceptualization 

• Analysis and development of model 
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• Design system architecture 

• Implementation 

• Maintenance 

The following items are identified under the Micro development process: 

• Class and objects 

• Relationship 

• Interfaces 
I 

• Implementation 

The various types of diagrams used in Booch Methodology arc: 

• Cla<>s Diagram 

• State Transition Diagram 

• Object Diagrams 

• Integration Diagrams 

Jacobson et al .Methodology 

This method is based on use Case. Use case is the one that expresses entire system in a 
step-by-step manner. It brings out the details of the business processes. The traceability 
between different phases of development is brought by this method. 

The model comprises of four development models: 

• Use Case Method 

• Domain Object Model 

• Analysis Object Model 

• Implementation Model 

• Use Case Method: It is evolved around a goal of users and responsibility of a 
system to its users. This model defines actors who perform processes. 
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• Domain Object Model: The real world is mapped into various domain object models. 

• Analysis Object Model: It models source code and its implementation. 

• Implementation Model: It provides test plan, test cases, test specification and test 
reports. 

3.13 UNIFIED APPROACH {VA) 

1be Unified Approach combines the best practices, processes, methodologies and guidance 
taken from Rumbaugh, Booch, and Jacobson methodologies. The UA makes use of Unified 
Modelling Language (UML). UML makes use of coding, iterative approach for achieving 
continuous improvement It goes back and forth between vatious phases of the development 
cycle. 

The UA based software comprises: 

• Use case identification and modelling 

• Object Oriented Analysis using use-case models 

• Object Oriented Design (OOD) 

• Prototyping and testing 

• Implementation 

3.14 BRAD APPLETON 

(PATTERNS AND SOFTWARE: ESSENTIAl~ CONCEPTS & TERMINOLOGY: 
1977) 

Entity 

Name 

Table 3.3: Patterns a11d Software 

Description 

A meaningful name expressed in word or phrase which 
clearly conveys the content and structure of the pattern. 

Problem definition and goals to be achieved on its 
resolution. The constraints and factors influencing the 
problem as well as solution. 

r 
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Entity Description 

Context The description of scenario in which the problem recurs 
by default. 

Factors of influence All the factors that impact the problem and solution arc 
to be listed. The factors could be technical, managerial 
and operational. The source of these problems could 
be technology, policy, environment and so on. 

Solution The solution describes the approach, methodology and 
structure. The solution should spell out the static design 
and dynamic behaviours of the solution under the 
different terms and conditions. 

Illustration The solution is illustrated by one or two case examples 
to provide clarity to the pattern and its application in 
the given situation. The case examples may be chosen 
from commonly understood scenarios but they are 
usually sufficient representation of successful 
representative of the pattern. 

Basis for pattern application A commentary on solution, justifying the solution 
architecture in terms of rules, regulations and rationale 
of it<; usage in the solution. 

~--------------------~ --------------------------~ 

Brad Appleton further explains that the pattern is not readily created by you. You have to 
search it in the systems and solutions. Before finalizing pattern, it is necessary to test it 
properly and check if the pattern suits the task. Then the pattern should be documented. 
The pattern document gives proper understanding about its usage in the solution. 

The features of the pattern are: 

• From previous records, it should be confirmed that the solution is a 'good solution'. 

• It should be capable of providing a 'complete solution' over a problem. 

• It should establish relationship between various component<>; provide greater 
understanding, confidence and acceptance. 

• It should provide a high degree of utility. 
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There are 7 main properties of objects: 

• Inheritance/Multiple Inheritance 

• Polymorphism 

• Relationships 'md association 

• Aggregation and containment 

• Object Identity 

• Binding-Static and Dynamic binding 

• Persistent Objects 

Alan Kay has defined the following properties of Objects: 

1 . Everything is an object. 

2. The computation is performed by objects communicating with each other, requesting 
that the other objects perform actions. 

3. Every object is an instance of the class. 

4. The class is the repository for the behaviour associated with an object 

5. Each object has its own memory which consists of other objects. 

6. Classes are organi:~.ed into singly rooted tree structure called inheritance hierarchy. 

3.15 SUMMARY 

In this unit we have seen the Object Oriented Programming structure and the concept of 
Object and Classes. During this we came across the different features provided by Object 
Oriented Programming Paradigm. While discussing OOPs, we discussed Abstraction, 
Encapsulation, Instances and class variable and methods and messages. We further 
discussed about the inheritance, polymorphism, construction, overloading and exceptions. 
We studied how OOPs concept is different from SSAD, Dynamic binding. Further, we 
discussed Rambaugh, Booch, Jacobson et al, Brad Appleton Methodologies. 
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4.1 INTRODUCTION 
--------------- - - ·· --- - - ---------

SDLC stands for Software Development Life Cycle. In the earlier unit we have seen that 
all information systems have a life cycle. The basic idea of SDLC is that there is a well
defined process by which a system is conceived, developed and implemented. 

The following arc the seven Software Development I j fe Cyc lc (SDI .C) phases, which 
can be categorized into two broad groups: (a) Systems Analysis and (b) System Design. 

(a) Systems Analysis involves activities such as: 

L. Problem Identification or Initial Investigation 

'> Feasibility Study and Cost Benefit Analysis 

3. System Requirement Analysis 

(b) System Design involves the following activities: 

I. System Design Specification and Prognumning 

2. Coding 

3. Testing 

4. Systems Implementation 

4.2 OVERVIEW OF SDJ.,C PHASES 
---------- - - -- -- -- ----- -- - - --
In this unit, we will study the brief introduction of the SDLC phases and will cover the 
problem identification <mel feasibility study phases. The other phases will be dealt in later 
unit<;. 

A) Initial Investigation or Problem Identification 

One of the most difficult tasks of system analysis is identifying the problem..<.; of the 
existing system and understanding user requirements. Experienced analysts spend 
considerable time in facing these challenges of understanding as to what the client 
wants? Without the clear understanding of the problem in the system, any further 
work done will lead to wastage of efforts i.e .. time and energy of the resources. 
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Hence several questions must be posed before identifying the correct problem at this 
stage itself. Few of the questions may include: 

• What is the actual problem? 

• What are the causes for this problem? 

• Is it important to solve this problem? 

• How complex is it? 

• How these problems are solved? What arc the likely solutions? 

• What type of benefits can be expected after solving the problem? and so on ... 

The problems need to be notified as and when the problems arc noticed from one or 
more sources listed below: 

Internal Environment 

• Management 

• Employees of different departments 

• IntemalAuditors 

• Data processing centre or depattment 

• Financial records 

• Employees working on an existing system 

External Environment 

• Customers 

• Suppliers 

• Management Consultants 

• External Auditors 

75 



76 

Software Engineering 

• Government Policies 

• Competitors 

In addition to the sources mentioned above, sometimes the problems are identified 
by the Systems Analyst himself. All the problems are recorded in a "Problem Report 
Form" whether it is communicated verbally or in a written form. The types of problems 
which are normally encountered in the system may be of following nature: 

1. Problem ofReliability: The system is not reliable and gives different outputs. 

2. Problem of Validity: The reports contain some misleading information. 

3. Problem of Economy: The system is costly to maintain. 

4. Problem of Accuracy: The system produces inaccurate outputs. 

5. Problem of Timeliness: Reports are often late, queries are not responded in time 
or takes longer time. 

6. Problem of Capacity: Inadequate processing capacity, transmission capacity 
and storing capacity. 

7. Problem of Throughput: This is exactly opposite of problem of capacity. More 
capacity may be available but less work is being done. 

1his phase of SDLC not only includes identifying the problems in existing system, but 
addresses possible opportunities like new technology, new ventures and new market. 

The advantages of problem identification in SDLC are: 

1. It helps in identifying the problem areas. 

2. It helps in setting proper system goals. 

3. It helps in deciding the scope or boundaries of the project and thereby restricting 
the application. 

4. It helps in understanding the limitation of the available resources. 

5. It helps in understanding the functionality of a system. 
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The disadvantages of problem identification in SDLC are: 

1. More time consuming activity. 

2. Requires lot of documentation in the initial stage itself. 

B) Feasibility Study and Cost-Benefit Analysis 

A feasibility study is carried out with the intention of checking out the possibility of 
either improving the existing system or develops a completely new system. This study 
helps to obtain an overview of the problem and to get rough assessment of whether 
a feasibility solution exits. 

Importance of Feasibility Study: 

The feasibility study is required to: 

• Answer the question whether a new system is to be installed or not. 

• Determine the potential of the existing system. 

• Improve the existing system. 

• Know what should be embedded in the new system. 

• Defme the problems and objectives involved in a project. 

• Avoid costly repairs at a later stage when the system is implemented. 

• Avoid crash implementation of a new system. 

• Avoid the hardware approach i.e. getting a computer first and then deciding 
how to use it. 

Method: 

To conduct a detailed feasibility study, firstly a "Steering Committee" is appointed. 
This committee generally consists of Systems Analyst, representative from dept. 
(coordinator), probable beneficiary and a chairman or key person in the organization. 

The committee will look into the technical feasibility, economic feasibility and operational 
feasibility of the project. 
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There are four main areas of interest: 

1. Economic Feasibility 

Evaluation of development cost weighed against the ultimate income or benefit 
to be derived from the system. 

2. Technical}'easibility 

Study of function, performance and constraints that may affect the ability to 
achieve an acceptable system. 

3. Legal Feasibility 

Determination of any infringement, violation or liability that could result from the 
development of the system. 

4. Alternatives 

Evaluation of the alternative approaches to the development of the system. 

Economic Feasibility 

• Generally the "bottom-line" consideration for most systems. 

• Determine costs and expected saving of each of the altemati ve. 

Technical Feasibility 

• Development risk: Can the system element be designed in such a way so 
that the necessary function and performance are achieved within the 
constraints? 

• Resource availability: Is competent staff, necessary hardware and software 
available to build the system? 

• Technology: Is the relevant technology available? 

Operational or Behavioural Feasibility: 

• Will the system be used, if it is implemented? 

• Will there be any resistance from the users? Because "cquipments do not 
cry, but people do". 
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• If their voices arc not heard at this stage, the problems will be magnified during 
implementation phase. 

zS Activity A : 

What do you think, will computer ever replace hum<ms? 

Consider Banking Application) 

C) Cost-Benefit Analysis 

Cost and Benefit analysis involves: 

• An assessment of the economic justification for a system. 

• Delineates costs for project development and weighs them against tangible (i.e. 
measurable) and intangible benefits of a system. 

• Complicated by criteria that vary with the characteristics of the system to be 
developed, the size of the project and the expected return on investment. 

• Many benefits are inumgible and direct quantitative comparisons may be difficult 
to achieve, e.g. customer satisfaction. 

• Benefits of a new system are always determined relative to the existing mode of 
operation. 

• Another important aspect is the dcternilnation of incremental cost associated 
with added benefits. 

• Feasibility studies can reduce the chances for project failure by resulting in the 
cancellation of an infeasible project. 
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Return on Investment Analysis 

Profitability and Return on Investment (ROI) are the two yardsticks of measuring 
business performance. Return on Investment (ROI) clearly indicates whether you are 
working on a right problem or not? ROI is calculated as: 

Net Earning 

ROI= 
Total Investment 

The Feasibility Study Process 

I. Detem1ine System Parameters. 

2. Develop Multiple Alternate Approaches to the Problem. 

3. Evaluate the Alternatives 

• Select criteria to be used to evaluate the system: performance, effectiveness. 
cost, etc. 

• Apply various analytical techniques (models) 

• Generate data 

• Evaluate results 

• Sensitivity analysis 

• Risk analysis: definition of risk and uncertainty 

4. Select an approach. 

5. Decide if this approach is feasible. 

6. Repeat as necessary . 

. Feasibility Study Report Outline 

I . Introduction 

a. Problem Statement 
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b. Environment and Context 

c. Constraints 

2. Management Summary 

a. ImportantFindings 

b. Rcconunendations 

c. Impact 

3. Alternatives 

a. Alternate approaches and their ramifications 

b. Criteria to be used to select among the approaches 

4. Proposed System 

a. Scope 

b. System Components 

c. Feasibility of Individual Elements of the System 

5. Cost-BenefitAnalysis 

6. RiskEvaluation 

a. Technical 

b. Legal 

7. Appendices: other relevant information 

D) Systems Requirement Analysis 

A requirements analysis is the determination of the requirements for a new system. 
Once the systems analyst has determined that a problem exists and has obtained 
permission to do something about it, then the requirements analysis can begin. 
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In this phase, the user's requirements are identified first. This will enable the system 
to be more user-friendly rather than designer-friendly. The system should be for the 
people, and not the other way. 

The requirement analysis will determine: 

1. What outputs are needed? 

2. What inputs are needed to obtain these outputs? 

3. What operations it must perform to obtain these output<>? 

4. What resources must be used? 

5. What operational and accounting controls are needed? 

Different ways to ao;;sess the user requirements include: 

1. Asking users (directly) 

2. Interviews 

3. Questionnaires 

4. Counting transactions and document<> often by sampling 

5. Developing various flowcharts 

The requirements analysis stage should yield a requirements statement specifying 
enough details about the new system requirements. This is called a "Requirement 
Analysis Report" and is passed on to the design phase of SDLC. This is explained in 
much more detail in the later unit<>. 

E) System Design Specification 

1be next phase after systems analysis is System Design. In this phase, we move from 
"What" to "How" part in the system development. In other words, we arc moving 
from conceptual to physical a<>pccts of the life cycle. This requires great imagination 
with due emphasis on ground realities. 
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In this phase of SDLC, many specifications are prepared: 

1. Output designs 

2. Input designs 

3. Procedures 

4. Information flow 

5. Files and databases 

6. Volruncs 

7. Manually used forms 

8. Program specifications 

9. Secmity requirements 

10. Control infonnation, etc. 

In addition, information on personnel. money, hardware facilities and their estimated 
costs must be available. Thus system design is the detailed technical specification 
including preparation of grounds for construction of programs and program testing. 

F) Coding 

In this phase of software development life cycle, the actual codes are written. In 
simple words, all the programs and validation codes arc written in this phase. This 
phase comes immediately after the design i.e., the design specification documents are 
used in this phase to transfom1 the logical specification into program. This design 
information is passed on to programming staff. Designer must take care to provide 
complete and clearly outlined software specifications. 

G) Testing 

lbe next phase of SDLC is testing. Before presenting the software for implementation, 
testing ilie programs with some assistance from users is a must. Testing should be 
thorough and critical and should include 'trouble shooting" data rather than routine 
ones. There are different ways of testing programs. The Testing is carried out in a 
variety of ways. A final report before the implementation phase including procedures, 
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flowcharts, record layouts, report layouts and working plan for implementing the 
system is prepared. 

H) Implementation, Follow Up and Maintenance 

Implementation may not be a creative process. In this phase of SDLC, the software 
developed and tested so far is given to the user and acceptance of the user is taken. 
Hence, human consideration will have to be attended very carefully. 

In the implementation phase, following task or activities are h<mdled: 

1. Site preparation 

2. Installation of new equipment 

3. Users training, seminars, meeting to gain user support 

4. Use of new inputs and procedures 

5. Trial and parallel rw1s of the system on the computer 

6. Gradual phasing out of the old system 

Maintenance is the ''tail end" of the life cycle, but it is the most expensive and consumes 
energy, cost, time and resources in the long run. When the system maintenance 
becomes more costly and time demanding, new system will have to be thought of, 
thereby completing the full system life cycle. 

~Activity: 

You must have visited your family doctor's dispensary atleast once in your life. Consider, 
the doctor is requesting you to develop a computerized system for his dispensary, and you 
have been requested to do the analysis and design of the existing manual system. Prepare 
a report mentioning the identified prdblems, possible solutions, feasibility of the solutions, 
cost and benefit analysis for the system. 
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4.3 SUMMARY 

We have discussed in detail the concept of Software Development Life Cycle. We have 
seen different phases of software development life cycle, through which every software 
which is to be developed goes. Note that the software are developed or evolved and 
produced. In this unit, we have seen in detail the first two phases of SDLC and overview 
of remaining phases, as these topics are discussed in detail in the further units. We have 
discussed about what is fea<>ibility study and different types of fea<>ibility studies like technical, 
economic and behavioural feasibility and Cost and Benefit Analysis. 

4.4 SELF -ASSESSMENT QUESTIONS 
--------------------------------

Q 1. What is SDLC? Explain in brief phases of SDLC. 

Q2. What is feasibility study? Explain different types of feasibility study. 

Q3. What is Cost and Benefit Analysis? What is the purpose of it? 
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5.1 WHAT IS A SYSTEMS ANAl ..YSIS? 

In the earlier unit, we have seen in brief the concept of Systems Analysis. In our day-to
day life we come across many problems which can be solved with the help of computers. 
The Systems Analysis in broad outline decides how these problems in the out-;ide world 
can be related to a computer system. 

System 

• An assembly of parts or component<> existing together in an organized way 

• A system is an assembly of particular human interest 

• Parts arc affected by being in the system- they change if they leave 

• The assembly docs something- it has an aim 

Analysis 

Analysis means the resolution, separating, or breaking up of anything into its constituent 
elements or to take to pieces, to examine critically part by part. 

The following activities are carried down during System Analysis phase: 

• System functions are discovered, analyzed and allocated to individual system element<>. 

• Customer-defined goals and constraint-; are used to derive a representation of function, 
performance. interfaces. design constraints and information structures for each system 
element. 

• Tasks include: 

1. identify desired functions 

2. ''bound" or identify the scope of various element<;/functions 

3. allocate functions to system cJcments 

• alternatives arc proposed and evaluated 

• selection criteria include: 
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1. project considerations - scheduling, cost, risk 

2. business considerations - marketing, profit, risk 

3. technical analysis -function, performance 

4. manufacturing evaluation- availability, quality assw-ancc 

5. human issues - workers, customers 

6. environmental interfaces- system's external environment 

7. legal considerations -liability, infringement 

5.2 OBJECTIVES 0}' SYSTEMS ANALYSIS 

1. Identify the customer's needs (what is required to be done?). 

2. Evaluate the system concept for feasibility (to understand the feasibility of the System). 

3. Perform economic and technical analysis (to understand economic and technical 
viability). 

4. Allocate functions to the various system element~ (detailing of components or functions). 

5. Establish cost and schedule constraints (preparation of schedules of deliverables ). 

6. Create a system definition that forms the foundation for all subsequent engineering 
work. 

5.3 QUESTIONS ON SYSTEMS ANALYSIS 

1. How much effort should be expended on this activity? 

• system si:r.e and complexity influence the amount of time spent on this activity 

• 1 0 to 20 percent of all development work 

• 10 to 20 percent of all software engineering (software requirements analysis) 
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2. Who docs it? 

• Trained computerprofessional(s) in conjunction with the management, technical 
staff and users in the customer's organization. 

5.4 IDENTIFICATIONOFNEED 

Questions about the following topics must be answered by the analyst in conjunction with 
the user/customer: 

• Overall system goals (Which goals arc to be achieved?) 

• Desired functions and performance (What functionality is expected? How well we 
perform that?) 

• Reliability and quality issue..<; (How reliable the system is going to be? Whether it will 
produce quality output?) 

• Cost/schedule constraints (IIow early we can deliver, so that we can save cost and 
schedule it accordingly?) 

• Available technology or manufacturing requirements (Is there any technology available 
or are there any manufacturing requirements) 

• Future extensions (What activities you would like to develop in future?) 

The analyst must distinguish between 

• customer "needs" 

Features critical to the system's success (features that restrict the scope or 
functioning of the system or may not be feasible to implement, if not made 
available, chances of non-acceptance from users). For exan1ple, back -up facility, 
administrative controls, etc. 

• customer "wants" 

Features that would be nice to have but are not essential (by introducing these 
features one might change the look of the system or facilities that will add some 
value to the system). For example, by adding a mailing facility that is not available 
in the existing system. may improve functionality. 
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5.5 PERVASIVE SYSTEM REQIDREMENTS 

• Discussion of system requirements generally focus on functional requirement<>. 

• There arc many other categories of requirement<; that also deserve attention. 

• Pervasive system requirements include: 

1. Accessibility 

2. Reusability 

3. Adaptability 

4. Robustness 

5. Availability 

6. Safety 

7. Compatibility 

8. Security 

9. Correctness 

10. Testability 

11. Efficiency 

12. Usability 

13. Fault Tolerance 

14. Integrity 

15. Maintainability 

16. Performance 

17. Portability 

18. Protection 

19. Reliability 
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The Structured analysis uses symbols instead of muTative descriptions and creates a graphic 
model of the system. The structured systems analysis and design methodologies involve 
data flow diagram (DFD) method of showing the movement of data through a system. 

Systems analysis and design needs three sets of knowledge skills, they arc: 

1. System concepts and principles 

2. System Methodologies 

3. System Tools and Techniques 

5.6 INFORMATION GATHERING TOOLS 

Information gathering in large and complex organizations is not an easy task. Information 
has to be gathered in an organized way so that: 

• No system details is left out 

• Right problems are identified 

• Repetitive work is avoided 

• Wrong or incomplete details arc not collected. 

Information can be gathered from any one or all the methods listed: 

1. Interviewing 

2. Questionnaires 

3. Record Inspection 

4. Observation 

These techniques or methods are used in systems analysis, design or even during 
implementation phase. 

I. Interviewing 

Interviewing technique is used to collect information from individuals or from groups 
or key persons of the organizations. These are certain points to be remembered in 
conducting interviews: 
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• Put yourself in other man's place and pose your questions. Cultivate the ability 
to appropriate his point of view. 

• Be sure you really understand instead of jumping to conclusions. 

• Maintain a neutral attitude (however, show genuine interest so that the other 
person can come out with his problems, thought<> and ideas). 

• Let him do the most talking. Listen, listening is an art. 

• Ask specific doubts or infom1ation. 

• Notice what he docs not say. 

• Do not allow your mind to wander. It is usually reflected on your face. 

• Don't show you are in a huny! 

• Be prepared for disagreement. 

• Distinguish between the fact and opinion. 

• Always be polite! Don'tbeoverpolitc. 

Advantages of interviewing: 

1. You can observe lot many things just by watching, because people talk with 
their eyes and gestures. 

2. An interview helps in understanding the concept more clearly and quickly. 

3. Interview creates a sense of belonging, as his opinions are taken into 
consideration. 

4. Further any doubts or clarifications can obtain subsequently. 

5 . As interviewee is not asked to commit in writing, he may offer many tips 
anonymously. 

Disadvantages 

1. Interviewing method is suitable during initial phases only. 

2. Take a lot of time of key personnel in organizations. 

3. No user commitment is there, so later he might refuse or change his requirements. 
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II. Questionnaires 

Questionnaires may be used as a supplement to interviews. When opinions of a 
group are to be taken, then this is the best method to reach to them. A questionnaire 
can be considered as a structured interview fonn. The questionnaire can be open 
ended questions (like what is your opinion about the system or close ended questions 
(with yes/no kind). A close ended questionnaire will have fixed responses like, what 
is the average value of invoice in your dept? I 

a. Less than Rs. 500/-

b. Rs. 500/- toRs. 5000/-

c. Rs. 5000/- to Rs. 10,000/-

d. Rs. 10,000 or more. 

Following points should be kept in mind while designing questionnaire: 

• The objective of the questionnaire must be clear. 

• The structure must be used for the study. 

• Question must be easily and unambiguously understood. 

Questionnaire is used or suitable for: 

1 . Gathering numerical data. 

2. Gathering relatively simple opinion from a large number of people. 

3. Obtaining collective opinions or view on a subject matter, etc. 

ill. Record Review 

As the famous saying goes, "believe in record than in people". A good analyst always 
gets facts from documents. An existing system can be better understood by examining 
the documents, forms and files. This is best suited in the initial stages of a systems 
study. 
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Records may include: 

I . Written policy manuals. 

2. Rules and regulations 

3. Standard operating procedures used in the organization. 

•. Forms and documents. 

Generally. the following questions may~ useful in analysis of forms: 

I . Who uses these forms? 

2. Do they include all the necessary information? 

3. How readable and easy to follow is the form? 

4 . Is it ideal for analysis and inference? Etc. 

In this method, systems analyst goes through the document'> prepared (computerized 
or manually recorded), and try to understand the entire process cycle. While doing 
so, he observes who is recording what? How the status of the entry is changing. 
Generally, in business environment a document or a forn1 goes through different checks 
or authorizations. etc. So to understand these processes, he visits the organization as 
a customer or as a supplier and try to understand the working procedures. 

2S Acti_vity A : 

Go through a Telephone Bill and try to understand the calculation process. 
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IV. Observation 

But this talk is delicate because people do not like to be observed when they work. 
It is not the quantity of time that is observed important but the unorthodox angles of 
observations of the work content and methods are going to be rewarding. 

Observations can look for: 

• Operational inefficiencies 

• Alternate routes and procedures 

• The usage of files and document-; 

• Interruptions in the normal flow of work 

• Informal communication channels, etc. 

Onsite observation provides close view of the working of the real system. For example, 
to understand the withdrawal of amount from a bank account, he visits as a customer, 
fills the necessary forms and hands it over the counter and observes the procedures 
being followed. In this he looks for: 

• How transactions arc initiated? 

• Which document is prepared and by whom? 

• What all things are checked from a document? 

• Who authorizes the document? 

• ·when a transaction is said to be over or complete? 

£S Activity B : 

Visit Electricity Board's Bill Collection Center, and observe the biU collection process, 
and try to understand the bill collection procedure. 

------------------------------------------------------- -
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5.7 SUMMARY 

In this unit. we have discussed the Requirement Capture and Analysis in detail. We have 
seen the different steps that a systems analyst follows for understanding the requirements 
of the user. 

We have discussed in detail the objectives of the systems analysis, questions that systems 
analyst should answer, format of requirement analysis report. Towards end, we have 
discussed the different methods of collecting facts and information from a System. 

5.8 SEJJF-ASSESSMENT QUESTIONS 
- ---

1. What is Systems Analysis? Explain the objectives of Systems Analysis. 

2. Write short notes on: 

a. Interviewing 

b. Record review 

c. Questionnaire 

d. Observation 

3. What are the things that you will be able to see while planning for an Interview? 

4. Do a systems analysis for a Doctor's Dispcnsruy and prepare a report. 

Do You Know? 

• British Scientists working in the field of radar technology during World War II laid the 
foundation for modem systems analysis. The idea of radar as a system evolved as the 
expezimenters moved closer to solving individual parts of the total problem. 

• Soon after the war, US Air I 'orce wanted to increase its strength from 4000 air crafts 
and 3,00,000 personnel to 8,00,000 air crafts and 2.5 million people in one year. 
Harward Business School was given the problem which solved it in a year using 
system concepts. 

• The RA.l\JD wa~ responsible for evaluation of weapon systems and production of B-
52 bombers in 1950. 

• The information system as a subject of study was introduced in Western Universities 
in 1960s and in Indian Universities during 1970s. 
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6.1 INTRODUCTION 

In this unit we are going to discuss the tools and methods that have been used by the 
Systems Analysis during the analysis and design of the components of the system. Let us 
start discussing one by one. 

6.2 FUNCTION DECOMPOSffiON DIAGRAM 

Functional Decomposition Diagram (FDD) is a top-down representation of a function or 
process. FDDs are also called structure charts. 

tUDs arc used by system analysts to model business functions and show how they are 
organized into lower-level processes. Those processes translate into program modules 
during application development. 

Creating an FDD is similar to drawing an organi:t.ational chart - you start at the top and 
work your way down. 

6.3 PROCESS MODEL: DATA FI~OW DIAGRAM 

Data Flow Diagram is a graphical aid for defining systems input, processes and outputs. It 
represents how data moves or flows through the systems. These are used in modern 
methods of system analysis. Data Flow Diagram (DFD) serves two purposes: 

1. They provide a graphic tool which can be used by the analyst to explain the 
understanding of the system to the user. 

2. They can be readily converted into a structured chart which can be used in design. 

Data flow diagrams illustrate how data is processed by a system in terms of inputs and 
outputs. 

Data Flow Diagram Notations 

You can use two different types of notations on your data flow diagrams: 
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Yourdon & Coad or Gane & Sarson 
--------r ---- -:::0 _______ --;r:~:tion 

8 @ 
--0 - ~process ~·ansfoni1s incoming data flow 

__ 1 _ lnfonnation mto outgomg data flow. 

Process Process 
-----

Yourdon and Coad Ganc and Sarson 

Datastore 

Yourdon and Coad c- ~ 1DATASTO~ 
Ganc and Sarson Datastore Notations 

Datastorcs are repositories of data in the 
system. They are sometimes also referred 
to as files or a database. 

------- - -----+-----

Dataflow Dataflow 

Dataflows arc pipelines through which 
packets of information flow. Label the 
arrows with the name of the data that 
moves through it. 

--- --- - - ---- -----!----- ---- --- -

External Entity Notations 

External 
Entity [Extern~ Entity 

----

------ - ------- -

External Entity 

External entities are objects outside the 
system, with which the system 
communicates. External entities arc 
sources and destinations of the system's 
inputs and outputs 
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Table 6.1: Data Flow Diagram Notations 

Data Flow Diagram Layers 

Draw data flow diagrams in several nested layers./\ single process node on a high level 
diagram can be expanded to show a more detailed data flow diagram. Draw the context 
diagram first, followed by various layers of data flow diagrams. 

Context Diagram 

A context diagram is a top-level (also known as Level 0) data flow diagram. It only 
contains one process node (process 0) that generalizes the function of the entire system in 

Conte~'t Diagram; 

L twell DTD 

·~ 
pmt;eSS 2 

Level Z DFD 

~~ ~ 
pmce$sl.2 , process 2.2 

Figure 6.1: The nesting of dataflow layers 
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Constructing a DFD 

The following thumb mles may be used while constructing DFDs: 

1. The processes should be named and numbered accordingly, for easy references. 

2. The direction of flow is from top to bottom and from left to right. 

3. When a process is exploded into lower level details, they are numbered accordingly. 

4. The names of data stores, source and destination are written in capital letters. Process 

and data flow names have the first letter of each word capitalized. 

Figure 6.2: Data Flow Diagram 

·External 
Entity. 
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Fig~re 6.3: Context Level Data Flow Diagram 

The first level DFD shows the main processes within the system. Each of these processes 
can be broken into further processes until you reach a pseudo code. 



Cnit6 Diagramming Tools 

Employee 
Payroll 
Record 

Arrears 
lns!rudions 
or details 

ACCOUNTS 
DEPARTMENT 

update 

old Leave record 

updated leave 
oommary 

LEAVE RECORD 
FilE 

lEAVE 
SUMMARY 

CURRENT 
PAYROLL FILE 

J--De--:-duct_io_n_s_-r-1 DEDUCTIONS 
details SUMMARY 

Old Arrears Record 

Paynwnt details 

Banlc 
StalemeJlt 

ARREARS 
Flt.e 

L_ ______ _____, 
Figure 6.4: An example of First Level Data Flow Diagram 

Physical and Logical Dl'D 

The Data Flow Diagram that shows "What is going on" instead of "how it is going on" is a 
logical DFD, whereas DFD that shows how things happen and which are the actual physical 
components involved is known as physical DFD. Logical DFD helps to get a clear idea of 
what the system has to achieve without getting into details like who is going to do it? How 
one is going to do it, etc? 
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Distinguish between Physical D:FD and Logical DFD: 

lp;;icalmp .. . . .. ·~· l Logi~FD -~ 

~-!. Data Row names include the ; 1. Data flow names describe the data they 1 

~~implementation fact<; as names. 1 contain. Thev do not refer to the form I 
numbers, media, timing, etc. I or document' on which they reside. I 

2. ~·o~c~s names include the name of ~h;J- ~.-Process n~mes describe the work done ! 
! processor i.e. person, dept, computer 1 without refe1Ting to document e.g. 
1 system, etc. order processing, etc. 
~ 
i 
I 3. 
I 
! 
I 

Data store identify their computer and 
manual implementation. 

3. Physical location of data stores is 
irrevalcnt. Many times, the same data 
store may be shmed by many 
subsystems and processes. 

1 4. !his is more realistic and 4. As the name suggests, this is more 
~plementation oriented. logical in format. 

After successive levels of data flow diagram are complete. system analysts use them to 
help catalog the 

I . Extemal entities 

2. Data processes 

3. Dataflows 

4. Data stores 

5. Structures and 

6. Data elements in a data dictionary 

6.4 SYSTF~MS FLOW CHART 

A flow chart is a common type of chart that represents an algorithm or process showing 
the steps as boxes of various kinds, and their order by connecting these with arrows. Flow 
charts are used in analyzing, designing, documenting or managing a process or program in 
vmious fields. 
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Flow Chart Building Blocks 

A typical flow chart from older Computer Science textbooks may have the following 
kinds of symbols: 

• Start and end symbols 

Represented as lozenges, ovals or rounded rectangles, usually containing the word 
"Start" or "End", or another phrase signaling the start or end of a process, such as 
"submit enquiry" or ''receive product". 

• Arrows 

An arrow coming from one symbol and ending at another symbol represents that 
control passes to the symbol the arrow points to. 

• Processing steps 

Represented as rectangles. Examples: "Add 1 to X"; "replace identified part"; "save 
changes" or similar. 

• Input/Output 

Represented as a parallelogram. Examples: Get X from the user; display X. 

• Conditional or decision 

Represented as a diamond. These typically contain a Yes/No question or True/False 
test. This symbol is unique. It has two arrows coming out of it, usually from the 
bottom point and right point, one corresponding to Yes or True, and one corresponding 
to No or False. The arrows should always be labeled. More than two arrows can be 
used, but this is normally a clear indicator that a complex decision is being taken, in 
which ca<;e it may need to be broken-down further, or replaced with the "pre-defined 
process" symbol. 

A number of other symbols that have less universal currency, such as: 

• A Document represented as a rectangle with a wavy base; 

• A Manual input represented by parallelogram, with the top irregularly sloping up 
from left to right. An example would be to signify data-entry from a form; 
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• A Manual operation represented by a trapezoid with the longest parallel side at the 
top, to represent an operation or adjustment to process that can only be made 
manually; 

• A Data File represented by a cy Iinder. 

How charts may contain other symbols, such as connectors, usually represented as 
circles, to represent converging paths in the flow chart. Circles will have more than 
one arrow coming into them but only one going out. Some flow charts may just have 
an arrow point to another arrow instead. 

Types of Flow Charts 

There arc many different types of flow charts. On one hand there are different types for 
different users, such as analysts, designers, engineers, managers, or programmers. On the 
other hand those flow charts can represent different types of objects. Sterneckert divides 
four more general types of flow charts: 

• Document flow charts, showing a document flow through system 

• Dataflow charts, showing data flows in a system 

• System flow charts showing controls at a physical or resource level 

• Program flow chart, showing the controls in a program within a system 

6.5 PSEUDO CODE AND STRUCTURED ENGLISH 

Pseudocode is a compact and informal high-level description of a computer programming 
algorithm that uses the structural conventions of some programming language, but is intended 
for human reading rather than machine reading. Pseudo-code typically omits details that 
are not essential for human understanding of the algorithm, such as variable declarations, 
system-specific code and subroutines. The programming language is augmented with natural 
language descriptions of the details, where convenient, or with compact mathematical 
notation. The purpose of using pseudocode is that it is easier for humans to understand 
than conventional programming language code, and that it is a compact and environment
independent description of the key principles of an algorithm. It is commonly used in 
textbooks and scientific publications that arc documenting various algorithms, and also in 
planning of computer program development, for sketching out the structure of the program 
before the actual coding takes place. 
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No standard for pseudocode syntax exists, as a program in pseudocode is not an executable 
program. Pseudocode resembles, but should not be confused with, skeleton programs 
including dummy code, which can be compiled without errors. Flow charts can be thought 
of as a graphical alternative to pseudocode. 

As the name suggests, pseudocode generally does not actually obey the syntax rules of 
any particular language; there is no systematic standard form, although any particular writer 
will generally borrow style and syntax for example control structures from some conventional 
programming language. Popular syntax sources include Pascal, BASIC. C, C++, Java, 
Lisp, :lndALGOL. Variable declarations arc typically omitted. Function calls and blocks 
of code, for example code contained within a loop, is often replaced by a one-line natural 
language sentence. 

Depending on the writer, pseudocode may therefore vary widely in style, from a near
exact imitation of a real programming language at one extreme, to a description approaching 
formatted prose at the other. 

Structured English is another tool to deal with the ambiguity of language. It states the 
decision rather than showing them. It is quite close to the natural English language with 
some standard conventions to eliminate vague expressions and enhance the clarity of 
documentation. It is used to express the complete logic of the process, which includes the 
representations given by the DFD and decision models. However, the DFD and Decision 
models give a comprehensive pictorial view of their own specified areas and thus. structured 
English should not be confused as an alternative to these. 

Examples 

<Variable>= <expression> 

if <condition> 

do stuff 

else 

do other stuff 

while <condition> 

do stuff 
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for <variable> from <first value> to <last value> by <step> 

do stuff with variable 

function <function name>( <arguments>) 

do stuff with arguments 

return something 

<function name>( <argmnents> )/ /Ftmction call 

6.6 DECISION TABLE 

The Decision Table is used for more complex circumstances, where several criteria 
(conditions) determine an action. 

DECISION MAKING 

CONDITION ACTIONS 

Possible states of an entity Alternatives, steps, activities or 

(person, place, thing, event) procedures that can be taken 
when a specific decision is made. 

Figure 6.5: Decision Making Condition and actions. 

Layout of a Decision Table 

Condition Statements Condition Entries 

Action Statements Action Entries 

Figure 6.6: Layout of a Decision Table. 
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Let us consider a discount policy for customers with the following details: 

If a customer places an order w01th Rs. 20.000 or more, the company offers him a 
discount of 15~ on the purchase amount. However. if the customer is old to the company, 
the lower limit of purchase amount is reduced toRs. 10,000. In all o ther cases, a I 0% 
discount is offered for any purchase ofRs. 10.000 or more. 

This statement involves complex decision-making, which can become even more complex 
as more clauses arc added for discount provisions. A decision table or decision tree is 
pmticularly used for such decision rules. 

A decision table is a mat1ix of rows and columns. The table is divided into 4 parts as 
shown in the figure. The left hand parts denote possible conditions and actions. The right 
hand parts define the rules. Condition i!'i a pCI~sihle state of an entity. As conditions vary, 
they are also called decision variable. An alternative step or procedure that an individual 
takes or follows when confronted with a condirion is called an action. A rule defines an 
action to he taken corresponding to a defined combination or conditions. 

Steps for drawing a decision table 

• Identify all the conditions and the actions. 

• Identify the possible entries for each condition statement. 

• Workout the total number of decision rules by multiplying the numhcr of possibilities. 

• Create the conditions <md actions stub. 

• l'ill up all the condition entries to ensure that all possible combinations of conditions 
have been filled up. 

• Identify the actions corresponding to each combination of the conditions. 

• Check the rule table to remove contradictory rules, if any. 

• Remove redundant rules. if any. 

Applying these rules, the decision table for the discount policy can be created as in figure 
below. The niles have been given serial numbers 1 to 8. Rules l and 5 been marked with 
C to indicate contradictions as the purchase amounts cannot be in the two ranges 
simultaneously. To further define this table, rule 4 and 8 can be combined, as the action is 
dctem1ined irrespective of the entry values of old customer condition. In this case. we call 
the rule as indifferent to the condition :md ~how it with the symbol of indifference (-). 
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Examples: The discount policy of a manufacturer producing two products:-

Mechanical Typewriter and Electronic Typewriter and who has three types of customers 
(R) Retailer, (D) Dealer and (I) Institution is given below. 

Rules: In the case of Mechanical Typewriter 

1. If the order is from retailer for amount up to Rs.5000/-, he allows 6% discount. 

2. If the order is from dealer for amount up to Rs. 5,000/-, 7.5% discount is given. 

3 . On retail order exceeding Rs. 5.000/-, 7.5% discount is given. 

4. lfthe order is from dealer for an amount exceeding Rs. 5,000/-, 11 % discount is 
allowed. 

5. In all the above cases a flat discount of 7.5% is given to Institutions. 

6. In the case of electronics typewriter a flat discount of 6% is given regardless of 
amount or customer. 

The table is shown in the following figure 6.6.: 

LIMITED ENTRY DECISION TABLE FOR DISCOUN T POLICY 

Decision Table for R1 R2 R3 R4 R5 R6 
Discount Policy 

C1 : PRODUCT = 1 ? y y y y y y 

C2: CUSTOMER= R? y - y - - -
C3: CUSTOM ER = D? - y - y - -

C4 : CUSTOMER= I ? - - - - y -

C5 : ORDER AMOUNT y y N N - -

<=5000? 

A1 :DISCOUNT 6% X - - - - X 

A2 : DISCOUNT 7.5% - - - - X -

A3: DISCOUNT 7.5% - X X - - -
.AA : DISCOUNT 11 % - - - X - -

Figure 6.6: Decision Table 
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The table represented above contains only limited values of condition values, i.e. Y and N 
indicating Yes and No situations. X in the action entry stub indicates the corresponding 
action to be taken. Such a table is called Limited Entry Form. 

Exercise: An inventory control procedure rules are given below: 

1. If the stock-in-hand is>= Maximum level, then any batch on order is cancelled. 

2. If the stock-in-hand has dropped to or below the re-order level, an order is placed 
unless a batch is already on order, in which case it is chased if overdue. 

3. If re-order level in stock-in-hand< maximum level, any batch on order is delayed. 

When the stock in hand has dropped to the danger level any batch on order is chased 
otherwise a rush order is placed. 

6.7 DECISION TREE 

A decision tree is a diagram that presents conditions and actions sequentially and thus, 
shows which conditions to consider first, which second and so on. It resembles the branches 
of a tree and hence the name. A decision tree corresponding to the decision policy mentioned 
in the previous section is given in the following figure: 6.7 

Customer 
has account 

NO-------------> Reject 

Yes 

c ustomer - - --> Sanction has no dues 

~JlJraval ---- -> sanct1on 

Customer ( 
has dues 

No. Mgt. ---- -> Reject Approval 

Figure 6. 7: Decision Tree 

The I_lodes of the tree represents condition and indicates that a determination must be 
made about which condition exists before the path to be chosen. The right side indicates 
actions to be taken. 
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A decision tree gives a clear picture and a pathway to reach from a set of decision variables 
represented as branches of a tree and traces down to the ultimate point of action, also 
called the leaf or node of the tree. This representation becomes clumsy and unwieldy as 
conditions increase in number. 

6.8 GANTT CHARTS 

The GANTT diagram is a tool that allows the user to model planning of tasks necessary 
to the performance of a project. This tool was invented in 1917 by Henry L. Gantt. Given 
the relative ease of reading of GANTI diagrams, this tool is used by almost all project 
managers in all sectors. The GANTI diagram is a tool for the project manager, which 
allows for the graphical representation of the progress of the project, but it is also a good 
means of communication amongst the various persons involved in a project. 

This type of modeling is particularly easy to implement with a simple spreadsheet, hut 
there arc also specialized tools, the best-known being Microsoft Project. 1bere are also 
free equivalents of this type of software. 

In a GANTI diagram, each task is represented hyaline. while the columns represent the 
days, weeks, or months of the schedule depending on the duration of the project. The 
estimated time for a task is modeled by a horizontal bar, the left end of which is positioned 
on the intended start date and the right end of which is on the intended end date. Tasks can 
he placed in sequential chains or carried out simultaneously. If tasks are sequential, prio1ities 
can he modeled using an arrow from the upstream task to the downstream task. The 
downstream task cannot be carried out until the upstream task has been completed. 
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As a task progresses, the bar that represents it is filled proportionally to its degree of 
completion. Thus, it is possible to get a quick overview of the progress of the project by 
tracing a vertical line across the tasks at the level of the current date. The completed tasks 
are located to the left of this line; tasks that have not yet begun are at the right, while the 
tasks carried out are crossed by the line. If the filling is located to the left of the line, the 
task is in delay compared to the plan! 

Ideally, such a diagram should not have more than 15 or 20 tasks so that it can fit on a 
single A4 page. If the number of tasks is greater, it is possible to create additional diagrams 
detailing the planning of the main tasks. 

6.9 PERT NETWORK DIAGRAM 

The PERT method is a technique that allows you to manage the scheduling of a project. 
The PERT method consists of a graphical representation of a network of tasks, which, 
when placed in a chain, can lead to the achievement of the objectives of a project. It was 
designed by the US navy to allow for coordination of the work of several thousand persons 
to build missiles with POLARIS nuclear warheads. 

The PERT method includes the following at the preliminary stage: 

• Precise breakdown of the project into tasks; 

• Estimation of the duration of each task; 

The appointment of a project manager in charge of assuring monitoring of the project, 
reporting, if necessary, and making decisions in the event of deviations from projections. 

The PERT network (sometimes called PERT graph) consists of the following elements: 

• Task (sometimes activity or stage), represented by an arrow. A code and duration 
are assigned to each task. However, the length of the anow is independent of the 
duration. 

• Stage, i.e. the beginning and end of a task. Each task has a start and end stage. With 
the exception of the initial and final stages, each end stage is the beginning stage of the 
next task. The stages are generally numbered and represented by a circle, but they 
may sometimes be represented by other shapes (square, rectangle, oval, etc.). 

• Fictitious task, represented by a dotted arrow, indicates the limitations on task 
chains between certain stages. 
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6.10 USE CASE DIAGRAM 

A use case diagram is a type of behavioral diagram defined by the Unified Modeling 
Language (UML) and created from aU se-case analysis. Its purpose is to present a graphical 
overview of the functionality provided by a system in terms of actors, their goals and any 
dependencies between those usc cases. 

The main purpose of a use case diagram is to show what system functions are performed 
for which actors. Roles of the actors in the system can be depicted. 

The use case diagram shows the position or context of the use case among other use 
cases. As an organizing mechanism, a set of consistent, coherent usc cases promotes a 
useful picture of system behavior, a common understanding between the customer/owner/ 
user and the development team. 

• Actor Generalization 

The only relationship allowed between actors on a use case diagram is generalization. 
'Ibis is useful in defining overlapping roles between actors. 'I he notation is a solid line 
ending in a hollow triangle drawn from the specialized to the more general actor. 

• Use Case Relationships 

Three (3) relationships among use cases are supported by the illviL standard, which 
describes graphical notation for these relationships. 

• Include: In one form of interaction, a given use case may include another. The first 
use case often depends on the outcome of the included use case. This is useful for 
extracting truly common behaviors from multiple use cases into a single description. 
The notation is a dashed arrow from the including to the included use case, with the 
label "«include»". This usage resembles a macro expansion where the included use 
case behavior is placed inlinc in the base use case behavior. There are no parameters 
orretum values. 

• Extend: In another form of interaction, a given usc case (the extension) may extend 
another. This relationship indicates that the behavior of the extension tisc case may be 
inserted in the extended use case under some conditions. The notation is a dashed 
arrow from the extension to the extended use case, with the label "«extend»". This 
can be useful for dealing with special cases (when A extends B, A is a special cao;;e of 
B), or in accommodating new requirement<; during system maintenance and extension. 
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Modelers use the «extend>> relationship to indicate use cases that arc "optional" to 
the base use case. Depending on the modeler's approach "optional" may mean 
"potentially not executed with the base use case" or it may mean "not required to 
achieve the base use case goal." 

• Generalization: In the third form of relationship among use cases, a generalization/ 
specialization relationship exists. A given use case may be a specialized form of an 
existing use case. The notation is a solid line ending in a hollow triangle drawn from 
the specialized to the more general usc case. This resembles the object-oriented 
concept of sub-classing, in practice it can be both useful and effective to factor out 
common behaviors, constraints and assumptions to the general usc case, describe 
them once, and deal same as except details in the specialized cases. 

Use case diagrams depict: 

• Use cases. A use case describes a sequence of actions that provide something of 
measurable value to an actor and is drawn as a horizontal ellipse. 

• Actors. An actor is a person, organization, or external system that plays a role in one 
or more interactions with your system. Actors arc drawn as stick figures. 

• Associations. Associations between actors and usc cases are indicated in usc case 
diagrams by solid lines. An a<.;sociation exists whenever an actor is involved with an 
interaction described by a use case. Associations arc modelled as lines connecting 
use cases and actors to one another, with an optional arrowhead on one end of the 
line. The arrowhead is often used to indicate the direction of the initial invocation of 
the relationship or to indicate the primary actor within the use case. The atTowheads 
arc typically confused with data flow and as a result their usc is avoided. 

• System boundary boxes (optional). You can draw a rectangle around the usc 
cases, called the system boundary box. to indicate the scope of your system. Anything 
within the box represents functionality that is in scope and anything out'"lide the box is 
not. System boundary boxes arc rarely used, although on occasion it has been used 
to identify which use cases will be delivered in each major release of a system. 

• Packages (optional). Packages are UML constmcts that enable you to organize 
model clement<.; (such as use cases) into groups. Packages are depicted as file folders 
and can be used on any of the UMI, diagrams, including both use case diagrams and 
class diagrams. Packages arc used only when diagrams become unwieldy, which 
generally implies they cannot be printed on a single page, to organize a large diagram 
into smaller ones. 
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Figure 6.8: System use case diagram 
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Figure 6.9: Using System boundary boxes to indicate releases 
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Figure 6.10: Using System boundary boxes to indicate releases 

In the example depicted in Figure 6.8 students are enrolling in courses with the potential 
help of registrars. Professors input the marks student" earn on assignments and registrars, 
authorize the ctistribution of transcripts (report cards) to students. Note how for some usc 
cases there is more than one actor involved. Moreover, note how some associations have 
an·owheads. Any given usc case association will have a zero or one arrowhead. The 
association between Student and Enroll in Seminar indicates this use case is initially 
invoked by a student and not by a registrar (the Registrar actor is also involved with this 
use case). The line between the Enroll in Seminar use case and the Registrar actor has 
no arrowhead, indicating it is not clear how the interaction between the system and registrars 
start. Perhaps a registrar may notice a student needs help and offers assistance, whereas 
other times, the student may request help from the registrar, important information that 
would be documented in the description of the usc case. Actors arc always involved with 
atleast one usc case and are always drawn on the outc;ide edges of a use case diagram. 

:Elements of a Usc Case Diagram 

A use case diagram is quite simple in nature and depicts two types of elements: one 
representing the business roles and the other representing the business processes. Let us 
take a closer look at what elements constitute a use case diagram. 



Cnit 6 Diagramming Tools 

• Actors: An actor portrays any entity (or entities) that perform certain roles in a given 
system. The different roles the actor represents are the actual business roles of users 
in a given system. An actor in a use case diagram interacts with a use case. 

Ot~~Ctor 

Figure 6.11: an actor in a use case diagram 

To identify an actor, search in the problem statement for business h~rms that portray roles 
in the system. For example, in the statement "patients visit the doctor in the clinic for 
medical teste;;," "doctor" and '·patients" arc the business roles ~d can be easily identified 
as actors in the system. 

• Use case: A use case in a use case diagram is a visual representation of distinct 
business functionality in a system. The key term here is "distinct business functionality." 
To choose a business process as a likely candidate for modelling as a use case, you 
need to ensure that the business process is discrete in nature. As the first step in 
identifying usc cases, you should list the discrete business functions in your problem 
statement. Each of these business functions can be classified as a potential use case. 
Remember that identifying use cases is a discovery rather than a creation. As business 
functionality becomes clearer, the underlying use cases bccon1c more easily evident. 
A usc case is shown as an ellipse in a use case diagram (see Figure 6.2). 

Figure 6.12: use cases in a use case diagram 

• System boundary: A system boundary defines the scope of what a system will be. 
A system cannot have infmitc functionality. So. it follows that usc cases also need to 
have dcfmitivc limits defined. A system boundary of a usc case diagram defines the 
limits of the system. The system boundary is shown as a rectangle spanning all the usc 
cases in the system. 
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Figure 6.13: A use case diagram depicting the system boundary of a clinic 
application 

Figure 6.13 shows the system boundary of the clinic application. The use cases of this 
system are enclosed in a rectangle. Note that the actors in the system are outside the 
system boundary. 

The system boundary is potentially the entire system as defined in the problem statement. 
But this is not always the case. For large and complex systems, each of the modules may 
be the system boundary. For example, for an ERP system for an organization, each of the 
modules such as personnel. payroll, accounting. and so forth. can form the system bounda~y 
for use cases specific to each of these business functions. The entire sy:-,tcm can span all of 
these modules depicting the overall system boundary. 

Relationships in Use Cases 

Use cases share different kinds of relationships. A relationship between two usc cases is 
basically a dependency between the two use cases. Defining a relationship between two 
usc cases is the decision of the modeller of the use case diagram. This reuse of an existing 
use case using different types of relationships reduces the overall effort required in dctlning 
use cases in a system. A similar reuse established using rclationships, will be apparent in 
the other UML diagrams as well. Usc ca..,e relationships can be one of the following: 
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• Include: When a use case is depicted as using the ftmctionality of another use case in 
a diagram, this relationship between the usc cases is nan1ed as an include relationship. 
Literally speaking, in an include relationship; a usc case includes the functionality 
described in another usc case as a part of its business process flow. An include 
relationship is depicted with a directed arrow having a dotted shaft. The tip of the 
arrowhead points to the parent use case and the child use case is connected at the 
base of the arrow. The stereotype "<<include>>" identifies the relationship as an 
include relationship. 

Figure 6.14: An example of an include relationship 

For example, in Figure 6.14, you can see that the functionality defined by the ''Validate 
patient records" use case is contained within the ''Make appointment" use case. 
Hence, whenever the "Make appointment" use case executes, the business steps 
defined in the "Validate patient records" usc case are also executed. 

• Extend: In an exte1ul relationship bet ween two use cases, the child use case adds to 
the existing functionality and characteristics of the parent use case. An extend 
relationship is depicted with a directed arrow having a dotted shaft, similar to the 
include relationship. The tip of the arrowhead points to the parent use case and the 
child use case is connected at the base of the arrow. The stereotype "<<extend>>" 
identifies the relationship as an extend relationship, as shown in Figure 6.15. 

~ 
t 
t<~extend» 

Figure 6.15: an example of an extend relationship 
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Figt.rre 6.15 shows an example of an extend relationship between the "Perform Medical 
Tests" (parent) and "Perform Pathological Tests" (child) use cases. The "Perform 
Pathological Test-;" usc ca-;e enhances the functionality of the "Pcrfmm Medical Tests" 
use case. Essentially, the ''Perform Pathological Test-;" use ca-;e is a specialized version 
of the generic "Perform Medical Tests" use case. 

• Generalizations: A generalization relationship is also a parent-child relationship 
between use cases. The child use case in the generalization relationship has the 
underlying business process meaning, but is an enhancement of the parent use case. 
In a use case diagram, generalization is shown as a directed arrow with a triangle 
arrowhead (see Figure 6.16). The child use case is connected at the base of the 
arrow. The tip of the arrow is connected to the parent use case. 

Figure 6.16: An example of a generalization relationship 

On the face of it, both generalizations and extends appear to be more or less similar. But 
there is a subtle difference between a generalization relationship and an extend relationship. 
When you establish a generalization relationship between usc cases, this implies that the 
parent use case can be replaced by the child use case without breaking the business flow. 
On the other hand, an extend relationship between use cases implies that the child use 
case enhances the functionality of the parent usc ca-;e into a specialized functionality. The 
parent use case in an extend relationship cannot be replaced by the child use ca-;e. 

Dos and Don'ts 

Usc cases should not be used to capture all the details of a system. The granularity to 
which you define usc cases in a diagram should be enough to keep the usc case diagram 
uncluttered and readable, yet, be complete without missing significant aspects of the required 
functionality. You will encounter such decision points of the level of granularity that you 
need to define when you build any of the UML diagrams. 
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• 
An important rule that gets forgotten during usc case creation is the creeping in of design 
issues. Usc cases are meant to capture ''what" the system is, not ''how" the system will be 
designed or built. Use cases should be free of any design characteristics. If you end up 
defining design characteristics in a use case, you need to go back to the drawing board 
and start again. 

6.11 COHESION AND COUPLING 
------------ - --- ----------------
Cohesion of a single module/component is the degree to which its responsibilities form a 
meaningful unit; higher cohesion is better. 

• Someone had vague reference to decomposability here. Clarification? 

• How about: 'Cohesion is inversely proportional to the number of responsibilities a 
module/component has.' 

Coupling between modules/component'> is their degree of mutual interdependence; lower 
coupling is better. 

• size: number of connections between routines 

• intimacy: the directness of the connection between routines 

• visibility: the prominence of the connection between routines 

• flexibility: the ease of changing the connections between routines 

A first -order principle of software architecture is to increase cohesion and reduce coupling 

6.12 STATE TRANSITION DIAGRAM 

The State Transition diagram shows the state space of a given context, the events that 
cause a transition from one state to another, and the actions that result. Figure 6.17 is an 
example of a state trdllsition diagran1. 
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Figure 6.17: State Transition Diagram for the Postal Machine CPU 

With this diagram, you can see that the machine starts up and goes immediately to attract 
mode. If a customer deposits money, the machine goes without recourse into ready mode. 
The machine can leave ready mode in one of two ways. If the customer makes a product 
selection, then the machine goes to search mode. If the customer put counterfeit currency 
into the machine, then the machine exits ready mode and returns to attract mode. 

In search mode, the machine can look for the product that the customer selected. If the 
machine finds the product, then the machine enters fmali:t.e mode. Otherwise the product is 
out of stock or never existed, so the machine returns to ready mode. 

Once in finalize mode, the machine calls debit() on itself to reduce the customer's credit 
by the amount of the purchase, returning to finalize mode. The machine can leave fmalize 
mode t\vo ways: by delivering the product to the customer and printing the receipt or by 
delivering the product and going back to ready mode to allow the customer to select 
another item. 
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Figure 6.18 presents an example state machine diagram for the Seminar class during 
wgistration. The rounded rectangles represent states: you see that instances of Semi11ar 
can be in the Proposed. Scheduled. Open For Enrollment, Full, and Closed to 
Enrollment states. An object starts in an initial state, represented by the closed circle, and 
can end up in a final state, represented by the bordered circle. This 1s the exact same 
notati on used by UML activity diagrams, a perfect example of the cons istency of the 
CML. 

Figure 6.18: A seminar during registration 

The an·ows in hgurc 6.18 represent transitions, progressions fi·om one state to another. 
For example. when a seminar is in the Scheduled state, it c~;m either be opened lor enrollment 
or~ancellcd. The notation for the labels on transitions is in the fom1at (>vent. ft is mandatory 
to indicate the event which causes the transition, such as open or ctmcelled. Guard, 
conditions that must be true for the transition to be triggered, arc optionally indicated. The 
/no seat available] guard is shown on the student enrolled transition from the Open 
For I~.:nrollment to the Closed To Enrollment state. 

States arc represented by the values of the attributes of an object. For example. a seminar 
is in the Open For Enrollment state when it has been flagged as open and ~cats are 
available to be filled.lt is possible to indicate the invocation of methods within a state, for 
example. upon entry into the Closed To Enmllment state the method notij_\1nstructor() 
is invoked. The notation used within the smne as that used on tr::msitions. the only difference 
being that the method list is mandatory m1d the event is optional. For example in the Full 
state the operations addToWaitingList() and considerS'plit() arc invoked whenever a 
student is enrolled. Had there been no event indicated, those methods would be invoked 
continuously (in a loop) whenever the object is in that state. I indicate the methods to run 
during the state when I want to indicate a method is to be run continuously. perhaps a 
method that polls other objects for information or a method that implements the logic of ::m 
impOitant business process. Methods to be invoked when the object enters the state arc 
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indicated by the keyword entry, as you sec with both the Open For Enrollment and 
Closed To Enrollment states in Figure 6.19. Methods to be invoked as the object exits 
the state are indicated by the keyword exit. The capability to indicate method invocations 
when you enter and exit a state is useful because it enables you to avoid documenting the 
san1e method several times on each of the transitions that enter or exit the state, respectively. 

Transitions are the result of the invocation of a method that causes an important change in 
state. Understanding that not all method invocations will result in transitions is important. 
For example, the invocation of a getter method likely wouldn't cause a transition because 
it isn't changing the state of the object ( w1lcss lazy initialization is being applied). Furthennore, 
it indicates that an attempt to enroll a student in a full seminar may not result in the object 
changing state, unless it is determined that the seminar should he split, even though the 
state of the object changes (another student is added to the waiting list). You can see that, 
transitions arc a reflection of your business rules. For example, you see that you can 
attempt to enroll a student in a course only when it is open for enrollment or full, and that 
a seminar may be split (prcswnably into two seminars) when the waiting list is long enough 
to justify the split. You can have recursive trcmsitions, also called self transitions that start 
and end in the same state. An example is the stlldent dropped transition when the seminar 
is full. 

Scheduled 

stUdent dropped 
[seminar size > OJ 

classas 
Being end 

term T aU9ht t------::llot 

started '--""""!'"--' 
student dropped 
(seminar siz.e = OJ 

Figure 6.19: The complete seminar lifecycle. 

6.13 CLASS DIAGRil1 

Final 
Exams 

The purpose of the cla<;s diagram is to show the types being modelled within the system. In 
most UMI. models these types include: 

• aclass 
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• an interface 

• a data type 

• a component. 

UML uses a special name for these types: ''classifiers:· Generally, you can think of a 
classifier as a class. but technically a classifier is a more general term that refers to the 
other three types mentioned above as well. 

Representation of a Class 

The UMI, representation of a class is a rectangle containing three compartments stacked 
vertically, a<; shown in Figure 6.20. The top compartment s~ows the class's name. The 
middle compartment lists the class's attributes. The bottom compartment lists the class's 
operations. When drawing a class element on a class diagram, you must use the top 
compartment, and the bottom two compartments arc optional. 

Flight 

fl ightNu mber : Integer 
departure Time : Date 
fl ightour ation : Minutes 

delayFiight ( numberOftv'linutes 0 int ) :Date 0 

getArr iva IT i me ( ) : Date 

Figure 6.20: Class di.agram for the cl.ass Flight. 

Class attribute list 

The attribute section of a class (the middle compartment) list<; each of the class· s attributes 
on a separate line. The attribute section is optional, but when used it contains each attribute 
of the class displayed in a list format The line uses the following format: 

name: attribute type 

flight Number: Integer 
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continuing with our Flight class example, we can dcsc1ibe the class's attributes with the 
attribute type information, as shown in Table 6.2 

··---.'4 , .. . . ,, . 

~-..;. .. : . . · .... . 

. ::;r--_··- ... . -.: j 

.' Attribute,lfpe . 
.. ~ 

Attribute-Na~e 
•• •• ,r • • ... ... • 

flightNumber Integer 

departureT1me Date 

:flightDuration Minutes 
i -- -- - - --- -- --- ---- --·---------

Table 6.2: Jhe Flight classes attribute names with their associated t)pes 

In business class diagrams, the attribute types usually correspond to uniL-; that make sense 
to the likely readers or the diagram (i.e .. minutes. Jollars, etc.). However, a cla..-;s diagram 
that will be used to generate code needs <:lasses whose attribute types arc limited to the 
types provided by the programming language, or types included in the model that will also 
be implemented in the system. 

Sometimes it is useful to show on a class diagram that a pat1icular attribute has a default 
value. (For example, in a banking account application a new bank account would start off 
with a zero balance.) The CMJ. specification allows for the identification of default values 
in the attribute 

Pigure 6.20 shows an airline flight modelled as a UML class. As we can sec, the name is 
Flight, and in the middle compartment we see that the Flight class has three attributes: 
flightl\'umber, departure Time, and tlightDuration.ln the bottom compartment we sec that 
the Flight class has two operations: delay Flight :md gctArrivalTime. 

6.14 ACTIVITY DIAGRAi\1 

Activity diagrams are typically used for business process modelling, for modemng the logic 
captured by a single use case or usage scenario, or for modelling the detailed logic of a 
business rule. Although UMLactivity diagrams could potentially model the internal logic of 
a complex operation it would be far better to simply rewrite the operation·so that it is 
simple enough that you don' t require an activity diagram. 

Activity diagrams arc a loosely defined diagram technique for showing workflows of 
stepwise activities and actions, with support for choice, iteration and concurrency. In the 
Unified Modeling Language, activity diagrams can be used to desctibe the business and 
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operational step-by-step workflows of component') in a system. An activity diagram shows 
the overall flow of control. 

Activity diagrams arc a variation of state diagrams which show the sequence of activity 
states (states that are doing something). The diagram can show conditional and parallel 
behaviour. 

Figure 6.21: Activity Diagram. 
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Let's start by describing the basic notation: 

• Initial node. The tilled in circle is the starting point of the diagram. An initial node 
isn't required although it does make it significantly easier to read the diagram. 

• Activity fmal node. The filled circle with a border is the ending point. An activity 
diagram can have l'.ero or more activity final nodes. 

• Activity. The rounded rectangles represent activities that occur. An activity may be 
physical, such as Inspect Forms, or electronic, such a<; Display Create Student Screen. 

• Flow/edge. The arrows on the diagram. Although there is a subtle difference between 
flows and edges, I have never seen a practical purpose for the difference although I 
have no doubt one exists. I'll use the term flow. 

• Fork. A black bar with one flow going into it and several leaving the beginning of 
parallel activity. 

• Join. A black bar with several flows entering it and one leaving it. All flows going into 
the join must reach it before processing may continue. This denotes the end of parallel 
processing. 

• Condition. Text such as Incorrect Form on a flow, defini~g a guard which must 
evaluate to true in order to traverse the node. 

• Decision. A diamond with one flow entering and several leaving. The flows leaving 
include conditions although some modellers will not indicate the conditions if it is 
obvious. 

• Merge. A diamond with several flows entering and one leaving. The implication is 
that one or more incoming flows must reach this point until processing continues, 
based on any guards on the outgoing flow. 

• Partition. It is organized into three partitions, also called swim lanes, indicating who/ 
what is performing the activities (the Applicant, Registrar, or System). 

• Sub-activity indicator. The rake in the bottom comer of an activity, such as in the 
Apply to University activity, indicates that the activity is described by a more finely 
detailed activity diagram. 

• Flow final The circle with the X through it. This indicates that the process stops at 
this point. 
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6.15 DATA MODEL: ENTITY RELATIONSHIP DIAGRAM 

A graphical representation of entities and their relationships to each other, typically used in 
computing in regard to the organization of data within databases or information systems. 
An entity is a piece of data-an object or concept about which data is stored. A relationship 
is how the data is shared between entities. There arc three types of relationships between 
entities: 

• One-to-one: One instance of an entity (A) is a<;sociated with one other instance of 
another entity (B). Por example, in a database of employees, each employee name 
(A) is associated with only one social security number (B). 

• One-to-many: One instance of an entity (A) is associated with zero, one or many 
instances of another entity (B), but for one instance of entity B there is only one 
instance of entity A. I ;or example, for a company with all employees working in one 
building, the building name (A) is associated with many different employees (B), but 
all those employees share the same singular association with entity A. 

• Many-to-many: One instance of an entity (A) is associated with one, zero or many 
instances of another entity (B). and one instance of entity B is associated with one, 
zero or many instances of entity A. For example, for a company in which all of its 
employees work on multiple projects, each instance of an employee (A) is a<;sociatcd 
with many instances of a project (B), and at the same time, each instance of a project 
(B) has multiple employees (A) associated with it. 

Entities and Entity Sets 

• An entity is an object that exists and is distinguishable from other objects. 

• An entity may be concrete (a person or a book, for example) or abstract (like a 
holiday or a concept). 

• An entity set is a set of entities of the same type (e.g., all persons having an account 
at a bank). 

• Entity sets need not be disjoint. For example, the entity set employee (all employees 
of a bank) and the entity set customer (all customers of the bank) may have members 
mcommon. 

• An entity is represented by a set of attributes. 
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• E.g. name, S.I.N., street, city for "customer" entity. 

• The domain of the attribute is the set of permitted values (e.g. the telephone 
number must be seven positive integers). 

• Formally, an attribute is a function which maps an entity set into a domain. 

• Every entity is described by a set of (attribute, data value) pairs. 

• There is one pair for each attribute of the entity set. 

An analogy can be made with the programming language notion of type definition. 

• The concept of an entity set corresponds to the programming language type 
definition. 

• A variable of a given type has a particular value at a point in time. 

• Thus, a programming language variable corresponds to an entity in the E-R model. 

We will be dealing with five entity sets in this section: 

• branch, the set of all branches of a particular bank.l ~ach branch is described by the 
attributes branch-name, branch-city and assets. 

• customer, the set of all people having an account at the bank. Attributes are customer
name, S.l.N., street and customer-city. 

• employee, with attributes employee-name and phone-number. 

• account, the set of all accounts created and maintained in the bank. Attributes are 
account-number and balance. 

• transaction, the set of all account transactions executed in the bank. Attributes are 
transaction-number, date and amount. 

Relationships & Relationship Sets 

A relationship is an association between several entities. 

A relationship set is a set of relationships of the same type . 

. Formally it is a mathematical relation on n > 2 (possibly non-distinct) sets. 
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If E1 1 E~1 ••• 1 En are entity sets, then a relationship set R is a subset of 

where E
11 
E~ 1 ••• 1 

En isarelationship. 

For example, consider the two entity sets customer and account. We define the relationship 
CustAcct to denote the association between customers and their accounts. This is a binary 
relationship set. Going back to our formal definition, the relationship set CustAcct is a 
subset of all the possible customer and account pairings. 

This is a binary relationship. Occasionally there arc relationships involving more than two 
entity sets. 

The role of an entity is the function it plays in a relationship. For example, the relationship 
works:f"or could be ordered pairs of employee entities. The first employee takes the role 
of manager, and the second one will take the role of worker. 

A relationship may also have descriptive attributes. For example, date Oast date of account 
access) could be an attribute of the CustAcct relationship set. 

Attributes 

It is possible to define a set of entities and the relationships among them in a number of 
different ways. The main difference is iJl how we deal with attributes. 

• Consider the entity set employee with attributes employee-name and phone-number. 

• We could argue that the phone be treated as an entity itself, with attributes phone
number and location. 

• 'lbcn we have two entity set<>. and the relationship sctEmpPhn defining the association 
between employees and their phones. 

• This new definition allows employees to have several (or zero) phones. 

• New definition may more accurately reflect the real world. 

• We cannot extend this argument easily to making employee-name an entity. 

The question of what constitutes an entity and what constitutes an attribute depends mainly 
on the structure of the real world situation being modelled. and the semantics associated 
with the attribute in question. 
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Mapping Constraints 

An E-R scheme may define certain constraints to which the contents of a database must 
conform. 

Mapping Cardinalities: Express the number of entities to which another entity can be 
associated via a relationship. I 'or binary relationship sets between entity set-, A and B. the 
mapping cardinality must be one of: 

One-to-one: An entity in A is associated with at most one entity in B, and an entity in B is 
associated with at most one entity in A. 

OnL'-to-many: 1\n entity in A is associated with any number in B. An entity in Dis associated 
with at .most one entity in A 

Many-to-one: 1\n entity inA is associated with atmostoneentity in B. An entity in B is 
associated with any number in A. 

Many-to-many: Entities in A and B arc associated with any number from each other. 

The appropriate mapping cardinality for a particular relationship set depends on the real 
world being modelled. (Think about the CustAcct relationship ... ) 

Existence Dependencies: If the existence of entity X depends on the existence of entity 
Y. then X is said to be existence dependent on Y (Or we say that Y is the dominant 
entity and X is the subordinate entity.) 

For example. 

Consider account and transaction entity sets, and a relationship log between them. 

This is one-to-many from account to transaction. 

If an account entity is deleted, its associated transaction entities must also be deleted. 

Thus account is dominant and transaction is subordinate. 

Keys 

Differences between entities must be expressed in terms of attributes. 

Asuperkey is a set of one or more attributes which; taken collectively, allow us to identify 
uniquely an entity in the entity set. 



L!nit 6 Diagramming Tools 

For example, in the entity set customer, customer-name and S.l.N. is a superkey. 

Note that customer-name alone is not, as two customers could have the same name. 

A supcrkey may contain extraneous attributes, and we are often interested in the smallest 
superkcy. A superkcy for which no subset is a superkey is called a candidate key. 

In the example above, S.I.N. is a candidate key, as it is minimal, and uniquely identifies a 
customer entity. 

A primary key is a candidate key (there may be more than one) chosen by the DB 
designer to identify entities in an entity set. 

An entity set that docs not possess sufficient attributes to form a primary key is called a 
weak entity set. One that does have a primary key is called a strong entity set. 

For example, 

The entity set transaction has attributes transaction-number, date and amount. 

Different transactions on different accounts could share the same number. 

These arc not sufficient to form a primary key (uniquely identify a transaction). 

Thus transaction is a weak entity set. 

For a weak entity set to be meaningful, it must be part of a one-to-many relationship set. 
This relationship set should have no descriptive attributes. The idea of strong and weak 
entity set-; is related to the existence dependencies seen earlier. 

Member of a strong entity set is a dominant entity. 

Member of a weak entity set is a subordinate entity. 

A weak entity set docs not have a primary key, but we need a means of distinguishing 
among the entities. 

The discriminator of a weak entity set is a set of attributes that allows this distinction to 
be made. 

The primary key of a weak entity set is formed by taking the primary key of the strong 
entity set on which its existence depends (see Mapping Constraint-;) plus its discriminator. 
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Just Remember: The primary key or (j weak entity is found by taking the primw-y key or 
the '>ll\mg cnllly un which it i~ existence-<.kpcndcnt plus the discriminmororthc wc:.tk 
entity set. 

]>dmary Keys for Relationship Sets 

The attributes of n relationship set are the attributes that comprise the primary keys of the 
entity qets inv0lved in the relationship set. Por example: 

S.I.N. is the primary key of customer, and 

acco11111-numher is the primary key of accoullt. 

The attribute~ of the relationship set cl/slucct are then (uccount-luunbet: S.f.N.). 

This is enough inf01mation to enable us to relate an account to a person. 

lfthe relationship has descriptive attribute~. those arc also included in its atuibut.e set. For 
example, we might add the attribute date to the above relationship set, signifying the date 
of last acce~s to an account by a particulw· CLI.)Lomer. 

Note that this attribute cannot instead be placed in either entity set as it relates to both a 
customer and an account, and the relation~hip is many-to-many. 

TI1e prirmuy key or a rdationship set Rdepcnds 011thc mapping cardinality and the presence 
of descriptive attributes. 

With no dc.-;cripti vc attributes: 

many-to-many: all attribute.-; in R . 

one-to-many: primary key for the '"many" entity. 

Descriptive attributes may he added, depending on the mapping cardinali1y and the 
semantics involved (see text). 

6.16 CASE STUDY-COURSEWARE MANAGEMENT SYSTEM 

Usc case modelling. as we have learnt today, involves analy ;.ing the problem statement to 
determine the business processes of the system. We will now design the use case model 
for the Courseware Management System case study. 
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Let us analyze the problem statement to identify the potential actors and use cases of the 
system. First, let us list the potential actors. A quick look at the problem statement shows 
up the following terms and entities spccii'ic to the system: 

• Courses and Topics that make up a course 

• Tutors who teach courses 

• Course administrators who manage the assignment of the courses to tutors 

• Calendar or Course Schedule 

• Students who refer to the Course schedule or Calendar to decide which courses they 
wish to take up for study 

Identifying Actors of the Courseware Management System 

Out of the preceding list, one thing is clear. There are certain terms and entities in the list 
that identify that they perform certain roles or business processes. We will discuss what 
these business processes arc after we complete our analysis for identifying actors. For 
now, we will focus on identifying the actors in the system. From the preceding list, we can 
see that there are some entities that perform an action and some that form the target for the 
action. The entities that perform action will he the actors for the Courseware Management 
S ystern. In the above list, the actors that we can identify arc: 

• Tutors 

• Course administrators 

• Student-; 

But, because students arc not the potential active participants for this system, we will drop 
them from the list of actors. Similarly, tutors arc not active participants from our system's 
perspective, and hence, we will exclude tutors from our list. Yet, we will still record them 
in. our usc case model since we do not wish to lose this business information. Our fmallist 
of primary actors has now come down to only one: 

• Course administrators 

Identifying Use Cases of the Courseware Management System 

Next, let us identify the potential business processes in the Courseware Management 
System. The primary business flows in the system are: 
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• Manage courses 

• Manage course assignment-; 

As we analyze the problem statement further, we can determine some discrete processes 
within these primary business flows. To manage courses, the actor needs to have the 
ability to view existing courses, manage the course information for a course, such as duration 
and so forth, and also manage the addition or removal of topics for a course. So, within 
the "Manage courses" use case, we can identify the following sub processes: 

• View courses 

• Manage topics for a course 

• Manage course information 

And similarly, the "Manage course assignment" use case can be refined into smaller discrete 
processes such as viewing the course calendar, viewing tutors, managing the tutor 
information of tutors working for the organization, and of course, assigning courses to 
tutors. Now, the use cases that we have identified within the ''Manage course assignment'' 
usc case are: 

• View course calendar 

• View tutors 

• Manage tutor information 

• Assign courses to tutors 

Our final list of use cases for the courseware management system will now be: 

• View courses 

• Manage topics for a course 

• Manage course information 

• View course calendar 

• View tutors 

• Manage tutor information 

• Assign courses to tutors 



Cnit 6 Diagramming Tools 

Use Case Diagram 

Figure 6.21: the use case diagram for the Courseware Management System 

We have completed identifying potential use cases and actors. Take a look at the use case 
diagram for the Courseware Management System in Figure 6.21. The use case diagram 
of the Courseware Management System includes all the actors and use cases that we 
identified during our analysis of the problem statement 

Use case diagrams were the starting point of our journey in exploring each of the UML 
diagrams. Business functionality can be quickly represented in a simple and lucid fashion 
by using use case diagrams. Once the groundwork for depicting usc cases is completed, 
the next step, as we learnt today, is writing detailed use case scenruios that will be used as 
the base functional requirements for the system. Our exercise in defining the use case 
diagram for the Courseware Management System case study was useful and enabled us 
to get a hands-on experience in applying what we learnt today. 
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6.17 SUMMARY 

In this unit, we have seen different tools used by a system analyst in systems analysis 
phase. The tools which arc described include Decision Table, Decision Trees, Structured 
English, Data Flow Diagram, Data dictionary. 

Both Decision Table and Decision Trees are used to help or guide a user in taking decision 
in a particular complex situation. Using these tools, the user will he sure about the decision. 

Structured English is a tool used many times for writing different process logic using if. .. 
then ... else kind of statements and by following certain pattern very close to the 
programming languages. 

Data Flow Diagram is used to understand the tlow of data within the system. We have 
discussed how DFD are to be constructed, the different levels ofDFD, the concept of 
context level Df<D, etc. These concepts are nothing but detailing of the processes. 

We also discussed the tools that were used for OOPs like class diagram, activity diagram, 
network diagram, and many more. 

6.18 SELF -ASSESSMENT QUESTIONS 

1. Write short notes on: 

a. Decision Tree 

b. Decision Table 

c. Structured English 

d. Levels ofDFD 

e. Context level DFD 

f State Transition Diagram 

g. Entity Relationship Diagnun 

h. Use Case Diagram 

L Gantt Chart 

J. PERT Network Diagran1 
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7.1 INTRODUCTION 

Information management has evolved to he a dynamic, enterprise-wide system. The main 
focus is how to deal with: 

• Users within and outside the company 

• How users communicate with the infonnation system 

• How the system supports the firms' business operations 

User interface design or user interface engineering is the design of computers, appli::mces, 
machines, mobile communication devices, software applications, and websites with the 
focus on the user's experience and interaction. The goal of user interface design is to make 
the user's interaction as simple and efficient as possible, in terms of accomplishing user 
goals-what is often called user-centered design. Good user interface design facilitates 
finishing the task at hand without drawing unnecessary attention to it. C'Jfaphic design may 
be utilized to apply a theme or style to the interface without compromising its usabmty. The 
design.process must balance technical functionality and visual clement<; (e.g., mental model) 
to create a system that is not only operational but also usable and adaptable to changing 
user needs. 

Interface design is involved in a wide range of projects from computer systems, to cars, to 
commercial planes; all of these projects involve much of the same basic human interaction 
yet also require some unique skills and knowledge. As a result, designers tend to specialize 
in certain types of projects and have skills centered around their expertise, whether that be 
software design, user research, web design, or industrial design. 

7.2 INPUTDESIGN 

User Interface Design is logical starting point in the systems design phase. Many firms 
offer consulting services to help companies develop u.<;er interfaces require an m1dcrstanding 
of human-computer interaction and user-centered design principles. Human-Computer 
Interaction (HCI) describes the relationship between computers and people who usc them. 
HCI concepts apply to everything from PCs to the global networks. 

User-centered design principles involve: 

• Understand the underlying business functions, for example, if you arc developing a 
banking application, then forms that need to be taken from the customer, for Account 
opening, change of address, application for cheque book facility, etc. have to be 
designed accordingly. 
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• Maximize graphical effectiveness, i.e. sufficient space should be provided for an 
individual to fill the contents. 

• Profile the system's users, all the personnel details information like date of birth, 
mother's name, address, etc. 

• Think like a user, and accordingly expected questions that you might ask to yourself. 

• Use prototyping, this helps the uniqueness of the project. 

• Design a comprehensive interface that shall ask the individual questions. 

• Continue the feedback process, and ask for the opinion from the user. 

• Document the interface design, whatever we expected from the user need to he 
documented and need to be available for the user. 

User interface design guidelines: 

User interface design focus on following basic objectives: 

Create a design that is easy to learn and remember. Label clearly mentioning the complete 
spellings on all controls, buttons. and icons. Select only those images that users can 
understand easily, for example, floppy disk for storage, printer for printing, etc. 

Provide on-screen instructions that are logical, concise, and clear mentioning the instruction 
to fill and store. Show all commands in a list of menu items, for example, Windows Standard 
Menu Bar. Make it easy to return to one or more levels in the menu structure using tab 
options that navigate control to the next possible input or value. It is necessary to come out 
of menu, or screen when the mouse is moved from one option to another. 

Provide features that promote efficiency, like asking the names of items and display it as 
and when one starts entering the words. Organize tasks, commands, and functions in 
groups for example, all file related options can be grouped such as New, Open, Save, 
Save As, Print, Print Preview. etc. 

As far as possible, create alphabetical menu lists like dictionary, etc. Provide shortcuts as 
an alternative to icons, Ctrl or Shift or Alt keys are used along with the options on menu. 

Usc default values wherever possible to ease the user operations. Establish a list of 
predefmed values. Usc a duplicate value function for repetitive data that is used again and 
again for cross verification and validation. 
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Vse a natural language feature depending upon the option. Provide screen accordingly, for 
example, if user selects Hindi then all the options need to be in Hindi language only. Focus 
on basic objectives and make it easy for users to obtain help or correct errors, ensure that 
help is always available. Provide user -selected Help or context -sensitive Help, and provide 
a direct route back from Help. Include contact information, user confirmation is required 
before data deletion or provide an Undo key for wrongly typed keys. For Example, 
questions like Are you sure? (Yes/No). 

Allow to make corrections without retyping the entire command. Use hypertext links so 
user may go to the respective pages or links. 

Minimize input data problems by controlled data entry. Provide data validation checks, 
display event-driven messages and reminders, establish a list of predefined values or build 
in rules that enforce data integrity. 

Use input masks, or templates, that make it easier to enter data, for example, for date 
entry dd/mm/yyyy. 

Provide feedback to users and display messages at a logical place on the screen. Alert 
users to lengthy processing times or delays; allow messages to remain on the screen long 

enough for users to read them or show ale1t messages and expect answers from the user. 

Provide a text explanation to identify the control button (i.e., Micro Help). Use messages 
that are specific, understandable, and professional. Create an attractive layout and design. 
Cse appropriate colours to highlight different areas of the screen. Use special effects 
sparingly. Keep screen displays uncluttered i.e., enough space between data items and 
display titles, messages. Instructions should be in a consistent manner. Usc consistent 
terminology. 

Ensure the commands will always have the same effect as expected from the user. Ensure 
that similar mouse actions will produce the same result. To confirm the data entry by user, 
use familiar terms and images. Stick to a pattern or prototype and provide a keystroke 
alternative for each menu command. Use familiar commands and provide a Windows 
look and feel. Avoid complex terms and technical jargon. 

User interface control features include Control like: 

• Menu bars: an option when selected show different options within it. 

• Toolbars: an iconic option when selected does specific function or task associated 
with it. 
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• Dialog boxes: which shows the completion or non-completion of an activity. 

• Text boxes: shows proper text for user interface. 

• Toggle buttons: shows whether it is on or off. 

• List boxes: shows list of options available within it. 

• Scroll bars: (scroll the contents) if screen contains are large enough to scroll between 
the texts. 

• Drop-down list boxes: on selection shows different options within it. 

• Option buttons: shows options that are available for selection. 

• Check boxes: shows different options that need to be checked ("). 

• Command buttons: which displays certain function a screen should do. 

• Spin bars: shows certain options that need to be repeated again and again. 

• Calendars: shows the calendar from which user can select a date. 

• Design screens that are attractive, easy to use, and workable. 

An opening screen can use a main form that functions as a switchboard that navigates the 
user. A switchboard uses command buttons that enable users to navigate the system and 
select from groups of tasks. 

Many input devices are available, businesses use technology to speed up the input process, 
reduce costs, and capture data in new forms. 

Six main input design objectives: 

1. Select suitable input and data entry method 

2. Reduce input volume 

3. Design attractive data entry screens 

4. Use validation checks to reduce input errors 

5. Design required source documents 

6. Develop effective input controls 
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Input and data entry methods (this includes Batch or online data entry) 

Batch input: Data entry is performed on a specified time schedule; collection (batch) of 
data is input at one time. 

Online input: Data is validated and available immediately. Source data which combines 
online data entry with online data capture. Uses magnetic data strips and swipe scanners. 
Some common examples arc ATMs, point -of-sale terminals, bar code readers, patient ID 
bracelets. 

Designing data entry screens and Form filling are the most important activities of online 
data entry. 

Effective screen design guidelines: Restrict user access only to screen locations where 
data is entered. Provide a descriptive caption for every field. Display a sample format if a 
user must enter values in a specific format Require an ending keystroke in every field. Do 
not require leading :.r.eros for numeric fields, do not require trailing zeros. Display default 
values and use it for constant entries. Display a list of acceptable values for fields. Provide 
a way to leave the data entry screen without entering the current record. Provide the 
opportunity to confirm the accuracy of input data. Provide for movement among fields in 
a standard order or any chosen order. Design the screen form layout to match that of the 
source documents. Allow users to add, change, delete, and view records and provide for 
users to search for specific information. 

7.3 OUTPUT DESIGN 

Checklist for output design 

./ What is the purpose of the output? 

./ What is information, why is it needed, and how will it be used? 

./ What docs specific information include? 

./ Will the output be printed, viewed on-screen, or both? 

./ When will the information be provided, and how often must it be updated? 

./ Do security or confidentiality issues exist? 
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Types of Output 

The type of output and technology needed is decided during the systems analysis phase 

• Audio 

• Automated Facsimile (f<AX) 

• Comput~r Output Microfilm (COM) 

• I<.:.-mail 

• Internet -based 

• Other specialized devices 

• Printer 

• Screen 

Printed Output 

• Ptinted reports arc convenient and sometimes necessary 

• Used as turnaround documents 

• Printed output documents can be used later to enter h back into the same or another 
infonnation system 

• Printed output is highly visible 

• Should be attractive, professional, arid easy to use 

JYpes of reportc; 

• Detail reports 

1 . Provide the most information 

· 2. Atleast one line of output is produced for each record processed 

3. Detail reports can be quite lengthy 

Example: Customer details, Supplier details, Credit Card details 
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• Control-break report'i 

1. Usc a control field 

2. Must be sorted on the control field before printing 

3. A control break occurs when the control field value changes 

Example: Division wise Repmt, Regional sales report 

• Exception reports 

I. Show only records that meet a specific condition 

2. Useful when particular information is required 

3. Special parameter queries can be used to select only the records that meet 
specified conditions 

Example: Pending Order Report, Debtors Outstanding Report 

• Summary reports 

1. Show only subtotals and totals 

2. Useful for upper-level managers who do not require extensive detail 

Example: Consolidated Sales Summary, Summary Report for Out-;tanding Deli vcries 

Report Design Principles: While designing the Repotts, following points need to 
be considered: 

• Report headers and footers 

• Page headers and footers 

• Column heading alignment 

• Page heading lines 

• Column heading lines 

• Column heading alignment 
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• 

• Colwnn spacing 

• Field order 

• Grouping detail lines . 

Other design issues 

I. Good design standards produce reports that are uniform and consistent 

2. Designer goal is to produce a report that is attractive, readable, and useful at a 
reasonable price 

3. Document the design in a report analysis form 

• Printing volume and time requirements 

1. Factors to consider: end users requirement<; 

2. Types of printers based on volume and type of printing work 

3. Print volume calculations 

4. Print -time calculations 

5. Printed Output 

• Output control and security Make sure that output is correct, complete & secure. 
Include appropriate titles and dates on reports. Total Number of pages printed ldentif y 
the end of each report, print/reconcile control totals/record count~. Processing errors 
must be logged and analyzed. Protect privacy rights and proprietary data. Important 
tasks to carry out. Control the number of report copies and distribute reports only to 
authorized users. Store sensitive reports in a secured area. Label all pages of 
confidential report~. Shred sensitive reports & other output immediately after usc. 
Inventory blank checks regularly, store signature forms securely. Output security 
diskless workstation, network terminal that supports a full-featured interface. Limit 
the printing or copying of data. 

153 



154 

Software Engineering 

7.4 GUI STANDARDS 

Graphic Interface Design is an actual look and feel of the final Graphical User Interface 
(GUI). It may be ba-;ed on the findings developed during the usability testing if usability is 
unpredictable, or ba'>ed on communication objectives and styles that would appeal to the 
user. In rare cases, the graphics may drive the prototyping, depending on the importance 
of visual form versus ftmction. If the interface requires multiple skins, there may be multiple 
interface designs for one control panel, functional feature or widget. This phase is often a 
collaborative effort between a graphic designer and a user interface designer. or handled 
by one who is proJicient in both disciplines. 

Graphical Cser Interfaces, also known as GUls. make it easier for people with little 
computer skills to work with and use computer software. It is a visual front to a piece of 
software that links the user to the internal workings of a computer, or piece of software. 
Another common way of defining a GUI is by its visual elements, which simplify the way 
the user interacts with the computer. 

7.5 POINTER 

One of the most common component<> of a GUI on the personal computer is a pointer: a 
graphical image on a screen that indicates the location of a pointing device, and can be 
used to select and move objects or commands on the screen. A pointer common! y appears 
as an angled arrow, but it can vary within different prognm1s or operating systems. Example 
of this can be found within text-processing applications, which uses an I-heam pointer that 
is shaped like a capital I, or in web browsers which often indicate that the pointer is over 
a hyperlink by turning the pointer in the shape of a gloved hand with out<.;tretched index 
finger. 

The usc of a pointer is employed when the input method, or pointing device, is a device 
that can move fluidly across a screen and select or highlight object<.; on the screen. In GUis 
where the input method relies on hard keys, such as the five-way key on many mobile 
phones, there is no pointer employed, and instead the GUI relics on a clear focus state. 

Pointing Devices 

The pointer is a graphical representation ofthc movement"> made by a pointing device. 
'Il1e most common pointing device is the mouse; other kinds include a trdcker ball, touch pad. 
pointing stick, lightpen, and various other kinds of digitizing tablets. 
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• A mouse moves the graphical pointer by being slid across a smooth surface. The 
conventional roller-ball mouse uses a ball to create this action: the ball is in contact 
with two small shafts that are set at right angles to each other. As the ball moves, 
these shafts rotate, and the rotation is measured by sensors within the mouse. The 
distance and direction infom1ation from the sensors is then transmitted to the computer, 
and the computer moves the graphical pointer on the screen by following the 
movement-; of the mouse. Another common mouse is the optical mouse. 1bis device 
is very similar to the conventional mouse but uses visible or infrared light instead of a 
roller-ball to detect the changes in position. 

• A trackball is a pointing device consisting of a ball housed in a socket containing 
sensors to detect rotation of the ball about two axes, sill1ilar to an upside-down 
mouse: a-; the user rolls the ball with a thumb, fmgers, or palm, the mouse cursor on 
the screen will also move. Tracker balls are commonly used on CAD workstations 
for ease of use, where there may be no desk space on which to use a mouse. Some 
are able to clip onto the side of the keyboard and have buttons with the same 
functionality a-; mouse buttons. 

• A touch pad or trackpad is a stationary pointing device, commonly used on laptop 
computers. It is flat surface that you slide your finger over to make the graphical 
pointer move, in much the same way as you would with a mouse. It uses a two-layer 
grid of electrodes to measure finger movement: one layer has vertical electrode strips 
that handle vertical movement, and the other layer has horizontal electrode strips to 
handle horizontal movements. 

• A pointing stick is a pointing device that is comparable to a touch pad, and is found 
on laptops embedded between the 'G', 'H' , and 'B' keys. It operates by sensing the 
force applied by the user. The corresponding "mouse" buttons are commonly placed 
just below the spacebar. It is also found on mice and some desktop keyboards. 

• A lightpen is a device similar to a touch screen, but uses a special light sensitive pen 
instead of the finger, which allows for more accurate screen input. As the tip of the 
light pen makes contact with the screen, it send-; a signal back to the computer containing 
the coordinates of the pixels at that point. It can be used to draw on the computer 
screen or make menu selections, and does not require a special touch screen because 
it can work with any CRT-based monitor. 

• A graphic tablet or digitizing tablet is "An input device that enables you to enter 
drawings and sketches into a computer. A digitizing tablet consists of an electronic 
tablet and a cursor or pen. A cursor (also called a puck) is similar to a mouse, except 
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that it has a window with cross hairs for pinpoint placement, and it can have as many 
as 16 buttons. A pen (also called a stylus) looks like a simple ballpoint pen but uses 
an electronic head instead of ink. The tablet contains electronics that enable it to 
detect movement of the cursor or pen and translate the movements into digital signals 
that it sends to the computer." This is different from a mouse because each point on 
the tablet represents a point on the screen. 

• A Touchscreen is a device embedded into the screen of the TV Monitor, or System 
LCD monitor screens oflaptop computers. It could consist by invisible sensor grid of 
touch-sensible wires drowned in a crystal glass positioned in front of real monitor 
screen, or it could consist of an infrared controller insetted into the frame surrounding 
the. monitor screen itself. 

7.6 WINDOW 

A window is an area on the screen that displays information, with it<; content<; heing displayed 
independently from the rest of the screen. An exan1ple of a window is what appears on the 
screen when the "My Documents" icon is clicked in the Windows Operating System. It is 
easy for a user to manipulate a window: it can be opened and closed by clicking on an icon 
or application, and it can be moved to any area by dragging it. A window can be placed in 
front or behind another window, its size can be adjusted, and scrollbars can be used to 
navigate the sections within it. Multiple windows can also be open at one time, in which 
case each window can display a different application or file - this is very useful when 
working in a multitasking environment. The system memory is the only limitation to the 
amount of windows that can be open at once. There arc also many types of specialized 
windows. 

• A Container Window is a window that is opened while invoking the icon of a mass 
storage device, or directory or folder and which is presenting an ordered list of other 
icons that could be again of some other directories or data files or maybe even 
executable programs. All modem container windows could present their content on 
screen either acting as browser windows or text windows. Their behavior can 
automatically change according to the choices of the single users and their preferred 
approach to the graphical user interface. 

• A browser window allows the user to move forward and backwards through a 
sequence of documents or web pages. Web browsers arc an example of these types 
of windows. 
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• Text terminal windows are designed for embedding interaction with text user 
interfaces within the overall graphical interface. MS-DOS and UNIX consoles are 
examples of these types of windows. 

• A child window opens automatically or as a result of a user activity in a parent 
window. Pop-up windows on the Internet can be child windows. 

• A message window, or dialog box. is a type of child window. These are usually 
small and basic windows that arc opened by a program to display information to the 
user and/or get information from the user. They usually have a button that must be 
pushed before the program can be resumed. 

7.7 MENUS & ICONS 

Menus allow the user to execute commands by selecting from a list of choices. Options 
are selected with a mouse or other pointing device within a GUI. A keyboard may also be 
used. Menus arc convenient because they show what commands are available within the 
software. This limits the amount of documentation the user reads to understand the software. 

• A menu bar is displayed horizontally across the top of the screen and/or along the 
tops of some or all windows. A pull-down menu is commonly associated with this 
menu type. When a user clicks on a menu option, the pull-down menu will appear. 

• A menu has a visible title within the menu bar. Its contents arc only revealed when the 
user selects it with a pointer. The user is then able to select the items within the pull
down menu. When the user clicks elsewhere, the content of the menu will disappear. 

• A context menu is invisible until the user pcrfonns a specific mouse action, like 
pressing the right mouse button. When the softwtu·e-spccific mouse action occurs, 
the menu will appear under the cursor. 

• Menu extras arc individual items within or at the side of a menu. 

Icons 

An icon is a small picture that represents objects such as a file, program, web page, or 
command. They are a quick way to execute commands, open documents, and run progrtunS. 
Icons are also very useful when searching for an object in a browser list, because in many 
operating systems, all documents using the same extension will have the same icon. 
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7.8 CONTROLS (OR WIDGETS) 
----- - - ----- ------

Inte1face element that a computer user interacts with is known as controls or Widgets. 

Window 

A paper-like rectangle that represents a "window" into a document, form, or design area. 

Pointer (or mouse cursor) 

The spot where the mouse "cursor'' is currently referencing. 

Text box 

A box in which to enter text or numbers. 

Button 

An equivalent to a push-button as found on mechanical or electronic instruments. 

Hyperlink 

Text with some kind of indicator (usually underlining ancVor color) that indicates that clicking 
it will take one to another screen or page. 

Drop-down list 

A list of items from which to select. The list normally displays items only when a special 
button or indicator is clicked. 

Check box 

A box which indicates an "on" or "off' state via a check-mark or an "x". 

Radio button 

A button, similar to a check -box, except tl1at only one item in a group can be selected. Its 
name comes from the mechanical push-button group on a car radio receiver. Selecting a 
new item from the group's button also deselects the previously selected button. 

Data grid 

A spreadsheet-like grid that allows numbers or text to be entered in rows and columns. 
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7.9 TABS & DISPLAY DESIGN 

A tab is typically a rectangular small box which usually contains a text label or graphical 
icon associated with a view pane. When activated, the view pane. or window. displays 
widgets associated with that tab; groups of tahs allow the user to switch quickly between 
different widgets. This is used in the web browsers Fire fox. Internet Explorer. Konqueror, 
Opera. and Safari. With these browsers, you can have multiple web pages open at once in 
one window, and quickly navigate between them by clicking on the tabs associated with 
the pages. Tabs arc usually placed in groups at the top of a window. but may also he 
grouped on the side or bottom of a window. 

Display Design 

Displays are human-made artifacts designed to support the perception of relevant system 
Yariables and to facilitate fUJthcr processing of that infonnation. Before a display is designed. 
the ta~k that the display is intcndoo to suppo1t must be defined (e.g. navigating, controlling. 
decision making, learning, ente1taining. etc.). A user or operator must be able to process 
whatever iuformation that a system generates and displays: therefore, the infom1ation must 
be displayed according to principles in a manner that wi II support perception, situation 
awareness. and understanding. 

7 .I 0 THIRTEEN PRINCIPI.~ES OF DISPlAY HESJGN 

These ptinciples of human perception and inf01mation processing can be utilized to create 
an effective display design. A reduction in errors, a reduction in required training time. an 
increase in efficiency, and an increase in user satisfaction arc a few of the many potential 
hcnctits that can be achieved through utilization of these principles. 

Ccnain principles may not be applicable to different displays or situations. Some principles 
may seem to be cont1icting, and there is no simple solution to say that one principle is more 
important than another. The principles may he tailored to a specific design or situation. 
Striking a functional balance among the principles is critical for an effective de.~ign. 

There arc 13 principles which may be divided into 4 major groups: 

a. Perceptual Principles 

1. Make displays legible (or audible) 

2. Avoid absolute judgment limits 
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3. Top-down processing 

4. Redundancy gain 

5. Similarity causes confusion: Use discreditable elements 

b. Mental Model Principles 

6. Principle of pictorial realism 

7. Principle of the moving part 

c. Principles Based on Attention 

8. Minimizing information access cost 

9. Proximity compatibility principle 

10. Principle of multiple resources 

d Memory Principles 

11. Replace memory with visual information: knowledge in the world 

12. Principle of predictive aiding 

13. Principle of consistency 

Let us start discussing all these principles: 

a. Perceptual Principles 

1. Make displays legible (or audible) 

A display's legibility is critical and necessary for designing a usable display. If the 
characters or objects being displayed cannot be discernible, then the operator 
cannot effectively make usc of them. 

2. Avoid absolutejudgmcntlimits 

Do not ask the user to determine the level of a variable on the basis of a single 
sensory variable (e.g. color, sil'.e, loudness). These sensory variables can contain 
many possible levels. 
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3. Top-down processing 

Signals arc likely perceived and interpreted in accordance with what is expected 
based on a user's past experience. If a signal is presented contrary to the user's 
expectation, more physical evidence of that signal may need to be presented to 
assure that it is understood correctly. 

4. Redundancy gain 

If a signal is presented more than once, it is more likely that it will be understood 
cmrectly. This can be done by presenting the signal in altemative physical forms 
(e.g. color and shape, voice and print, etc.), as redundancy does not imply 
repetition. A traffic light is a good example of redundancy, as color and position 
are redundant. 

5. Similarity causes confusion: L'se discreditable elements 

Signals that appear to be similar will likely be confusing. The ratio of similar 
features to different features causes signals to be similar. For example, A423B9 
is more similar to A423B8 than 92 or 93. Unnecessary similar features should 
be removed and dissimilar features should be highlighted. 

b. Mental Model Principles 

6. Principle of pictorial realism 

A display should look like the variable that it rcpre..<;ents (e.g. high temperature 
on a thermometer shown as a higher vertical level). If there are multiple element<;, 
they can be configured in a manner that looks like it would in the represented 
environment. 

7. Principle of the moving part 

Moving elements should move in a pattern and direction compatible with the 
user's mental model of how it actually moves in tl1e system. For example, the 
moving element on an altimeter should move upward with increasing altitude. 

c. Principles Based on Attention 

8. Minimizing information access cost 

When the user's attention is averted from one location to another to access 
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necessary information, there is an associated cost in time or effort. A display 
design should minimize this cost by allowing for frequently accessed sources to 
be located at the nearest possible position. However, adequate legibi lity should 
not be sacrificed to reduce this cost. 

9. Proximity compatibility r>rinciple 

Divided attention between two information sources may be necessary for the 
completion of one task. These sources must be mentally integrated and arc 
defined to have close mental proximity. Information access costs should be low, 
which can be achieved in many ways (e.g. close proximity, linkage by common 
colors, patterns. shapes, etc.). However. close display proximity can be harmful 
by causing too much clutter. 

10. Principle of multiple resources 

A user can more easily process infonnation across different resources. For 
example, visual and auditory infom1ationcan be presented simultaneously rather 
than presenting all visual or all auditory information. 

d. Memory Principles 

11. Replace memory with visual information: knowledge in the world 

A user should not need to retain important infonnation solely in working memory 
or to retrieve it from long-term memory. A menu. checklist, or another display 
can aid the user by easing the use of their memory. However. the usc of memory 
may sometimes benefit the user rather than the need for reference to some type 
of knowledge in the world (e.g. a expert computer operator would rather use 
direct commands from their memo1y rather than referring to a manual). The use 
of know ledge in a user 's head and knowledge in the world must be balanced for 
an effective design. 

12. Principle of predictive aiding 

Proactive actions are usually more effective than reactive actions. A display 
should attempt to eliminate resource-demanding cognitive tasks and replace 
them with simpler perceptual tasks to reduce the usc of the user 's mental 
resources. This will allow the user to not only focus on current conditions, but 
also think about possible future conditions. An example of a predictive aid is a 
road sign displaying the distance from a certain destination. 
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13. Principle of consistency 

Old habit-; from other displays will easily transfer to support processing of new 
displays if they are designed in a consistent manner. A user's long-term memory 
will trigger actions that are expected to be appropriate. A designer must accept 
this fact and utilize consistency among different displays. 

J6 Activity A: 

Design a user interface considering above principles for any application of your own. 

7.11 SUMMARY 

In this unit, we discuss the user interfaces, that is, if one wants to work with computers, 
what are the different ways computer interacts with the user. We have highlighted the key 
points under the input design, output design, report design and display design, some of the 
common GUI stm1dards. 

We have seen how pointer, menus, windows, icons and controls or widgets, and tabs help 
the user in interfacing with computers. 

7.12 SELF -ASSESSMENT QUESTIONS 

1. What is a user interface? How it helps the user in designing and using during the 
work? 

2. What do you understand by the input design? 

3. What do you understand by the output design? 

4. Why GUI is preferred over the character based interface? 

5. Explain the different types of output? How do they help? 

6. What are the different types of reports? Why these reports are necessary? 
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8.1 INTRODUCTION 
- ----- - - ------ --- --- --- -- - -

In this unit, we will sec how the data on which software operates, is to be neatly organized 
in various files/tables. While it is called a file in the software engineer's parlance. the database 
jargon calls it more specifically a table. However, here the words table and files arc used 
interchangeably. Similarly, software engineers may call the smallest and yet meaningful 
data piece a field, whereas the database lingo called it an attribute. For example, employee 
name, address, height, weight, blood group, skill sets etc., arc all attributes in an employee 
table. 

8.2 DATANORMALIZATION 
--- --- -- -- --

Normalization is the process of efficiently organizing data in a database. There are two 
goaJs of the normalization process: eliminating redundant data (for example, storing the 
same data in more than one table) and ensuring data dependencies make sense (only 
storing related data in a table). Both of these are worthy goals as they reduce the amount 
of space a database consumes and ensure that data is logically stored. 

In simple words, it is the process of efficiently organizing data in a database. Purpose of 
normalization is to make the table as simple as possible. Normalization ctirectly affects the 
functionality and performance of an application. Five normal forms, designed by E.F 
Codd, exist. They are nested within one another. 

The Normal Forms 

The database community hac; developed a series of guidelines for ensuring that databases 
are normalized. These arc referred to as normal forms and are numbered from one (the 
lowest form of normalization, referred to as first normal fonn or I NF) through fi vc (fifth 
normal form or 5NF). In practical applications, you' ll often sec I Nl \ 2Nr~ and 3NF 
along with the occasiona14NF. Fifth nonnal fmm is very rarely seen and won't be discussed 
in this article. 

Before we begin our discussion of the normal forms, it's important to point out that they 
are guidelines and guidelines only. Occac;ionally, it becomes necessary to stray from them 
to meet practical business requirements . However, when variations take place, it's 
extremely important to evaluate any possible ramifications they could have on your system 
and account for possible inconsistencies. That said, let's explore the normal forms. 

First Normal Form (lNF) 

First Normal Form (l:t-.."F) sets the very basic rules for an organized database: 
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• Eliminate duplicative columns from the same table. 

• Create separate tables for each group of related data and identify each row with a 
unique column or set of columns (the primary key). 

A table is said to be in Normal F01m if it has no repeating groups of attributes. In other 
words, if there is a group of attributes that is repeated, remove it to a separate file. 

Second Normal For:m (2NF') 

Second Normal Form (2NF) further addresses the concept of removing duplicative data: 

• Meet all the requirementli of the first normal form. 

• Remove subsets of data that apply to multiple rows of a table and place them in 
separate tables. 

Create relationships between these new tables and their predecessors through the use of 
foreign keys. 

A table is said to be in second normal form if it is in first normal form and every non-key 
attributes is fully dependent on the primary key. Each non-key attributes within a table 
with a multiple attribute key is examined to transfonn set of tables in second nonnal form. 

Third Normal Form (3NF) 

Third Normal Form (3NF) goes one large step further: 

• Meet all the requirements of the second n01mal form. 

• Remove columns that are not dependent upo~ the primary key. 

A table is said to be in third normal form if it is in second normal form and every non-key 
attribute is dependent on the entire primary key. 

Fourth Normal Form ( 4~ 

Finally, fomth normal form (4NF) has one additional requirement: 

• Meet all the requirementli of the third normal form. 

• A relation is in 4NF if it has no multi-valued dependencies. 

Remember, these normalization guidelines arc cumulative. 
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Why Normali:t..ations is Neccssar)': 

Nom1ali1.ation is necessmy to structure the data ~o that: 

• Usas can understand it easily with no training in programming. 

• One can add new data items, record~ and a~soc iations to the database without 
changing the existing structure. 

• It permits the maximum flexibility in handling unanticipated uses of the data or 
spontancou~ inquiries at tenninals. 

• The maintenance of data is ca~icr. 

8.3 DATAMODEL: EYffTY RELATIO~SHIPDIAGRAAI 
--- -· . ---·· ·-----·-

Data model is a collection of conceptual tools for describing data. data relationship, data 
semantics. and consistency constraints. The object-based logical models include the Entity
Relationship modeL 

The Entity Relationship (E-R) data model is based on perception of a real world that 
consists of a collection of hasic objects. called entities and of re l ationship~ among these 
objecLs. An entity is a ·'thing'' or ''ohjccf' in the real world that is distinguishable from the 
other objects. For example. each person is an entity. 

Entities arc described in a database by a set of attributes. For example. the atttibutes 
account-number and balance describ~s one particular account in a bank. 

A relationship is an ass<x:iation among several entities. The overall logical structure of a 
database can be expressed graphically by an E-R diagram, which is built up from the 
following components: 

• Rectangle. which represents entity sch 

• Ellipse. which represents attributes 

• Diamonds. which represent relationships among entity set 

• Lines. which link attributes to entity sets and entity set~ to relationship. 
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Custno 

Customer 

C Custno ) 

.--'---( BIDice ) 
Account 

Figure 8.1: Entity-Relationship Diagram 

A graphical representation of entities and their relationships to each other, typically used in 
computing in regard to the organization of data within databases or information systems. 
An entity is a piece of data--an object or concept about which data is stored. A relationship 
is how the data is shared between entities. There are three types of relationships between 
entities: 

• One-to-one: One instance of an entity (A) is associated with one other instance of 
another entity (B). For example, in a database of employees, each employee name 
(A) is associated with only one social security number (B). 

• One-to-many: One instance of an entity (A) is associated with zero, one or many 
instances of another entity (B), but for one instance of entity B there is only one 
instance of entity A. I 'or example, for a company with all employees working in one 
building, the building name (A) is associated with many different employees (B), but 
those employees all share the same singular association with entity A 

• Many-to-many: One instance of an entity (A) is associated with one, zero or many 
instances of another entity (B), and one instance of entity B is associated with one, 
zero or many instances of entity A. for example, for a company in which all of its 
employees work on multiple projects, each instance of an employee (A) is associated 
with many instances of a project (B), and at the same time, each instance of a project 
(B) has multiple employees (A) associated with it. 

• Entities and Entity Sets 

• An entity is an object that exists and is distinguishable from other objects. 
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• An entity may be concrete (a person or a book, for example) or abstract (like 
a holiday or a concept). 

• An entity set is a set of entities of the same type (e.g., all persons having an 
account at a bank). 

• Entity sets need not be disjoint. For example, the entity set employee (all 
employees of a bank) and the entity set customer (all customers of the bank) 
may have members in common. 

• An entity is represented by a set of attributes. 

• E.g. name, S.I.N. (Self Identification Number), street, city for "customer" 
entity. 

• The domain of the attribute is the set of permitted values (e.g. the telephone 
number must be seven positive integers). 

• Formally, an attribute is a function which maps an entity set into a domain. 

• Every entity is described by a set of (attribute, data value) pairs. 

• There is one pair for each attribute of the entity set. 

Activity: 

Try and set relationship by drawing E-R diagram between: 

• Customer and Sales order 

• Bank and branch 

• Vendor and Delivery note 
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• Member and Library Book 

• Students and Teachers 

8.4 :MAPPING OF E-R DIAGRAM TO TABLES 

An analogy can be made with the programming language notion of type definition. 

• The concept of an entity set corresponds to the programming language type 
definition. 

• A variable of a given type has a particular value at a point in time. 

• Thus, a programming language variable corresponds to an entity in theE-R model. 

We will be dealing with five entity sets in this section: 

• branch, the set of all branches of a particular bank. Each branch is described by the 
attributes branch-name, branch-city and assets. 

• customer, the set of all people having an account at the bank. Attributes are customer
name, S.l.N. (Self Identification Number), .street and customer-city. 

• employee, with attributes employee-name and phone-number. 

• account, the set of all accounts created and maintained in the bank. Attributes are 
account-number and balance. 

• transaction, the set of all account transactions executed in the bank. Attributes arc 
transaction-number, date and amount. 

Relationships & Relationship Sets 

A relationship is an association between several entities. 

A relationship set is a set of relationships of the same type. 
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Formally it is a mathematical relation on n > 2 (possibly non-distinct) sets. 

If E 1 , E"A, ... 
1 

En areentityscts,thenarelationshipsetR isasubsetof 

{(!!I 1 !!~ 1 ••• 1 t!n) I e1 E E1 1 t:! ~ E E~, .. . 1 t!n E En} 

where E 1 1 
E ~ 

1 
••• 

1 
En is a relationship. 

For example, consider the two entity sets customer and account. We define the relationship 
CustAcct to denote the association between customers and their accounts. This is a binary 
relationship set. 

Going back to our formal definition, the relationship set CustAcct is a subset of all the 
possible customer and account pairings. 

This is a binary relationship. Occasionally there arc relationships involving more than two 
entity sets. 

The role of an entity is the function it plays in a relationship. For example, the relationship 
works for could be ordered pairs of employee entities. The first employee takes the role 
of manager, and the second one will take the role of worker. 

A relationship may also have descriptive attributes. For example, date (last date of account 
access) could be an attribute of the CustAcct relationship set. 

Attributes 

It is possible to define a set of entities and the relationships among them in a number of 
different ways. The main difference is in 'how we deal with attributes'. 

• Consider the entity set employee with attributes employee-name and phone-number. 

• We could argue that the phone be treated as an entity itself, with attributes phone
number and location. 

• Then we have two entity sets, and the relationship set EmpPim defining the association 
between employees and their phones. 

• This new defmition allows employees to have several (or zero) phones. 

• New defmition may more accurately reflect the real world. 

• We cannot extend this argument easily to making employee-name an entity. 
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The question of what constitutes an entity and what constitutes an attribute depends mainly 
on the structure of the real world situation being modelled, and the semantics associated 
with the attribute in question. 

Mapping Constraints 

An E-R scheme may define certain constraints to which the contents of a database must 
confonn. 

Mapping Cardinalities: Express the number of entities to which another entity can be 
associated via a relationship. For binary relationship. sets between entity sets A and B, the 
mapping cardinality must b~ one of: 

One-to-one: An entity in A is asst.x:il:llt'd ,vith at most one entity in B. and an entity in B is 
associated wi.th at most one entity in A. 

One-to-many: An entity in A is associated with any number in B. An entity in B is associated 
withal most one entity in A. 

Many-to-one: An entity in A is associated with at most one entity in B. An entity in B is 
associated with any number inA. 

l\1lany-to-m~my: Entities in A and B arc associated with any number from each other. 

111e appropriate mapping cardinality for a particular relationship set depends on the real 
world being modelled. (Think about the Cust!\cct relationship ... ) 

Existence Dependencies: If the existence of cnti ty X depends on the existence of entity 
Y. then X is ~aiel to be existence dependent on Y. (Or we say that Y is the dominant 
entity and X is the subordinate entity.) 

For example. 

Consider account and trunsaction entity sets, and a relationship log between them. 

This is one-to-m<my from account to transaction. 

If an accmml entity is deleted, its as::.ociated trcmsaction entities must also be deleted. 

Thus account is dominant and transaction is subordinate. 
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Keys 

Differences between entities must be expressed in terms of attributes. 

Asuperkey is a set of one or more attributes which; taken co11ectively, allow us to identify 
uniquely an entity in the entity set. 

For example, in the entity set customer, customer-name and S.I.N. is a superkey. 

Note that customer-name alone is not, as two customers could have the same name. 

A superkey may contain extraneous attributes, and we are often interested in the smallest 
superkey. A superkey for which no subset is a superkey is called a candidate key. 

In the example above, S.I.N. is a candidate key, as it is minimal, and uniquely identifies a 
customer entity. 

A primary key is a candidate key (there may be more than one) chosen by the DB 
designer to identify entities in an entity set. 

An entity set that does not possess sufficient attributes to form a primary key is called a 
weak entity set. One that docs have a primary key is called a strong entity set. 

For example, 

The entity set transaction has attributes transaction-number. date and amount. 

Different transactions on different accounts could share the same number. 

These are not sufficient to form a ptimary key (uniquely identify a transaction). 

Thus transaction is a weak entity set. 

For a weak entity set to be meaningful, it must be part of a one-to-many relationship set. 
This relationship set should have no descriptive attributes. The idea of strong and weak 
entity sets is related to the existence dependencies seen earlier. 

Member of a strong entity set is a dominant entity. 

Member of a weak entity set is a subordinate entity. 

A weak entity set docs not have a primary key, but we need a means of distinguishing 
among the entities. 
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The discriminator of a weak entity set is a set of attributes that allows this distinction to 
be made. 

The primary key of a weak entity set is f onned by taking the primary key of the strong 
entity set on which its existence depends (see Mapping Constraints) plus its discriminator. 

Just Remember: The primary key of a weak entity is found by taking the primary key of 
the strong entity on which it is existence-dependent, plus the discriminator of the weak 
entity set. 

Primary Keys for Relationship Sets 

The attributes of a relationship set are the attributes that comprise the primary keys of the 
entity selc; involved in the relationship set. For example: 

S.I.N. is the primary key of customer, and 

account-number is the primary key of account. 

The attributes of the relationship set custacct arc then (account-number, S.I.N. ). 

This is enough information to enable us to relate an account to a person. 

If the relationship has descriptive attributes, those are also included in its attribute set. For 
example, we might add the attribute date to the above relationship set, signifying the date 
oflast access to an account by a particular customer. 

Note that this attribute cannot instead be placed in either entity set as it relates to both a 
customer and an account, and the relationship is many-to-many. 

The primary key of a relationship setR depends on the mapping cardinality and the presence 
of descriptive attributes. 

Descriptive attributes may be added, depending on the mapping cardinality and the 
semantics involved. 

8.5 TABLEANDFILELAYOCT 

Let us have a quick look at how a data file is organized on computers to explain the nature 
of data storage and retrieval as also the need for various data file and their keys, etc. It 
may be pertinent to mention that those readers, who have already undergone some basic 
course offf, may find this section a bit elementary and therefore may skip it, if they so feel. 

177 



178 

Software Engineering 

We will now look into the aspects of Primary and foreign key to make the discussion 
complete. To start with, Jet us learn the concept of the key as the most important field in a 
file. 

Usually, all the entries are written on horizontal lines separated by field's values called 
Record. To identify all the records in a database table, we need to identify each record 
with a unique key (or field) which is called as a primary key. 

Let us have a look at the following table: 

Table 8.1: Employee File 
! 

-- - ----- . -- -- -
I .Field-> I Employee Number Name Dept No Designation 

--

Record#l 87990 Shah 03 Manager 

Rccord#2 42344 Kulkarni 04 Manager 

Record#3 I 56766 Deshpande 04 Clerk 

! ....... ! . . . . . .. . ...... . . . . . .. . ...... 
-

l 
- ·- --- -- - .. -

J ....... . . . . . .. . . . . . .. . ...... . ...... 
- - - . --- - -

Here Employee Number is considered to be a unique field ~md hence the same needs to 
be considered as Primary key. Let us have a look at the who table 

I 
- -- - -- -- -- ~------ ---

Database Table Employee file 
--- - ---- ---

Records/Fields Employee number, N~1e, Dept No, Designation 

Field values Contents under the respective field names 

Primary key Employee Number 

Table 8.2: Employee Database 

Further, we may have another table called Dept: 

Table 8.3: Dept 
-

-----

---

Dept No# l Dept description Location No. of employees 
-

03 
I 
I 

I Sales Pune 8 
-

I 04 Account~ Pune 4 
I -- ------ ---

05 
I 
I 
I 

Stores Pimpri 2 
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# indicates Primary key column. Dept table is also part of the Employee database. So 
we have Employee table and Dept table in the Employee database. When we want 
to establish some relationships in the table, we need to designate one of the primary 
key columns as foreign key column. In this scenario, DeptNo appear in both the 
tables and Dept No column can be considered as a ~·oreign key column in the 
Employee table, as it is the primary key column of Dept table. 

8.6 ERD AS A GUIDING BEACON 

All the entries you come across in theE-R Diagram are generally resolved in the data files/ 
table. Consider table as an entity, when the relationship is set between the two tables, it 
could be: 

• One-to-One 

• One-to-Many 

• Many-to-Many 

8.7 DATADICTIONARY 

Data Dictionary is a compilation of all the data clements or data fields that are in use. You 
can visualize it as a two dimensional matrix with data fields occupying one row. Coming to 
the columns. these columns would describe the properties or details of the concerned 
field, viz. the class, width, significance or semantics behind it, the expected values and 
related validation mle for it, the date when it was brought in the design, etc. 

Perhaps the most important columns would be the last two that tell us: 

1 . The file in which this data field appears, and 

2. Whether it is a primary key, foreign key or just an ordinary/non-key in that file. 

While fomring the data dictionary, following points arc to be remembered: 

Neat: 

Systematic: 

The compilation has to be maintained in a structured manner to reflect 
class, size, probable values. relevance and history of each data field 
being used in the company across all applications. 

The maintenance of the data dictionary is so cmcial. complex and·high 
volume that specially designed software is invariably used as an 
automated tool to add, change, and delete entries in data dictionary. 
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Concise: 

Shareable: 

Controlled: 

If the size of the data dictionary gets unwieldy, people tend to overlook 
it and not use it. Hence the extent/volume of the data dictionary must 
be kept manageable, and yet without missing out on any of the data 
field-;. 

Since many people from the workforce may need to look at the data 
dictionary, it has to be maintained in a shareable mode. 

Though the data dictionary is available to all employees, access to it for 
modifications should be confined to a privileged few employees who 
are assigned the task of its maintenance. 

Whenever some new data piece is to be added, changed or removed, one has to 
ensure several points: 

1. The desired data must not already be in existence, or else adding it would cause 
duplication. 

2. There should not be any other field that mns parallel and similar to the desired one. In 
that case, merely modifying the existing field to suit the need is preferred over adding 
it afresh. 

3. Whenever a new field is added, it has to be in synchronization with the other related 
fields and tiles, so that the data maintains its integrity even after future updates. 

4. The desired data which ha..-; to be removed has to be in synchronization with the other 
related fields & files, so that if that data is removed, related or data which is dependant 
on this data has to be changed/modified accordingly. 

8.8 DIFFERENT TVPES OF DATA PROCESSING 

After understanding the basic concept of data and data processing, let us discuss the 
different types of processing. They are: 

1. Batch Processing 

2. On-line Transaction Processing (OLTP) 

3. Real-Tune Processing 

4. On-line Analytical Processing (OLAP) 
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Batch Processing 

The technique ofbatch processing is vety widely applied in clerical, mechanical and electronic 
data processing system. Batch processing is conccmcd with processing batches of collected 
data for a defined period of time. It is the basis for obtaining processing efficiency. Many 
businesses have high volume of routine data processing requirements and have installed 
batch processing computer configuration to obtain the benefit of high speed accurate data 
processing. The main features of a batch processing configuration are automatic input and 
output devices, which operate with minimum of manual intervention under the control of a 
stored program after the device have been loaded with transaction data and approptiate 
stationery. 

Batch processing application relates to specific applications such as a Payroll, Stock Control, 
Banking System, Sales Ledger, etc. Each application consists of a number of computer 
runs, each of which is designed to accomplish a defmed stage of processing in respect of 
each transaction. 

Online Transaction Processing (OJ;fP) 

The technique of processing data by computer by means of terminal connected to and 
controlled by a central processor. In this way various departments in the company can be 
connected to the processor by cable media. If operating companies are a number of 
kilometres away from the processor, they are linked by means of telegraph or telephone 
tines. 

This type of processing provides multi-access to information files by tcnninal users and 
also enables them to update flies with transaction data. Such systems arc often used as a 
more efficient altemative to batch processing. In this case, instead of preparing data in a 
machine sensible form for processing in batches at predefined period of time, input of 
transaction data is affected by any terminal at random time intervals. 

These types of systems are, for example, banks, stock exchange, stock control, travels 
and tours office, etc. where you are getting the inquiries continuously from different persons 
and accordingly the contents of the database is getting modified. 

For example, Railway Reservation System, where the passenger inquires for the availability 
of scats, and if seats are available, immediately the booking is done. The database is 
modified accordingly. Another example could be of stock exchanges, the terminal located 
in major stock exchanges throughout the country and the offices of participating brokerage 
firms enables speedy processing of share holdings. Tour operators, reservation offices 

181 



182 

Software Engineering 

accept telephonic inquiries from travel agents regarding availability of rooms for a particular 
day for some person. lf available, the rooms can be booked. In banking application, it is 
possible to inform bank customers of the status of their account in response to an inquiry. 

Real time Processing 

Some businesses are depending for efficient operation on up-to-date information being 
immediately available on request. This is particularly the case of respect of business with 
geographically dispersed operating units, such as airlines with dispread booking offices 
and tour operations. 

The term "real-time" refers to the technique of updating files with transaction data 
immediately to which it relates occurs. This is in distinction to "batch processing", which 
processes related data in batches at pre-dcfmed period of time. 

A real time computer system is communications-oriented and provides for random inquiries 
from remote locations with instantaneous responses. Because of this characteristic, this 
type of operation is referred to also on line of conversational processing. 

Real time processing is suitable when it is necessary to have the latest information in the 
following types of business operations: Meteorological data, defense data, airline...:;- flight 
seat availability, etc. 

All real time systems are on-line and arc triggered by the response to the external events 
like the information systems in batch mode. 

The real time systems have the following design component<>: 

• DataAcquic;ition 

• Measw-emcnt, interpretation and evaluation 

• Decision making and action 

• Initialization, operation and control 

Since the real time systems in the commercial world are data-oriented, its management is 
a critical requirement. The data management includes all the activities starting from data 
capture, measw-ement, verification, validation, confirmation, evaluation, condition test, 
context measure, decision making, and action. 
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If the real time systems are analyzed in an industrial application or in the business commercial 
application, it will be found that functional requirements arc same. They arc as follows: 

• Interface handling with the external world 

• Context switching after the mea')mement 

• Prime response time 

• Data mcmagcment 

• Resource allocation by priority and 

• Task synchronization and communication 

The above concept<> will become clearer, if we consider the exan1plc of Material management 
in stores department. The entire process is as follows: measure the stock leveL compare 
with the reorder level, if stock level is lower than the reorder level, raise an automatic 
purchase indent for the economic order quantity and send it to the purchase system for 
execution. 

The rcal time systems are designed first with a prototype and then rigorously tested through 
simulation processes to confirm the accuracy in handling the following features: 

• Triggers cmd context switching on condition 

• Concurrency of the data and process 

• Communication and sy11chronization 

• Timing constraints attached to the tasks 

• Coupling of the processes and actions 

The real time software has all the aspects of the conventional system design and in addition 
it has to handle a new set of requirements arising out of the real time feature. The real tin1e 
software is either time or event driven and hence the hardware and software which deals 
with these parameters gather a lot of importance in design of the system. These are best 
handled by usc of simulation, querying and network models to assess the overall response 
time, processing rate of a task :md complete cycle time, sizing of all the tasks, process time 
and process delay. A real time systems design which offers the acceptable pctformance on 
all these requiremenL<> is termed as a good design. 
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Online Analytical Processing (OLAP) 

This advanced fom1 of data warehousing stores the multidimensional data and support the 
complex analysis of such data. A data may have more than two perspectives e.g. Sales 
data can be stored as Product, Year. Region-wise, simultaneously. Online Analytical 
Processing facilitates manipulation and analysis oflarge volumes of data from multiple 
dimensions/perspectives. Hence, it is called a sophisticated form of data warehousing 
which permit<; complex analysis. 

8.9 SUMMARY 
- - - ---- -

In this unit, we started with an introduction to the fundamental concepts of record, fields, 
keys, tables, etc. We then went ahead to appreciate their respective importance in the file 
design. Data Nonualization techniques was demonstrated with employees and dept data 
to show the flavours of dependence. E-R diagram were then used to resolve the one-to
one, one-to-many, many-to-many relations among the entities. We briefly depicted the 
valuable concept of data dictionary as a corporate resource for large organization. Finally. 
we discussed the different types of data processing, viz. Batch, Real-time, online, etc. 

8.10 SELF-ASSE."iSMENTQUESTIONS 
- -

1. What is Data Normalization? What are the Normal Forms? 

2. Explain the different relationship that exists in Entity-Relationship Diagram. 

3. Write short note: 

a. Primary Key 

b. Foreign Key 

c. first Normal Form 

d. Second Normal Form 

e. Third Normal Form 

4. What is data dictionary? Prepare a data dictionary of your own application. 
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9.1 INTRODUCTION 

The purpose of codes is to make the task easy for identification and retrieval of items of 
information. When there arc many items in the same group, it becomes difficult to distinguish 
any particular item from another item only by description. Hence in any computer system, 
data to be processed have codes so that sorting, retrieving, storing, etc. will become more 
efficient. 

9.2 ROLE O:F CODES IN SYSTEMS 

A code is a group of characters and/or digitc; that identify and describe an item, for example, 
Postal Identification Number (PIN) 411004. Codes are frequently used to describe 
customers, products, materials, events, vendors, etc.llencc the description of items is 
also needed. This will serve as complementary to code numbers for validation checks. 

Thus codes are necessary because: 

1. Data is easily identified. 

2. Data is simplified and standardized. Hence the number of mistakes is reduced to a 
certain extent. 

3. Data processing operations can be done easily. 

4. It helps to make the computer system work more efficiently. 

Normally, in data processing, code numbers are referred to as key fields on transactions 
and records. 

Codes are deployed for various reasons and therefore play a multifaceted role that is 
many a time trivialized by developers due to the prominent nature of other system 
components such as programs and data design. 

9.3 CODE TYPF.S 

Codes could be classified under various ways and you can glance through the Figure 
below: 



Unit 9 Codification Scheme, Design and Code Review 

~on-significant 

Sequential Random 

Chronologie 

Figure 9.1: Coding Classification 

Let us have a look at the prominent ones: 

1. Sequential Codes: This is the simplest form where a running serial number is allotted 
as a code to the entities ac; they enter the system. Example of this code are: 

a. Bank Account Number 

b. StudentRollNumber 

c. EmployeeNumber 

2. Block Code: This is a special type of sequential code which denotes a block of 
sequential numbers reserved for some convenience. Example of these codes are: 

a. PIN number that uses starting 4 digits for town in Maharashtra, block starting 
with 6 for those in Karnataka, block starting with 1 for those in New 
Delhi, etc. 

b. Motor Vehicle number- First two letters are State, followed by 2 digits R1D 
number, 2letters for serial number, followed by running sequence number. 
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3. Self-Checking Code: This cla<;s has a small extension of another code that verifies 
the correctness of the main code. The extension is called a check -digit and is derived 
by running some algorithm on the main code. Por example, check-digit 3 is computed 
on the main code 9182 by the following method: 

a. Assign weight 1 to thedigitofthemain code at the unit place, weightof2 to the 
digit at the tens place, weight of3 to the digit at the hundred's place and a weight 
of 4 to the digit at the thousands place. 

b. Multiply the respective weights and digits and add them up to get 57 
(2* I +8*2+ 1 *3+9*4) 

c. Divide 57 by say 10 to get a remainder of 7 as a check -digit that is computed 
whenever the code 9182-7 is encountered every time. 

In case oftranspmtation error (9182 wrongly written as 9128) or a substitution error 
(9182 wrongly entered as 9188) such a check-digit proves to be nice detective 
controL as the check-digit on the wrong number won't match the given check-digit. 

4. Classification code: The system where the codes need a lot of expansibility for 
future enhancements finds this code to be quite handy. 

This can be seen very commonly in applications such as a library coding system. 
Library systems have a classification with a decimal point in-between to denote the 
main class and a subclass of the various books. 

5. Mnemonic code: This category helps easy memorizing as the code bas in intuitive 
mapping as a part of its description. For example, 

a. M for Male or F for Female 

b. Y for Yes and N for No 

6. Acronym Code: A special case of the mnemonic code, here the code is formed with 
the first letter of each word in the description. For example, 

a. SPOOl, for Simultaneous Peripherals Operations On Line 

b. RAM for Random Access Memory 

c. VIBGYOR for the colours in the Rainbow 
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7. Chronological code: This is simple listing based on the time sequence. The code 
reflects the order in which the entities were brought about or occurred. For example, 
if the number of states in India are serially numbered. the latest state to be added will 
have the largest number as i t~ code, typically derived by adding l to the last code. In 
a class of students, whoever joins late will have a roll number by adding I to the last 
roll number. 

RS Activity A: 

The current codification scheme of vehicle registration number in India is such that a motor 
cycle would have a registration number like MHl 2 DH 9 I 77. Go ahead and study its 
break up to figure out all its components. 

9.4 CODE QUALITIES 

Any code has to exhibit some essential propc1ties to become effective and efficient In this 
section. you will learn the important qualities a code should have. 

1. Simplicity: Jtis a litmus test for any code that it should be extremely simple as it is to 
be used across various systems, environments and people. For example, 'F' for 
Female is an example of a simple code, while '32985-1 2-43282' a..c;; a code for a 
crank shaft is too clumsy. 

2. Uniqueness: lfthe code is not unique, it may lead to several ambiguities and even 
misconceptions among the people and systems using it.lt may even lead to wrong 
decision making. 

In some cases, house numbers are changed and then to remove the ambiguity, they 
have to be prefixed with 'old' or ·new' . 

3. Operability: The codes arc encountered in so many mund~me exercises, like drawing 
a payroll, writing a challan, retrieving a record from inventory, computation of taxes, 
etc. So, it has to have a high degree of operability. 

4. Conciseness: One of the prime reasons the codes arc used is to save on the storage 
space, whether it is piece of paper or magnetic disks, or even the minds of people. 
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This makes it vital that codes have to be concise. For example, telephone area codes 
have been quite concise with 91 standing for India, etc. 

5. Sort ability: The records in computer tiles are to be sorted on various fields at the 
different times for various needs. For example, the inventory of items is sorted on 
consumption for a report on fast moving items, on unit price for the XYZ analysis, on 
valuation for the ABC analysis, on bin card locations for stock taking, and so on. 
Thus, sorting is frequent and necessary activity that codes have to support. 1be numeric 
code used by hanks on MICR cheques offer an ease of sorting the cheques physically 
and also their related records. 

6. Stability: The codes have to be pretty stable. There have been several cases where 
changes in the coding system have resulted in utter chaos and the people handling 
those codes goofmg up. A few years back the train numbers were changed by Indian 
Railways by removing the UP and DN suffix. That caused a lot of confusion among 
the public at the time. 

7. Uniform Size: All the codes in a specific case need to be of the same length and so 
also their full descriptions. If the small code value is not padded to make it of a 
uniform size, the codes are prone to assume altogether different value when entered 

in the systems due to the inherent rules of computers to pad/suppress the leading/ 
trailing zeros and space making the results unexpected and hard to debug. Postal 
index number (PIN) consists of the first 3 digits as a major sub-code and the next 3 
digits as a minor sub-code. This minor sub-code has been padded with adequate 
zeros to make it always have a fixed length of three, like 001 for the GPO of the 
respective city. 

8. Standard Format: If the codes arc composite. the fmmat should be a standard one. 
For example, the date could be expressed in several ways, such as DDMMYYYY, 
YYYYMMDD, M.MDDYYYY. etc. that too with a separator of either a slash('/'), 
dot(.), dash('- ') etc. Hence a standard format is desired. 

9. Expansibility: The codification scheme has to provide for the changing future needs 
and therefore should exhibit expansibility. OtheJWise, when a new value is encountered 
and cannot be accommodated in the existing structure, expansion of the size and 
related changes of the old codes is forced at the eleventh hour leading to an 
unscheduled allocation of time and energy for the efforts. 

To indicate the gender/sex, there has been a widely used scheme of framing the field 
as 'Is Male?' and defining it as a logical or Boolean type, meaning it could have the 
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value 'Y' or 'N' standing for male or female respectively. The scheme lacks 
expansibility- unforeseen though -to accommodate the third probability. As that 
category has successfully fought for their rights and credentials, the codes may now 
need to be redesigned to contain three different values. 

10. Meaningfulness: Codes should be lucid. expressive. significant and intuitive as users 
easily tend to forget cryptic or mystic codes. 'Y' for Yes and 'N' for No are more 
meaningful a~ compared to 'T for True and 'F' for False. maybe because the former 
one denotes the language that is preferred by the common man. 

Try to rank the codes given in the rows according to their respective qualities as provided 
in the column. The ranking should be on a five point s<.;ale, where 1 is the lowest ranking 
and 5 is the highest. 

I Simplicity Conciseness Sortability I Stability ! Expansibility 

+=-----±---!--
' ___.__! _ __,____~ 

Train No's 

1 
S'ID Codes , 

Postal PIN 

9.5 DESIGN REVIEW: 4 WAY TEST 
------

Any software project effort, however carefully planned and implemented, still need to he 
reviewed periodically. So much so that the pragmatic view considers (Software 
Development Life Cycle) SDLC not as a straight-line sequential process. but rather as a 
series of steps with each and every step to be reviewed before the next one in chronological 
sequence is taken up. 

Once the design for the software is ready, it is interesting and prudent to take a stock on 
four different dimensions: 

1. I,ooking back at the previous phase of User Requirement~ 

The major predecessor step that is complete before design is obliviously the 'User 
Requirements'. It is therefore worthwhile to see whether the design has picked up 
the baton well from this earlier step. If there are any inconsistencies, a correction is 
advisable before the next step of programming is taken up. 
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The person/team responsible for design may not be the same as the one who collected 
the user requirements. So weeding out differences, if any, is necessary. 

2. Visualizing the next phase of Coding/Programming 

Having ensured the consistency between the user requirements and design, if follows 
as a corollary that the ~mooth continuity of the project is ascertained with a similar 
checking of harmony bet ween the design and its successor step of programming. 

As different teams arc responsible for design and programming, this need is absolutely 
essential to avoid any potential communication gaps. 

3. Macro Approach from perspective of corporate paradigm 

Like any other activity, the software development too has to gel well within the overall 
corporate paradigm of business philosophy, work culture and past trends. If not 
properly guarded, it may lead to untoward situation of state-within-state, where one 
project is completely out of synch with other projects, leading to many problems of 
very high magnitude. 

4. Micro Approach from stand point of project management 

As we have seen, software development is a project tied within a solid framework 
with attributes of time deadlines. cost constraints, human resources. computing 
equipments, etc. Naturally, it has to follow certain rules as a project. It is therefore 
necessary to check whether the design. as one of the major steps in the project, fit<> 
well in the overall project map. 

MAPPING THE DESIGN 

Designing the system- across all its individual components like data storage, input and 
output layouLc;;, progmms specifications and ccxlification scheme- is a complete) y absorbing 
task. It therefore pays to sit back and compare the results with those of the earlier step of 
user requirements. Although each design component is fully derived ti·om the user 
requirements, yet such checking at the end of full design may throw certain light on the 
design lacunae. 

Here arc some of the steps to be taken in this direction. 

1. Adequacy of design 

This point suggests that user requirements will be thoroughly combed to find out 
whether each and every requirement spelt out by the users is addressed in the design. 
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Sometimes the lengthy and tedious requirements are postponed and then missed out 
in the excitement of designing the system. 

2. Synchronization of design components 

Explicit and meticulous efforts are needed to dwell on all the design components 
simultaneously. These components of data storage, input and output layouts, program 
specifications and codification scheme may at time lose their touch with each other 
and give rise to skew-ness in the overall design. If such an anomaly creeps in, it might 
raise its ugly head quite late in testing or worse still in the implementation phase. A few 
examples of such en·ors arc: 

a. A data attribute/field is designed but not used anywhere. 

b. A code devised for some purpose is missing in data storage. 

c. An output item is coming in from the blue; no input for it. 

d. An input field is grabbed but not used later. 

c. A code has been designed in different ways at two places. 

3. Fallacies 

In the passionate flow of narrating an elaborate and intricate workflow, users 
communicate some requirements that are either wrongly stated by them or wrongly 
comprehended by the systems analysts. Such rare possibilities could be pruned out 
with a careful design review. 

4. Inter-dependencies of design component 

Some of the design components are dependent on others and they should flow in that 
natural time sequence. Placing a cart before the horse could happen in systems design, 
too. Such an idiosyncrasy could be spotted with design review alone. Unless removed 
on time, these errors will reflect on the overall schedule and budget of the project. 

ENSURING DESIGN SUITABILITY 

After having looked back at the user requirements, it is sensible to peep into the next 
phase of SDLC programming too. It is the design that works as a primary communication 
between the designer and programmer, so a flawless design plays a crucial role. Here are 
few such points to look into for the smooth transition from design to progranuning. 
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1. Evaluation of program specification 

This obvious step pays Iich dividends at the programming phase by avoiding any 
bottlenecks. 1bc reviewer would go through the specifications for each program and 
try to take a logical run-through ensuring that each necessary tidbit of input, code, 
data storage attribute is available as and when needed. In this exercise, handicaps 
that a programmer may face down the line are ferreted out. 

2. Ascertaining sufficiency of program specifications 

Here, all the program specifications as a whole are evaluated to figure out left out 
items, if any. 1n many cases, the missing program has to be inserted that sits between 
two other programs serving as the proper link in the whole workflow. 

DESIGN HARMONY 

Each software development outfit has its own business agenda, prioritized operations, 
organizational structure and corporate philosophy. All these factors reflect on operation 
undertaken by the unit. Thus, design has also to be in agreement with these foundational 
pillars. 

The following illustrative scenarios will underscore this point: 

1. Business agenda of some companies aim at a very few selected projects developing 
customized software for high value clients, while some other companies develop 
multi-faceted and highly parameterized software productli catering to a mass customer 
base. Such differences in strategy tell on the design aspects of reusability, versatility, 
open ended nature, etc. 

2. If an organization is a large one with a huge workforce, its method is naturally more 
internalized and explicit as compared to a lean and mean organization with moderate 
staff strength. Design would have a similar bearing. In the former case, it would be 
more elaborate and self documented, while in the latter one it could be just workable, 
up and running. 

DESIGN FIT 

As a step in the software project, the design process consumes certain resources in terms 
of cost, computing equipments, manpower and time. Once the design is done, a review is 
beneficial to check whether this resource consumption has been in line with whatever has 
been planned. If there are any overruns, the project has either to provide for compensating 
it in some subsequently project phase, or to revise the estimates. 
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A point to be carefully noted here is that any review - whether a design review, code 
review, or any other - has to be considered as an integral prut of the project and hence to 
be provided for in the planning exercise. Such reviews and inspections are at times ignored, 
avoided or w1dermined in the planning phase, but then that error costs considerably in the 
real life progress of the project. 

9.6 REVIEW OF DESIGN COMPONENTS 

As already explained in the earlier units, design consists of four major ingredients. They 
are ERD and table design, program specification, codification schemes, and input and 
output layouts. We will now have a look at these individual design elements for their 
review procedures. 

1. Review ofERD and Table Design: The review struts with checking the syntactical 
rule about drawing the ERD. It then finds out whether all the user requirements are 
reflected in the ERD and tables. ERD needs to be in harmony with the tables. 

The rules for norrnali:t.ation and primary as well as foreign keys also come under the 
lens. If deviations arc observed, they need to be substantiated with practical justifications. 
Reasonableness of the fields about their compute-or -store dilemma has to be ensured. 

Consistency of similar fields/attributes is to be examined. If one of the address fields/ 
attributes is specified with a width of 50 characters, all the addresses in the database 
should follow the suit. 

An exceptional case is one more point to be noted. If there arc some out-of-box 
entries or records, they must be either taken out of the automation preview or else 
assumptions in the system design that mark the implementation due to lack of discretion 
in computers. 

2. Program Specifications: The program specifications have to be looked at for their 
exhaustiveness, so that nothing is left out and user requirements are not kept hanging. 

Secondly, all the programs taken together must project an overall functionality of the 
proposed system, implying the need for a neat path of execution in terms of one 
program after other. 

Thirdly, each program specification should be presented in a uniform manner. For 
example, starting with the program name, it should go ahead with the purpose explained 
in a small paragraph, the positioning of the program in the whole system, the run time 
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inputs it expects from the users, the fLies it handles with their respective read/write/re
write/view/print mode, reports it throws out, etc. 

3. Codification Scheme: Codes are to be inspected on various counts. Firstly, the 
new code insertion should be a11 minimal as possible. Secondly, the codes should be 
meaningful and simple to usc without any burden on the users to remember. Codes 
should help in sorting and rc-shifting of the data tiles. Future scope for expansion is 
one more feature of the codes. 

4. htput & output layouts: Input and output layouts pose a sizeable task for review. 
There arc some common features to lx>th inputs and outputs like their user friendliness, 
mapping well with the erstwhile pattern, to facilitate the case of use, concise and crisp 
layout, simplicity in reading navigational <:md avoiding the cluttering view. 

9.7 NECESSITYOFCODEREVIEW 
---------------------------
A code review is carcf ulJ y glancing through the source code of a program already written 
by somebody else. Generally, one reads through his or her own program several times 
while writing and particularly once it is done. Is it then still necessary that another person 
should look into one's program? 

It is a human nature to have a sort of affinity to our own creation -- like a picture painted, 
an article written, etc. -due to the passionate creativity that goes into it. It is precisely for 
this reason that one tends to fail to spot any mistakes in such a creative work and is 
inclined to reassure oneself over and again that all is well in that piece of creation. This is 
due to our own mistakes. 

Karl Weigers suggests 5 principles to be followed: 

1. Keep the review team as small as possible. 

2. Respect the individuality and shut off your personal ego. 

3. Final problems during reviews; do not attempt to solve them. 

4. Never spend more than two hours per meeting. 

5. Do have advance preparation before actual review /meeting. 
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£5 Activitv C: 

l. Do you agree with the concept of programmer having an ego as related to their 
work? 

2. Can you think creatively and make your own list of principles for programmers? 

9.8 WliAT TO LOOK FOR IN TilE CODE REVIE"V 

There arc umpteen aspects of the program that come under the lens of the reviewer. Such 
aspects could be broadly categorized under the groups of algorithm, functionality, 
structuredness, corporate standards, efficiency, aesthetics, clean code, contlicts. en-or 
handling, etc. 

We present here a short list indicating the major points only. 

I . Algmithm 

a. Simple & Straightforward Representation of Logic 

b. Optimization of Time & Memory 

c. Store vs. Compute Dilemma 

2. Comment Lines 

a. Ample in Number 

b. Major Location 

c. Recording Details of Update 
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3. Clean Code 

a. Easy to Read, Intended Code 

b. Proper Error Handling 

c. Ea<>e ofU nderstanding 

d. Logical flow of Declarations, Initialization 

4. Dead Code (unused elements) 

a. Variables Gust initialized) 

b. Procedure/Declaration 

c. Files/Constants 

d. Lines of code 

5. Online Help 

a. Inadequate or No help 

b. Context-ID missing 

c. Mismatch of help file mapping 

6. Event Handling 

a. Resize/Click even missing 

b. Timer too short/long 

c. No way to Exit 

d. No key-board Alternatives 

c. Save, OK, Cancel button absent 

7. Conflict<> 

a. Hot/Shortcut keys, Double Assignment 

b. Icons & Action, not in 1-to-1 relation 
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c. Help Context wrong assignments 

d. Error cropping at Right Actions 

e. Unwanted (auto) Pop-up's 

8. Programming 

9. 

10. 

11. 

a. Too large/too small chunk embraced 

b. Too many Nesting/Branches/Loops/Cases 

c. Discouraged Keywords (Go To in COBOL, Ternary Operators inC Language, 

etc.) 

Module Standards 

a. Clarity of Purpose 

b. Single Entry, Single Exit 

c. Clean Declaration of Parameters 

GUI 

a. Uniformity across all modules/screens 

b. Choice of components/button (spin, radio, combo) 

c. i\lignment, size & text/Legend 

d. Clarity & consistency 

Web issues 

a. Load sequence 

b. Count of components per page 

c. Limit on size of the images 

d. Limit on animated pictures 
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12. Aesthetic" 

a. Colour Combination 

h. Size & Fonts 

c. Sound Effects 

13. Granulmity 

a. lJnit/Code Size 

h. Cohesion 

c. Coupling 

14. Domain Specific 

a. Suitable Nomenclature/Connotations 

b. :Yiisleading le1minologies Avoi dcd? 

c. Specifics ofWork-flov. 

d. Peculiar Icons 

15. Cmporate Standards 

a. Variable 1\'aming, Scoping 

b. Comment I .incs 

c. Excluded Keywords 

16. Platform specific!-> 

a. COBOL GOTO 

b . C TERNARY OPERATOR 

c. xBase Curly braces { } for date~ 
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9.9 VARIOUS :FORMS OF CODE REVIEW 

Code reviews come in many flavours and have many purposes. The parties concerned 
also change with each variety, as the basic purpose and level of formality is different in 
each case. 

We discussed in brief the three major types of code reviews: 

1. Peer Review 

This is the most widely used and quite informal way of code review. When a program 
is completed, the author may casually suggest to his/her colleague to glance through 
the code. As both the programmer and the reviewer belong to one and the same 
grade and cadre in the organizationalmng, this is called as peer review. The matter is 
not strictly official and hence the bugs explored or suggested areas for improvements 
are not formally reported to the authorities like a project manager. Such errors arc 
rather rectified then and there. Due to this nipping in the bud, peer reviews arc often 
quoted a..o;; the best preventive control. 

2. Structured Walk-'lbrough 

Also called a Software Technical Review, this is a team work involving a formal 
degree of work. This is used when the peer review has been done and still there is 
certain scope for improvisation. The reviewer here is typically a senior member in the 
project team, not belonging to the same cadre as that of the programmer. The results 
arc also documented ~d taken up systematically for follow-up. 

3. Fagan Code Inspection 

This is probably the most formal manner of code review and is rarely used unless 
there are persistent problems in somebody' s programs. If even after the peer reviews 
and repeated stmctured walk -through, the expected improvement in the quality of 
programming is not shown by the programmer, this quite fonnal code reviews might 
be instituted. It is named after the computer scientist Michael Fagan who first 
formulated it. The program source code is made available to a few members before 
hand and they all assemble together on a pre-intimated data to undertake a detailed 
study of the program. This is at times constructed as an official record building-up to 
demonstrate or prove the inefficiency of the concerned programmer. 

Based on the type of code review, the count and seniority of the participating people 
could vary. The following roles are generally prevalent: 
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1. Inspection Leader/Moderator 

The leader or person-in-charge, in case there are multiple reviewers for a large exercise. 

2. Reviewer/Inspector 

The person( s) who actually perform the job of perusing through the code and offer 
their observations for improvisations. 

3. Author/Producer 

The Programmer who has written the program that is under scrutiny. 

4. Recorder/Scribe 

The person who keeps track of proceedings by taking notes in case of a large and 
formal exercise. 

It needs to be noted that each of the above roles may not be applicable to every 
single code review; things arc more or less context-based to mark the review success. 

9.10 FORMAL TECHNICAL REVIEW 

A software technical review is a form of peer review in which "a team of qualified 
personnel. .. examines the suitability of the software product for its intended use and identifies 
discrepancies from specifications and standards. Technical reviews may also provide 
recommendations of altemati vcs and examination of various altcmati ves". "Software 
product" normally refers to some kind of technical document. This might be a software 
design document or program source code, but use cases, business process definitions, 
test case specifications, and a variety of other technical documentation, may also be subject 
to technical review. 

Technical review differs from software walkthroughs in its specific focus on the technical 
quality of the product reviewed. It differs from software inspection in its ability to suggest 
direct alterations to the product reviewed, and its lack of a direct focus on training and 
process improvement. 

The term formal technical review is sometimes used to mean a software inspection. 

Objectives and Participants 

The purpose of a technical review is to arrive at a technically superior version of the work 
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product reviewed, whether by correction of defects or by recommendation or introduction 
of alternative approaches. While the latter aspect may offer facilities that software inspection 
lacks, there may be a penalty in time lost to technical discussions or disputes which may be 
beyond the capacity of some participants. 

IEEE 1028 recommends the inclusion of participants to fill the following roles: 

• The Decision Maker (the person for whom the technical review is conducted) 
determines if the review objectives have been met. 

• The Review I~eader is responsible for performing administrative tasks relative to 
the review, ensuring orderly conduct, and ensuring that the review meets its objectives. 

• The Recorder documents anomalies, action items, decisions, and recommendations 
made by the review team. 

• Technical staff is an active participant in the review and evaluation of the software 
product. 

• Management staff may participate for the purpose of identifying issues that require 
management resolution. 

• Customer or user representatives may fill roles detennined by the Review Leader 
prior to the review. 

A single participant may fill more than one role, a~ appropriate. 

9.11 SUMMARY 

The codes that have been used for ages arc an inseparable part of computerized systems. 
They serve the purpose of conciseness, meaningfulness, sorting, uniformity and 
organization wide standards. Sequential, block, self-checking, nmemonic, chronological, 
acronyms, etc. are different varieties of codes. Before inserting any new codes, it is essential 
to scrutinize the erstwhile codification system to see whether the same or similar code 
already exists. You must also check whether the important properties of sortability, 
operability, ease of use, etc. exist. 

We also looked at the basic need for a review of the design and the code. We then moved 
on to appreciate the four parts test of design: (a) mapping the design back to requirements, 
(b) ensuring design suitability for programming, (c) harmony of design with corporate 
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paradigm and (d) ascertaining that the design fits well in the project framework. We also 
examined four ingredients of design: E-R Diagram and table design, program specification, 
codification scheme and input and output layout'i. 

We then switched over to code review, followed by the three types of code reviews, viz. 
Peer Review, Structured Walk-Through, and Fagan Code Inspection. Then we discussed 
the Formal Technical Review. Finally, a discussion took place on what is to be looked at 
in a code review. 

9.12 SEL}'-ASSESSMENT QUESTIONS 

1. Explain the following briefly: 

A. Sequential Code 

B. Hierarchical Code 

C. Self-checking Code 

D. Mnemonic Code 

2. Write a short note on the qualities of a code. 

3. Explain the following briefly: 

a. Inter-dependencies of design components 

b. Fagan Code Inspection 

c. Mapping design back to requirements 

d. Comment lines in a program 

e. Formal Technical Review 

4. Write a short note on the necessity of code review. 
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·10.1 INTRODUCTION 

Although there is a lot of thinking and hard work that goes into the software, testing is still 
needed. Besides, the software cannot be put directly to the real life usage; it may bring 
unpleasant surprise to the user organizations and in worse situation, the surprises could tell 
on the organization's business, image and standing. 

Because of the fallibility of its human designers and its own abstract, complex nature, 
software development must be accompanied by quality assurance activities. It is not unusual 
for developers to spend 40% of the total project time on testing. For life-critical software 
(e.g. flight control, reactor monitoring), testing can cost 3 to 5 times as much as all other 
activities combined. The destructive nature of testing requires that the developer discard 
preconceived notions of the correctness of his/her developed software. 

10.2 TESTING DICHOTOMY: BLACK BOX AND WIDTE BOX 

It will be in the proper sequence of things that before going into further details, the difference 
between black box testing (also called functional testing in classical terminology) and the 
white box testing (also called code review) is made clear. 

The notion of U1e word black box suggests a lack of transparency meaning the inside view 
and full details are not available. Thus black box testing is that type of testing where the 
tester has got no access to the design documents, interim artifacts (flow charts. data flow 
diagrams, E-R diagrams, etc.) or even the source code of the software. The only object 
that is available to him is the executable code which he has to run on various inputs, 
observe the output and inform if there is any wrong functionality in the software. 

The concepts of the white box on the other hand, indicate the availability of the inside 
view. The white box testing is thus perfonned not by running the software, but rather by 
singly viewing the prognuns written by software developers and trying to follow the logical 
paths the control may take as it proceeds ahead and to figure out errors if any, merely by 
visualizing the software execution in the mental realm of the tester. 

Needless to say, all the subsequent sections in this unit relate to the black box testing, 
un1ess the explicit context provides otherwise. 

10.3 TESTING PROCESS 

Testing should systematically uncover different classes of errors in a minimum amount of 
time and with a minimum an1oUI1t of effort. A secondary benefit of testing is that it demonstrate...;; 
that the software appears to be working as stated in the specifications. 
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Testing objectives include 

I. Testing is a process of executing a program with the intent of finding an error. 

2. A good test case is one that has a high probability of finding an error as yet 
undiscovered error. 

3. A successful test is one that uncovers an as yet undiscovered error. 

1be data collected through testing can also provide an indication of the software's reliability 
and quality. But, tc.<;ting cannot show the absence of defect- it can only show that software 
defects are present. 

Testing requires a disciplined and complex team work which proceeds in a pre-planned 
manner. Substantial niceties arc involved yet following thread of the testing will provide a 
brief working overview to you. 

a. Visuali7,ation of work-flow: To start with, the whole work-flow of the activities that 
are being computerized need to be brought before our mental eye. There would be 
multiple paths in the system bnmching out and merging together, like the streets that 
are set apart and then meet at cross roads. It is absolutely essential that you pay 
attention to as many transactions a<; possible, however uncommon they may seem to 
be. With this, you can asce11ain that all the possible permutations and combinations 
of the operational varieties are covered. 

b. Building up Test cases: Next, you need to structure a wide variety of test cases. 
Ensure to include the test cases which are more of exceptions. All the routine operation 
matters arc also to be taken into account. Make it a point to have them in a large 
number enough to test whether various screens, reports, etc. tackle them neatly with 
page-breaks, totals, etc. as per the expectations and do not crumble under a huge 
quantity of data. ln general, the guiding principle of the test cases is to assume an 
imaginary desperado role and to build cases which would attempt to fail the software 
in one way or other. Towards this end, you rna y try out gargantuan amounts, negative 
rates, and digits in surnames, blanks in password, alphabets in numerical field<; and 
the like. Those odd inputs could be at the-level of a single data item as illustrated here 
and equally at the level of a complete record, or even a few transactions that make up 
some scenario consisting of multiple data inputs making up an absurd picture to test 
the semantics. Example of such irrational test records are a person joining an 
organization before his date of birth. Similarly, example of illogical test scenarios 
could be an attempt to withdraw a fixed deposit from the bank without having repaid 
loan raised against it. material rejected and sent back to the vendor without actually 
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having received anything from him, etc. Such ca<;e would be so specific to the functional 
domain of the software under test that one who is in the thick of it alone would be 
able to think of them. 

c. Conversion of test cases into test data: Having pooled together the test-case, 
your next job would be too meticulously preparing the test data to be actually input. 
The subtle differences between the test-case and test-data arc that while the case 
may be a conceptual description, the data is the precise set of values that would be 
entered in the specific input screen. One cannot expect that these values would be 
decided by the tester at nm-timc. That would be a time-wise redundant and 
unaffordable lux my, besides; it may not he in synchronization with the values entered 
hy the testers, other fellow colleagues working on the same testing projects. 

Test Case: Withdrawal of a fixed deposit from the bank without having repaid the 
load rose against it. 

Test Transaction: 

1. Opening of a fixed deposit account number 876990 for Rs. 50.000/- on 24/06/ 
08 for a period of 2 years at the rate of 8% interest in the name of Mr. Anil Shah. 

2. Raising a loan ofRs. 20,000/- carrying interest at 10% on 20/4/09. 

3. Closure of the term deposit account before maturity on 24/06/10. 

J6 Activity A: 

Read the test and test transaction given above and see whether you can think of 
some other example. Write your real/imaginary test case and test transaction below. 

d Other Preparatory Data: As you would gather from the above scenario, the process 
of stuffing the test cases to convert it into a test transaction encompasses the following: 

1 . Master Data Preparation 

2. Parameter Settings 

3. DataSpan 

4. Common threads of entities like Accounts and Manufactured Parts. 
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e. Expected Results: You have to think and decide about the expected results. Actual 
testing has to be a fast process and your project implementation deadlines will force 
you to do so. Therefore, during the actual test process, you can't afford the redundant 
time wastage calculating the expected results from counter-checking the correctness 
of software. 

f. Agility of Test Data: Lastly, you should also think of the run-time modification to 
test data that may be forced by software errors or some constraints in the environment 
of the master data set up. If any test transaction has to be deleted or modified, the 
cascading effects of such a change would again tell on multiple dimensions of time 
line, aggregation, etc. Obviously, one cannot stop, suspend or reschedule the testing 
exercise. 

10.4 TYPES OJ!' TESTING 

Testing is the process of creating, implementing and evaluating tests. If you arc shopping 
for a new television, you can call that process "testing for the best TV for you" ... it's kind 
of pretentious, but that is what you're doing as you compare prices and features to find 
what will work best for you. Testing usually has a limited scope and duration-you're just 
looking at TV s and only in your town, you're not going to spend a year shopping, arc you? 

Testing is predicated on the use of a standard of quality: you have a specification of what's 
allowable (no broken links? ALT tags have values? Maximum page weight is 1 OK? etc.) 
And you compare the site to the standard, noting deviations and shortcomings. This seems 
simple, but your testing is only valuable if your standard of quality is comprehensive, well 
thought-out, and reasonable. If your standard has holes, then your testing process has 
blind spots. 

Effective quality control testing requires some basic goals and understanding: 

• You must understand what you arc testing; if you're testing a specific functionality, 
you must know how it's supposed to work, how the protocols behave, etc. 

• You should have a definition of what success and failure are. In other words, is close 
enough good enough? 

• You should have a good idea of a methodology for the test; the more formal a plan, 
the better; you should design test-cases. 

• You must understand the limits inherent in the tests themselves. 
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• You must have a consistent schedule for testing; performing a specific set of tests at 
appropriate points in the process is more important than mnning the tests at a specific 
time. 

Black Box Testing 

Black box testing attempts to derive sets of inputs that willfully exercise all the functional 
requirements of a system. It is not an altcmative to white box testing. This type of testing 
attempt<; to find errors in the following categories: 

1. Incorrect or missing functions, 

2. Interface errors. 

3. Errors in data structures or external database access, 

4. Performance errors, and 

5. lnitiali:tation and termination errors. 

Tests arc designed to answer the following questions: 

1. How is the function's validity tested? 

2. What classes of input will make good test cases? 

3. Is the system pru1icularly sensitive to certain input values? 

4. How are the boundaries of a data class isolated? 

5. What data rates and data volume can the system tolerate? 

6. What effect will specific combinations of data have on system operation? 

White box testing should be performed early in the testing process, while black box testing 
tends to be applied during later stages. Test cases should be derived which 

1. Reduce the number of additional test cases that must be designed to achieve 
reasonable testing, and 

2. Tell us something about the presence or absence of classes of errors, rather than an 
error associated only with the specific test at hand. 
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Equivalence Partitioning 

This method divides the input domain of a program into classes of data from which test 
cases can be derived. Equivalence partitioning strives to dcfmc a test case that uncovers 
classes of errors and thereby reduces the number of test cases needed. It is based on an 
evaluation of equivalence classes for an input condition. An equivalence class represents 
a set of valid or invalid states for input conditions. 

Equivalence classes may be defined according to the following guidelines: 

1. If an input condition specifies a range. one valid and two invalid equivalence cla<>ses 
are defined. 

2. If an input condition requires a specific value, then one valid and two invalid 
equivalence cla<>se.<; are defined. 

3. If an input condition speci~es a member of a set, then one valid and another one 
invalid equivalence class is defined. 

4. If an input condition is Boolean, then one valid and one invalid equivalence class is 
dcfmed. 

Boundary Value Analysis 

This method leads to a selection of test cases that exercise bow1dary values. It complement<; 
equivalence partitioning since it select<; test cases at the edges of a class. Rather than 
focusing on input conditions solely, B VA derives test cases from the output domain also. 
Bmmdary Value Analysis guidelines include: 

1. For input ranges bounded by a and b, test cases should include values a and hand 
just above and just below a and h respectively. 

2. If an input condition specifies number of values, test cases should be developed to 
exercise the minimum and maximum numbers and values just above and below these 
limits. 

If internal data structures have prescribed boundaries, a test case should be designed to 
exercise the data structure at its boundary. 
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Error Guessing 

Logic en·ors and incorrect assumptions are inversely proportional to the probability that a 
program path will be executed. General processing tends to be well understood while 
special case processing tends to be prone to errors. 

\Ve often believe that a logical path is not likely to be executed when it may be executed 
on a regular basis. Our unconscious assumptions about control flow and data lead to 
design errors that can only be detected by path testing. 

Cause-effect f?raphing is a technique that provides a concise representation oflogical 
conditions and corresponding actions. There arc four steps: 

I . Causes (input conditions) and effects (actions) are listed for a module and an identitier 
is assigned to each. 

2. A cause-effect graph is developed. 

3. The graph is converted to a decision table. 

4. Decision table rules arc converted to test cases. 

White Box Testing 

White box testing is a test case design method that uses the control structure of the 
procedural design to derive test ca .. .;;es. Test cases can be derived that 

1. guarantee that all independent paths within a module have been exercised atleast 
once, 

2. exercise all logical decisions on their true and false sides, 

3. execute all loops at their boundaries and within their operational bound<>, and 

4. exercise internal data structures to ensure their validity. 

Basis Path Testing 

This method enables the designer to derive a lo!,Tical complexity measure of a procedural 
design and use it as a guide for defining a basis set of execution paths. Test cases that 
exercise the basis set are guaranteed to execute every statement in the program atleast 
once during testing. 
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Data Flow Testing 

Flow graphs can be used to represent control flow in a program and can help in the 
derivation of the basis set. Each flow graph node represents one or more procedural 
statements. The edges between nodes represent flow of control. An edge must terminate 
at a node, even if the node docs not represent any useful procedural statements. A region 
in a flow graph is an area bounded by edges and nodes. Each node that contains a condition 
is called a predicate node. Cyclomatic complexity is a metric that provides a quantitative 
measure of the logical complexity of a program. It defines the number of independent 
paths in the basis set and thus provides an upper bound for the number of tests that must 
be performed. 

The Basis Set 

An independent path is any path through a program that introduces atleast one new set of 
processing statements (must move along atleast one new edge in the path). The basis set 
is not unique. Any number of different basis sets can be derived for a given procedural 
design. Cyclomatic complexity, V (G), for a flow graph G is equal to 

1 . The number of regions in the flow graph. 

2. V (G) = E-N+ 2 where E is the number of edges and N is the number of nodes. 

3. V (G) = P + 1 where Pis the number of predicate nodes. 

Deriving Test Cases 

1 . From the design or source code, derive a flow graph. 

2. Determine the cyclamate complexity of this flow graph. 

Even without a flow graph, V (G) can be determined by counting the number of 
conditional statements in the code. 

3. Determine a basis set of linearly independent paths. 

Predicate nodes are useful for determining the necessary paths. 

4. Prepare test cases that will force execution of each path in the basis set. 

Each test case is executed and compared to the expected results. 
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Automating Basis Set Derivation 

The derivation of the flow graph and the set of basis paths is amenable to automation. A 
software tool to do this can be developed using a data structure called a graph matrix. A 
graph matrix is a square matrix whose size is equivalent to the number of nodes in the flow 
graph. J-<:ach row and column corresponds to a particular node and the matrix corresponds 
to the connections (edges) between nodes. By adding a link weight to each matrix entry, 
more information about the control flow can be captured. In its simplest form. the link 
weight is 1 if an edge exists and 0 if it does not. But other types of link weights can be 
represented: 

• the probability that an edge will be executed, 

• the processing time expended during link traversal, 

• the memory required during link traversal, or 

• the resources required during link traversal. 

Graph theory algorithms can be applied to these graph matrices to help in the analysis 
necessary to produce the basis set. 

Loop Testing 

This white box technique focuses exclusively on the validity ofloop constmclo;. Four different 
classes ofloops can be defined: 

1. 

2. 

3. 

4. 

1. 

Simple loops, 

Nested loops, 

Concatenated loops, and 

Unstructured loops. 

Simple I.~oops 

The following tests should be applied to simple loops where n is the maximum number 
of allowable passes through the loop: 

l. skip the loop entirely, 

2. only pass once through the loop, 
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3. m passes through the loop where m < n, 

4. n- 1, n, n + 1 passes through the loop. 

2. Nested Loops 

The testing of nested loops cannot simply extend the technique of simple loops since 
this would result in a geometrically increasing number of test cases. One approach 
for nested loops: 

1. Start at the innermost loop. Set all other loops to minimum values. 

2. Conduct simple loop tests for the inne1most loop while holding the outer loops 
at their minimums. Add tests for out-of-range or excluded values. 

3. Work outward, conducting tests for the next loop while keeping all other outer 
loops at minimums and other nested loops to typical values. 

4. Continue until all loops have been tested. 

3. Concatenated Loops 

Concatenated loops can be tested as simple loops if each loop is independent of the 
others. If they arc not independent (e.g. the loop counter for one is the loop counter 
for the other), then the nested approach can be used. 

4. Unstructured IA)()ps 

This type ofloop should be redesigned not tested!!~ 

Other White Box Techniques 

Other white box testing techniques include: 

1. Condition testing 

Exercises the logical conditions in a program. 

2. Data flow testing 

Selects test paths according to the locations of definitions and uses of 
variables in the program. 
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Following clac;sification of testing is based on the stage of the SDLC: 

1. Unit Testing: In this, individual components are tested to ensure that they operate 
correctly. Each component is tested independently without other system components. 

2. Integration Testing: This is also called as module testing. Module is a collection of 
dependent components such ac; an object class, an abstract data types or some loose 
collection of procedure and functions. A module encapsulates related components so 
that it can be tested without other system modules. 

3. System Testing: The modules or sub-systems arc integrated to make the entire 
system. The testing process is concerned with finding enors which normally result-; 
from unanticipated interaction between sub-systems and components. It is also 
concerned with validating that the system meets its functional and non-functional 
requirements. 

4. Regression Testing: The moment the developers roll out the software and users 
take up implementation, the software needs numerous rounds of modification. This is 
due to two factors: 

a. The real life changes in the business environment make it essential that the software 
adapts to those changes which include constitutional changes in the products, 
altered procedures of business partners, variations in tax rates and pricing policy, 
etc. 

b. Despite rigorous tests, the software may still contain some bugs; need not always 
be a technical problem, even the behavioural issues like communication gaps in 
requirements collection could be the root cause - thereby necessitating some 
modifications. 

The regression is performed on those un-changed modules to ensure that they 
work as per their erstwhile functionality. There arc suit of test transactions (called 
test buckets) that arc used for this purpose. 

5. Acceptance Testing: Acceptance test (also called User Acceptance Test-UAT) is 
market with two main points: 

a. [tis performed by users on the complete system in a black box mode to ac;certain 
whether the system functionality is in synch with requirements. 

b. It has got a contractual connotation as it is a decisive criterion for user's 
acceptance or otherwise with implications on the organization's commercial terms. 

-
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.;n Activity B: 

Case Scenario: A bank called 'Public Bank' is a reputed bank having around 5000 
customers. 50 of the customers are from a local school staff. The bank has a software 
developed to store customer's data. According to its rule, the bank allows to withdraw 
money (more than Rs. 10,000/-) only to those customers who have a balance of minimurh 
Rs. 15,000/- and arc bank's customers for atlcast 12 months. 

1 . Enlist 5 different test cases to check the validity and functionality. 

2. Fill the test case with concrete dates, amounts, names, account numbers, etc. to 
convert into test suit. 

3. Enumerate the remaining steps towards drawing up the test plan. 

10.5 REPORTING AND RESOLVING 

Testing process throws up several observations. At times, the large testing exercise raising 
several hundred test reading is not tmcommon. Due to this large number, as also the potential 
nature of the individual observation that may turn out to be an apple of discord, there arc 
some precautions to be taken. But for such explicit steps towards ensuring a common 
understanding, there could be several differences of opinions deteriorating the relationship 
between the developers and the testers. ultimately spoiling the project atmosphere, quality 
and deadline. 

The tester hao:; to maintain following details for each problem area detected: 

l. Details about logical location in the software; showing where exactly the error cropped 
up. Starting from general menus, sub-menus, options, it must pinpoint to the related 
dialogue box and within that say the specific field expecting user input. 

2. Exact user trigger, like precise value of data entered or key presses or mouse clicks, 
etc. 
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3. Elaborate details on the response given by the software like wrong value flashed, or 
unexpected behaviour exhibited, etc. 

4. Complete mapping between actual result and expected result demonstrating the gap 
between the two. 

5. Reference to any other etTor message/error file/log generated by software. 

6. If possible, the screen dump and/or printed copy of the report should be taken with 
due annotations to clarify the fauJtc;;. 

7. In case oflarge testing exercise there may be many such problem areas and therefore 
a new tabulation is required for all of them, shown one per row with details in columns 
like say, location, error nature, supporting exhibits of screen dump or print copy, etc. 

8. The format of such tabulation should be decided mutually well in advance. 

Resolving methods may also be discussed and finalized at the start of the testing exercise, 
since the authority to settle such issues may not be immediately available and the report on 
several such problem areas might be put up to such an authority only periodically. 

It needs to be noted that this is not a prescriptive account of how the testing issues are 
reported and resolved; nonetheless it would give a fair idea to the readers about how the 
testing is taken to its logical end. 

10.6 SUMMARY 

Irregularities traced during the testing may either he errors or bugs or extra requirements 
called as enhancements. A bug is an unexpected behaviour of the software in the light of 
user requirements, while the enhancement is one which is needed by the users but left out 
or has arisen due to changed user requirements. All these irregulmities are expected to 
have been logically rectified. This is obliviously resolved around the rigid document of the 
User Requirement and the interpretations constructed by each party. The issue has 
implications on the time factor a<:; well and decisions on the test findings is therefore influenced 
by the dynamics of the negotiations and degree of readiness of both parties to absorb the 
time delay. 

Irrespective of the classifications of test findings, there should be common modalities about 
communicating the test findings which includes reaching a common understanding, the 
format of noting and signature, etc. It will be in the fitness of the things to record the 
objectives, evidences of errors by cutting and pasting the reports and screen snap-shots 
showing the errors into a standard package like MS-Word. 
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11.1 INTRODUCTION 
------ ---- ------ ----

As we know that DfDs are made up of processes. each process in the DFD becomes a 
program module in the structure chmt. The structure chart not only shows the program 
modules but also indicates how they pass infonnation between themselves. 

It should be noted that there is no magic formula or rule that can be used to group structure 
charts modules into load modules. Such grouping is usually made in trial and error fashion 
and depends on factors such as memory size, module size, and module calling frequency. 

11.2 IMPLEMENTATION 
------- -------- -- --- - -----

Implementation is the realization of an application, or execution of a plan, idea, model, 
design. specification, standard, algorithm. or policy. 

In computer science, an implementation is a realization of a technical specification or 
algorithm as a program, software component, or other computer system. Many 
implementations may exist for a given specification or standard. For example, web browsers 
contain implementations of World Wide Web Consortium-recommended specifications, 
and software development tools contain implementations of programming lm1guages. 

In the IT Industry, implementation refers to post -sales process of guiding a client from 
purchase to use of the software or hardware that was purcha-;cd. This includes Requirements 
Analysis, Scope Analysis, Customizations, Systems Integrations, User Policies. User Training 
and Delivery. These steps are often overseen by a Project Manager using Project 
Management Methodologies set forth in the Project Management Body of Knowledge. 
Software Implementations involve several professionals that are relatively new to the 
knowledge based economy such as Business Analysts, Technical Analysts, Solution 
Architect, and Project Managers. 

Implementation is the carrying out, execution, or practice of a plan, a method, or any 
design for doing something. As such, implementation is the action that must follow any 
preliminary thinking in order for something to actually happen. In an information technology 
context, in1plementation encompasses all the processes involved in getting new software 
or hardware operating properly in its environment, including installation, configuration. 
running, testing. and making neccssm-y changes. The word deployment is sometimes used 
to mean the same thing. 
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System Implementation 

Implementation includes all those activities that take place to convert from the old system 
to the new. After systems analysis and systems design, we enter into implementation stage. 
Really speaking this stage includes programming, testing, and implementation. 

11.3 TRADITIONALAPPROACHTO IMPLEMENTATION 

Traditionally, systems have been coded and tested in the following sequence: 

First. write test and debug each module or small group of modules separately. This is the 
unit test. After you have debugged all the units of the whole system, group all the units into 
subsystems and debug each subsystem. This is the subsystem test. Next, continue the 
subsystem to form the whole system. This is system integration. Finally, test and debug the 
whole system. 

The most severe problem with the traditional approach is that the most crucial interfaces in 
the system. that is, between subsystems arc tested very late in the project. Another problem 
with this approach is that it docs not give much opportunity for anyone to manage rc..-;ource 
in an orderly way. 

It must be accepted that all the bugs c<mnot be removed. The remaining bugs are called 
features of the system and earmarked for tackling under maintenance rather than under 
developed. The poor maintenance programmes will have to deal with such traumas. Thus 
the traditional implementation is an old story in which the deadline is not met, workers 
continue to stumble through the testing phase until they wear down the problems or the 
problems wear them down. 

11.4 INCREMENTALAPPROACH TO IMI>LEMENTATION 

Incremental implementation is a more disciplined approach to system implementation than 
the traditional approach. In the incremental approach, implement the first module and then 
add modules to it, one by one or in small groups. Though the implemented portion begins 
small, but with additions slowly builds into a complete system. How one accomplishes the 
implementation depends on the available resources and the nature of the system. 

11.5 TOP-DOWN INCREMENTAL IMPLEMENTATION 

The top-down approach involves implementing the top module of the structure chart first, 
with each of it-; subordinates being simulated by stub or dummy module. A stub is a module 
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whose function is rudimentary; it is used simply as a placeholder for a real subordinate that 
hasn't yet been implemented F..ach stub is then replaced by a real module whose subordinates 
are again simulated by stubs until the bottom of the structure chart is reached and the 
system is complete. 

Advantages oftop-down incremental implementation are given below-

1. Important feedback to the users can be provided when it is most needed. 

2. The user can use several skeleton system versions to allow them to make a smooth 
transition from their old system to their new system. 

3. A user is never pleased with delayed projects. 

4. If the system has been developed by structured design, then most of the important 
module interfaces should be at the top of the structure chart. 

5. Testing resources are distributed more evenly. 

6. Management has a better idea of the rate of progress by counting working modules 
instead of weighing by code. 

7. If time is short, coding and testing can begin before the design is finished. 

Disadvantages of top-down incremental implementation include: 

1. Delay may occur in testing until stubs are replaced by actual modules. 

2. At times, we may have to develop stubs that perform limited functions that stimulate 
the actual module. 

11.6 BOTTOM-UPIMPLEMENTATION 

This is nothing but top-down incremental implementation turned upside down. Here 
construction and testing begins with atomic modules i.e. modules at the lowest level in the 
structure chart or program. 

Advantages of bottom-up implementation include: 

1. It can allow excellent parallel implementation in the beginning. 

2. Since most structure charts arc pyramidal in shape, hordes of programmes can be 
engaged at the bottom level simultaneously. 

3. It also addresses the testing of a major interface of the system, the physical input and 
output in the early stage itself. 
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Disadvantages include: 

I. The important interfaces from the system point of view arc tackled last. 

2. If different terms at different branches work with the varying speeds, then 
implementation at the bottom degenerates into chaos. 

3. One cannot implement intermediate versions of the system and arc forced to complete 
the whole desit:,m before you begin implementation. 

11.7 SANDWICH INCREMENTAL IMPLEMENTATION 

Sandwich incremental implementation combines the best of top-bottom and bottom-up 
implementation. You implement the top half of the system top-down and the bottom half of 
the system bottom-up and meet in the middle may cause severe interface problem. The 
secret of succc.<>s in sandwich implementation lies in identifying utility modules or critical 
modules. 

11.8 TRAINING OF PERSONNEL 

Training may be for system operators and users. This is done with a view to provide 
hands-on experience with the new system. With interactive system, users can try out software 
directly. In fact training should include (a) an overview of how the system functions (b) 
how it will affect their jobs (c) how it will relate to current manual procedures. 

This is the point where st:J.uctured systems analysis pays off, since many users will have 
already been intimately involved in the creation of the system from the start. Every employee 
need to be reassured that the system is not a threat to their jobs and that they also have 
something to gain from it. 

11.9 CONVERSION 

Conversion is the process of changing from the old system to the new one. There arc four 
modules of handling a system conversion: 

The Parallel System Method: In the parallel systems method, the new system is set to 
work alongside the old one. Data are input to both: old and new system simultaneously 
until the new system has demonstrated that it functions effectively. This method is more 
safe because we need not convert to new systems unless it performs satisfactorily. However, 
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the cost conversion is one disadvantage. But the switch over will be natural and the user 
can see the benefits of the new system. 

The Ilual System Method/Phase-In Method: I Iere the old system is gradually phased 
out while the new one is being phased in. The cost of conversion is lower and there is a 
little duplication of work or data. In addition. direct compruison between the new and old 
system need not be made. However, long phase-in periods may create difficulties for 
analyst<;. If there are problems in the eru·ly phases of implementation, mmour about difficulties 
may assume greater proportions and affect the remaining phases. In certain system, dual 
conversion may not be possible at all. 

Direct Cutover 1\'Iethod: Here the conversion takes place abruptly. The old system 
works till a particular day when it is replaced by the new system. There are no parallel 
activities. There is no falling back to old systems. 

Pilot Approach: ln this method, a working version of the system is implemented in one 
part of the organization such as in a particular dept. The users know that it is pilot testing 
and hence they can experiment to improve the system. When the system is deemed 
completely, it can be installed throughout the organization either by direct cutover method 
or by phase-in method. 

11.10 DOCUMENTATION 

Anything that is written about how a system is designed or its functions is docwnentation. 
An exhaustive docwnentation list given by Fitzgerald is listed here: 

System Documentation: It describes the overall system design and includes system 
flowchrut. input/output formats, file descriptions, control requirement<>. report specifications, 
etc. 

Programming Documentation: This includes programming specifications, descriptions 
of programs logic including graphic aids such as proper flowcharts. Design and program 
documentation are for the use by technical personnel. 

Operational Documentation: It is for those who will keep the system running from day 
to day. It contains operational instructions for normal operations. and directions for handling 
problems and breakdowns. 

Training Documentation: Includes the user training manual and materials to be used in 
the conversion and installation of new system. Users must know to fill out fom1s. how to 
correct errors and how to interpret output. 
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Implementation Plans: Implementation plans and the result of implementation must be 
documented. 

Appendix: This contains all other documentation. For example, feasibility study report, 
problem definition report, study plan, normalization documents, summary of general 
information understanding existing system, new systems requirements, economic cost 
comparisons, fmal written report, list of controls. 

Thus it becomes evident that documentation: 

1. should be adequate 

2. should be clear and 

3. should he updated regularly 

11.11 MAINTENANCE 

System maintenance involves keeping the software operational, i.e. undertake preventive 
measures to keep computer programs current, monitor and fix problems with computer 
programs and modify programs in response to new user requirements. 

Types of Maintenance 

There are three main types of systems maintenance as follows: 

I. Ad:1.ptive types 

2. Corrective types 

3. Perfective types 

Adaptive: This is performed with a view to keep the software current. As internal and 
external business conditions change, the data processing requirements also change. 
Naturally, an organization must modify its operational software accordingly. The adaptive 
maintenance begins with a request for service from the user. fu addition, adaptive maintenance 
also includes other housekeeping ta<>ks. 

Corrective: This is performed in response to software failure. The errors that occur can 
be classified as program errors, system errors, operational errors, and user errors. A 
solution to this is in the form of module repairing which is the redesign of error prone 
modules in an implemented software system. 
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Perfective: This is performed to improve or maintain program efficiency. Modifying 
programs data structures is one way to improve overall program efficiency. By working 
more on adaptive and perfective maintenance tasks and less on corrective maintenance, 
the maintenance progranuner strikes towards the ideal. 

11.12 RE-EVALUATION 

Re-evaluation or Post -implementation review is a formal process to determine how well 
the system is working, how it has been accepted and whether adjustments are needed, 
etc. 

The review should pose the following questions: 

1. Has the system met its objectives? 

2 . Has the performance level of users improved? 

3. Whether the system is easy to usc? 

4. Are there adequate safeguards to prevent errors or to detect errors? 

5. Whether the system provides accurate infonnation in right time? 

6. Are there any unsuitable system components? 

7. Are the operations changed for the better or worse? 

8. What is the cost of operation as compared to previous systems? 

9. Has the new system changed the attitude of the user? 

I 0. How have the new system changed the productivity? 

11. Has the new system brought about organizational changes? 

All these evaluations should be perfonned both before and after installation of an information 
system application. 

11.13 SUMMARY 
------

You must have come to the fair idea of implementation, maintenance. documentation, 
conversions at the end of this unit. This is how the final stage of SDI ,C takes place. We 
have seen the process of re-evaluation and kind of questions that need to be answered at 
the end of system study. 
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In this unit, we are going to understand there-engineering process and business process 
re-engineering, software rccngineering, process restructuring, forward engineering, and 
economies of rcengineering and CASE tools. 

12.1 BUSINESS PROCESS REENGINEERING 

Business Continuity Planning (BCP) is the creation and validation of a practiced logistical 
plan for how an organization will recover and restore partially or completely interrupted 
critical functions within a predetermined time after a disaster or extended disruption. The 
logistical plan is called a business continuity plan. 

In plain language, BCP is working out how to stay in business in the event of disaster. 
Incidents include local incident<; like building fires, regional incidents like earthquakes, or 
national incidents like pandemic illnesses. 

A completed BCP cycle results in a formal printed manual available for reference before, 
during, and after disruptions have occurred. Its purpose is to reduce adverse stakeholder 
impacts determined by both the disruption's scope (who and what it affects) and duration 
(how bad, implications last for hours, months. etc). Measurable business impact analysis 
(BIA) "zones" (areas in which hazards and threats reside) include civil, economic. natural, 
technical, secondary and subsequent. 

A BCP manual for a small organization may be simply a printed manual stored safely away 
from the primary work location, containing the names, addresses, and phone numbers for 
crisis management staff, general staff members, client<;, and vendors along with the location 
of the offsite data backup storage media, copies of insurance contracts, and other critical 
materials necessary for organizational survival. A BCP manual may outline a secondary 
work site, technical requirements and readiness, regulatory reporting requirements, work 
recovery measures, the means to reestablish physical records, the means to establish a 
new supply chain, or the means to establish new production centers. Firms should ensure 
that their BCP m~mual is realistic and ea.;;y to use during a crisis. As such, BCP sits alongside 
crisis management and disaster recovery planning and is a part of an organization's overall 
risk management. 

The development of a BCP manual can have five main phases: 

1. Analysis 

2. Solution design 

3. Implementation 
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4. Testing and organization acceptance 

5. Maintenance 

The above list is not exhaustive. There arc a number of other considerations that could be 
included in your own plan/manual: Risk Identification Matrix - Roles and Responsib~ties 
(ensuring names arc left out but titles are included, e.g. HR Manager) - Identification of 
top risks and mitigating strategies - Considerations for resource reallocation, e.g. skills 
matrix for larger organizations. 

12.2 SOFfWARE REENGINEERING 

Business Process Reengineering is also known as BPR, Business Process Redesign. 
Business Transformation, or Business Process Change Management. It is the radical redesign 
of an organization's processes, especially it~ business processes. Rather than organizing a 
firm into functional specialties (like production, accounting, marketing, etc.) and considering 
the tasks that each function performs; complete processes from materials acquisition, to 
production, to marketing and distribution should be considered. The firm should be re
enginccred into a series of processes. 

The main proponents of re-engineering were Michaellfammer and James A. Clzampy. 
In a series of books including Reengineering the Corporation, Reengineering 
Management, and The Agenda, they argue that far too much time is wasted passing-on 
tasks from one department to another. 

Rc-cngineering is the basis for many recent developments in management. The cross
functional team, for example, has become popular because of the desire to re-enginccr 
separate functional tasks into complete cross-functional processes. Also, many recent 
management information systems developments aim to integrate a wide number of business 
functions. Enterprise resource planning, supply chain management, knowledge management 
systems, groupware and collaborative systems, human resource management systems and 
customer relationship management systems all owe a debt to re-engineering theory. 

Business process reengineering (BPR) began as a private sector technique to help 
organizations fundamentally rethink how they do their work in order to improve customer 
service dramatically, cut operational costs, and become world-class competitors. A key 
stimulus for reengincering has been the continuing development and deployment of 
sophisticated information systems and networks. Leading organizations are becoming bolder 
in using this technology to support innovative business processes, rather than refining cturent 
ways of doing work. 

237 



238 

Software Engineering 

Execute y 4 Guide 

r-----0 ~cis i ~-~-s )1 
.....__ _ .. :) 

Con~ l-d~r f 4. ~-;;;~o-~ts 
l Information J 

Enlploys l 4 Processes 

("~_Teehn~J 
Figure 12.1: Re-engineering Process 

Business process rccngineering is one approach for redesigning the way work is done to 
better support the organization's mission and reduce costs. Rcengineering starts with a 
high-level assessment of the organization's mission, strategic goals, and customer needs. 
Basic questions are asked, such as "Docs our mission need to be redefined? Arc our 
strategic goals aligned with our mission? Who arc our customers?" An organization may 
find that it is operating on questionable assumptions, particularly in terms of the wants and 
needs of its customers. Only after the organization rethinks what it should be doing, does 
it go on to decide how best to do it. 

Within the framework of this basic assessment of mission and goals, reengineering focuses 
on the organization's business processes- the steps and procedures that govern how 
resources are used to create products and services that meet the needs of particular 
customers or markets. As a structured ordering of work steps across time and place, a 
business process can be decomposed into specific activities, measured, modeled, and 
improved. It can also be completely redesigned or eliminated altogether. Recngineering 
identifies, analyzes, and redesigns an organization's core business processes with the aim 
of achieving dramatic improvement-; in critical performance measures, such as cost, quality, 
service, and speed. 
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Rccnginccring recognizes that an organization's business processes are usually fragmented 
into sub-processes and tasks that arc carried out by several specialized functional areas 
within the organization. Often, no one is responsible for the overall performance of the 
entire process. Rccnginccring maintains that optimizing the performance of sub-processes 
can result in some benefits, but cannot yield dramatic improvements if the process itself is 
fundamentally inefficient and outmoded. For that rea~on, rccnginccring focuses on redesigning 
the process as a whole in order to achieve the greatest possible benefits to the organization 
and their customers. This drive for realizing dramatic improvements by fundamentally 
rethinking how the organization's work should be done distinguishes rcenginccring from 
process improvement efforts that focus on funct iona1 or incremental improvement. 

12.3 REVERSE ENGINEERING 

The reengineering of software was described by Chikofsky and Cross in their 1990 paper, 
as "The examination and alteration of a system to reconstitute it in a new form". 
Less formally, reengineering is the modification of a software system that takes place after 
it has been reverse engineered, generally to add new functionality. or to correct errors. 

This entire process is often erroneously referred to as reverse engineering: however, it 
is more accurate to say that reverse engineeting is the initial examination of the system, and 
reengineering is the subsequent modification. 

12.4 RESTRUCTURING 

Restructuring is the corporate management term for the act of reorganizing the legal, 
ownership, operational, or other structures of a company for the purpose of making it 
more profitable. or better organized for its present needs. Alternate reasons for restructuring 
include a change of ownership or ownership structure, demerger, or a response to a crisis 
or major change in the business such a~ bankruptcy, repositioning, or buyout. Restructuring 
may also be described as corporate restructuring, debt restructuring and financial 
restructuring. 

Executives involved in restructming often hire financial and legal advisors to assist in the 
transaction details and negotiation. It may also be done by a new CEO hired specifically 
to make the difficult and controversial decisions required to save or reposition the company. 
It generally involves financing debt, selling portions of the company to investors. and 
reorganizing or reducing operations. 
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The basic nature of restructuring is a 7.Cro sum game. Strategic restructuring reduces financial 
losses, simultaneously reducing tensions between debt and equity holders to facilitate a 
prompt resolution of a distressed situation. 

Steps 

• Ensure the company has enough liquidity to operate during implementation of a 
complete restructuring 

• Produce accurate working capital forecasts 

• Provide open and clear lines of communication with creditors who mostly control the 
company's ability to raise financing 

• Update detailed business plan and considerations 

Characteristics 

• Retention of corporate management sometimes "stay bonus" payments or equity 
grants 

• Sale of underutilized asset<;, such as patents or brands 

• Outsourcing of operations such as payroll and technical support to a more efficient 
third party 

• Moving of operations such as manufacturing to lower -cost locations 

• Reorganization of functions such as sales, marketing. and distribution 

• Renegotiation of labor contracts to reduce overhead 

• Refinancing of corporate debt to reduce interest payments 

• A major public relations campaign to reposition the company with consumers 

• Forfeiture of all or part of the ownership share by pre-restructuring stock holders (if 
the remainder represents only a fraction of the original frrm, it is termed a stub 
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12.5 FORWARD ENGINEERING 

In an ideal world, applications would be rebuilt using an automated "rcenginccring engine". 
The old program would be fed into the en brine, analyzed, restructured and then regenerated 
in a fmm that exhibits the best aspect<; of soft:\¥ are quality.ln the short term, it is tmlikely 
that such an "engine" will appear. but CASE vendors have introduced tools that provide a 
limited subset of these capabilities that address specific application domain. More important, 
these reengineering tools are becoming increasingly more sophisticated. 

Forward engineering, also called renovation or reclamation, not only recovers design 
information from existing software, but uses this information to alter or reconstitute the 
existing system in an effort to improve its overall quality. In most cases, reengineered 
software re-implements the function of the existing system and also adds new functions 
and/or improves overall performance. 

12.6 ECONOMICS OJ;' REENGINEERING 

In a perfect world, every maintainable program would be retired immediately, to be replaced 
by high-quality, reengineered applications developed using modern software engineering 
practices. Rcengineering drains resources that can be used for other business purposes. 
Therefore, before an organization attempts to reengineer an existing application, it should 
perform a cost-benefit analysis. 

A cost-benefit analysis model for reengineering has been proposed by Sneed. Nine 
parameters are defined: 

P 
1 

cunent annual maintenance cost for an application 

P 
2 

= current annual operation cost of an application 

P 
3 

current annual business value of an application 

P 
4 

predicted annual maintenance cost after reengineering 

P 
5 

predicted annual operation cost after reengineering 

P 
6 

predicted annual business value after reengineering 

P
7 

estimated rcenginccring costs 

P 
8 

estimated reengineering calendar time 
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P 
9 

= reengineering risk factor (P9 = 1.0 is nominal) 

L = expected life of the system (in years) 

The cost associated with continuing maintenance of a candidate application can be defined 
a~: 

C . = [P3 - · (Pl +P2)] * L (A) 
mamt 

The cost associated with reengineering are defined using the following relationship: 

C = [P6-(P4+P5) * a. - P8)- (P7 * P9)] recng 
(B) 

Using the cost presented in equations (A) and (B) the overall benefit of rccngineering can 
be computed as: 

Cost Benefit = C - C . 
reeng mumt 

(C) 

The cost-benefit analysis presented in the above equations can be petformcd for all high
priority applications identified during inventory analysis. Those applications that show the 
highest cost benefit can be targeted for reengineering, while work on others can be 
postponed until resources are available. 

12.7 WHAT IS CASE? 

CASE is the use of computer-bac;cd support in the software development process. This 
definition includes all kinds of computer-ba~ed support for any of the managerial, 
administrative, or technical aspects of any part of a software project 

Since the early days of writing software, there has been an awareness of the need for 
automated tools to help the software developer. Initially, the concentration was on progran1 
support tools such as translators, compilers, assemblers, macro processors. and linkers 
and loaders. However, as computers became more powerful and the software that ran on 
them grew larger and more complex, the range of support tools began to expand. In 
particular, the use of interactive time-sharing systems for software development encouraged 
the development of program editors, debuggers, code analyzers, and program-pretty 
printers. 

As computers became more reliable and in greater usc, the need for a broader notion of 
software development became apparent. Software development came to be viewed as: 

--
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• A large-scale activity involving significant effort to establish requirements, design an 
appropriate solution, implement that solution, test the solution's correctness, and 
document the functionality of the final system. 

• A long-term process producing software that requires enhancement throughout its 
lifetime. The implications of this arc that the structure of the software must enable 
new functionality to be added easily, and detailed records of the requirements, design, 
implementation, and testing of the system must be kept to aid maintainers of the 
software. In addition, multiple versions of all artifacts produced dllling a project must 
be maintained to facilitate group development of software systems. 

• A group activity involving interaction cm10ng a 11Ul11ber of people during each stage of 
it-; life. Groups of people must be able to cooperate, in a controlled manner, and have 
consistent views of the state of the project. 

• This view of"programming in the large' ' resulted in a wide range of support tools 
being developed. Initially, the tools were not very sophisticated in their support. 
However, two important advances had the effect of greatly improving the sophistication 
of these tools. 

• Research in the area of software development processes gave rise to a number of 
software design methods (e.g., Jackson Structured Programming, the Yourdon 
Method) that could be used as the basis for software development. These methods 
were ideally suited to automated tool support in that they required step-by-step 
adherence to methods, had graphical notations associated with them, and produced 
a large number of artifacts (e.g., diagrams, annotations, and documentation) that 
needed to be recorded and maintained. 

• Personal workstations and personal computers. These machines have relatively large 
memory storage capacities, fast processors, and sophisticated bit-mapped graphic 
displays that arc capable of displaying charts, graph ical models, and diagrams. 

12.8 BUILDING BLOCK FOR CASE 

A CASE tool is a computer-based product aimed at supporting one or more software 
engineering activities within a software development process. 

Other authors have attempted to make finer-grained distinctions between different classes 
of CASE tools along a number of dimensions. 
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The most common distinctions are: 

• Between those tools that are interactive in nature (such as a design method support 
tool) and those that are not (such as a compiler). The former class is sometimes 
called CASE tools, while the latter class is called development tools. 

• Between those tools that support activities early in the life cycle of a software project 
(such as requirements and design support tools) and those that are used later in the 
life cycle (such as compilers and test support tools). The former class is sometimes 
called ti·ont-end CASE tools, and the latter are called back-end CASE tools. 

• Between those tools that arc specific to a particular life-cycle step or domain (such 
as a requirements tool or a coding tool) and those that are common across a number 
of life-cycle steps or domains (such as a documentation tool or a configuration 
management tool). The former class is sometimes called vertical CASE tools, while 
the latter class is called horizontal CASE tools. 

Unfortunately, all these distinctions are problematic. In the first ca~e, it is difficult to give a 
simple and consistent definition of 'interactive' that is meaningful. For example, some classes 
of compilers prompt the user for information. In the second and third cases, there is an 
assumption about the methods and approaches in use (e.g., object-oriented software 
development, or prototype-oriented development), hence our usc of the broader, inclusi vc 
definition of a CASE tool. 

12.9 A TAXONOMY OF CASE TOOLS 

The first generation of CASE tool developers concentrated to a large extent on the 
automation of isolated tasks such as document production, version control of source code, 
and design method support. While successes have been achieved in supporting such specific 
taskli, the need for these 'islands of automation' to be connected has been clearly recognized 
by many first generation CASE tool users. For example, a typical development scenario 
requires that designs be closely related to their resultant source code, that they be consistently 
described in a set of documentation, and that all of these artifacts be under centralized 
version control. The tools that support the individual tasks of design, coding, documentation, 
and version control must be integrated if they are to support this kind of scenario effectively. 

In fact, such tools are more often used as components in a much more elaborate software 
development support infrastructure that is available to software engineers. A typical CASE 
environment consists of a number of CASE tools operating on a common hardware and 
software platfonn. Also note that there are a number of different classes of users of a 
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CASE environment. Some users, such as software developers and managers, wish to 
make use of CASE tools to support them in developing application systems and monitoring 
the progress of a project. On the other hand, tool integrators arc responsible for ensuring 
that the tools operate on the software and hardware platfom1 available. and the system 
administrator's role is to maintain and update the hardware and software platform itself. 

Also note that software developers, tool integrators, and system administrators interact 
with multiple CASE tools and environment components that form the software and hardware 
platfmm of the CASE environment. It is these interactions, among the different CASE 
environment components and between users and those components that are the key 
elements of a CASE environment. fu many respects, the approach toward the management, 
control, and supp01t of these interactions distinguishes one CASE environment from another. 
We can define a CASE environment by emphasizing the importance of these interactions. 

A CASE environment is a collection of CASE tools and other components together with 
an integration approach that supports most or all of the interactions that occur among the 
environment components, and between the users of the environment and the environment 
itself 

The critical part of this definition is that the interactions among environment components 
arc supported within the environment. What distinguishes a CASE environment from a 
random amalgamation of CASE tools is that there is something that is provided in the 
environment that facilitates interaction of those tools. This 'something' may be a physical 
mechanism such as a shared database or a message broadcast system, a conceptual notion 
such as a shared philosophy on tool architectures or common semantics about the object\~ 
the tools manipulate, or some combination of these things. 

The range of possible ways of providing the 'glue' that links CASE tools together inevitably 
leads to a spectrum of approaches to implementing a CASE environment. One of the main 
points we make in this book is that there are many ways to build a CASE environment. 
While many people concentrate on the selection of CASE tools and components when 
assembling a CASE environment, they largely ignore the need to support the interactions 
among those components. We concentrate less on which components should be chosen, 
and much more on how the selected components can be made to work together effectively. 
Whether a chosen approach to component interaction is appropriate in a given context 
will depend on many overlapping factors: the needs of the organization in question, the 
available resources, and so forth. A detailed assessment of these related factors and 
constraints is necessary to determine the CASE environment most suited to the problem 
at hand. 
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12.10 INTEGRATED CASE ENVIRONMENT 

CASE is a tool to automate certain processes in the software development cycle. CASE 
depending upon a choice of tools, may automate a single process or a multiple one. CASE 
tools can be classified by their purpose and usage and role in the development cycle. 

The following table shows their usc in development: 

• Information Engineering 

• Modelling 
I 

• Planning & Scheduling 

• :Models business information in terms of 
primary objects relationship and their 
application. 

• Represents process, functions and data for 
understanding & analysis 

• Creates WBS and its network. Estimates 
efforts, cost, resources & scheduling task for 
completion. 

Table 12.2: CASE Tools and their Usage 

12.11 THE INTEGRATION ARCIDTECTURE 

A group of tools put together is called a CASE tool. Further, when these tools are integrated 
as a set, it is termed as 'I-CASE' . A good I-CASE tool provides assistance in analysis, 
modelling, prototyping, specification checking, high-end and low-end designing, error 
checking, testing and documentation. 

12.12 THE CASE REPOSITORY 

The word "repository" is "anything or person thought of as a center of accumulation or 
storage". During the early history of software development, the repository was indeed a 
person- the programmer who had to remember the location of all information relevant to 
a software project, who had to recall infonnation that was never written down and 
reconstruction. The role of the person or software engineer is to interact with the repository 
using CASE tools that are integrated with it. 

The repository for an I -CASE environment is the set of mechanism and data stmcture that 
achieve data-tool and data-data integration. It provides the oblivious functions of a database 
management system, but in addition, the repository performs or precipitates the following 
functions: 
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• Data integrity - includes functions to validate entries to the repository, ensure 
consistency among related objects, and automatically perform ''cascading" 
modifications when a change to one object demands some change to objects that are 
related to it. 

• Information sharing -provides a mechanism for sharing information among multiple 
developers and between mul6ple tools. manages and controls multi-user access to 
data and lock/unlocks objects so that changes arc not inadvertently overlaid on one 
another. 

• Data-tool integration- establishes a data model that can be accessed by all tools in 
the I-CASE environment, control access to the data, and performs appropriate 
configuration management function. 

• Data-data integration- the database management system relates data objects so 
that other functions can be achieved. 

• Methodology er~f'orcement- the E-R model of data stored in the repository can 
imply a specific paradigm for software engineering - at a minimum, the relationships 
and objects define a set of steps that must be conducted to build the contents of the 

repository. 

• Document standardization - the definition of objects in the database leads directly 
to a standard approach for the creation of software engineering documents. 

To achieve these functions, the repositmy is defined in terms of a meta-model. The meta
model determines how information is stored in the repository, how data security and integrity 
can be maintained, and how easily the existing model can be extended to accommodate 
new needs. 

The metadata is the template into which software enginee1ing information is placed. An 
entity-relationship meta-model can be created, more sophisticated model are also under 
consideration. 

12.13 SUMMARY 

Re-engineeting occurs at two different levels of abstraction. At the business level, 
rcengineering focuses on the business process with the intent of making changes to improve 
competitions in some area of the business. At the software level, reengineering examines 
information systems and applications with the intent of restructuring or reconstructing them 
so that they exhibit higher quality. 
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Business process rccngineering defines business goals, identifies and evaluates existing 
business process, specifies and designs revised processes, and prototypes, refines and 
instantiates them within a business. TheresultofBPR is often the definition of ways in 
which information technologies can better support the business. 

Software reengineering encompasses a series of activities that include inventory analysis, 
document restructuring, reverse engineering, program and data restructuring and forward 
engineering. The intent of these activities is to create versions of existing programs that 
exhibits higher quality and better maintainability --programs that will be viable well into the 
twenty-first century. 

Reverse engineering is the process of analyzing a program in an effort to extract data, 
architectural, and procedural design infmmation. Finally, fmward engineering reconstructs 
a program using modern software engineering practices and infonnation learned during 
the reverse engineering. 

12.14 SELl!'-ASSESSMENT QUESTIONS 
---------------------

I. What is Business Process Reengineering? 

2. What is Reverse Engineering? 

3. What is restructuring? What arc the steps of restructuring? 

4. What is forward engineering? 

5. What arc CASE tools? What are I-CASE tools? 

6. What is CASE repository? What are its functions? 

7. What is Economics ofReengineering? 
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13.1 ESSENTIAL OF SECURITY 

Security is the protection of a person, property or organi.,..ation from an attack There are 
people who have distorted motivations to perform such attacks. The types of protection 
include prevention, response and pre-emptive attacks. 

Security is the degree of protection against danger, loss, and criminals. Individuals or 
actions that encroach upon the condition of icup protection are responsible for a "breach 
of security." 

Security is a condition that results from the establishment and maintenance of protective 
measures that ensures a state of inviolability from hostile acts or influences. 

Security has to be compared and contrasted with other related concepts: safety, continuity, 
reliability. The key difference between secmity and reliability is that security must take into 
account the actions of people attempting to cause destruction. 

The word security is derived from the Ancient Greek "Se-Cura" and literally translates to 
"without fear". 'Security' is therefore the state of being secure, or the actions employed to 
achieve that state, i.e. to be secure is to be without fear of harm. 

There is an inunense literature on the analysis and categorization of security. Part of the 
reason for this is that, in most security systems, the "weakest link in the chain" is the most 
important. The situation is asymmetric since the defender must cover all point-; of attack 
while the attacker need only identify a single weak point upon which to concentrate. 

In information security, a risk is written as an asset, the threats to the asset and the 
vulnerability that can be exploited by the threats to impact the asset - an example being: 
Our desktop computers (asset) can be compromised by malware (threat) entering the 
environment as an email attachment (vulnerability). 

The risk is then a-;sessed as a function of three variables: 

• the probability that there is a threat. 

• the probability that there are any vulnerabilities. 

• the potential impact to the business. 
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Threat Security I! 'unction Technology 
- --

Data intercepted, Encryption 
I 

Encoded data to Symmetric and 
read or modified prevent tempering A'>ymmetric 
illicitly encryption 

False identity wit Authentication Identity verification Digital Signature 
han intention of of both sender 
fraud and receiver 

Unauthorized user Firewall Filters and prevents Fircwalls; Virtual 
on one network certain traffic from Private Nets 
gains access to entering the (VPN) 
another I_ network or server 

--- -- - --

Table 13.1: Some security threats and solutions 

The two probabilities are sometimes combined and are also known as likelihood. If any of 
these variables approaches :1..ero, the overall risk approaches zero. The management of 
actuarial risk is called riskmanagemcnt. 

Threat may refer to: 

• An act of coercion wherein a negative consequence is proposed to elicit response. 

• Threat afforce (public international law), such as act of coercion between nations. 

• Threat display, behavior that emphasizes one's aggressive potential. 

Vulnerability is the susceptibility to physical or emotional injury or attack. It also means 
to have one's guard down, open to censure or criticism; assailable. Vulnerability refers to 
a person's state of being liable to succumb, as to persuasion or temptation. 

A window of vulnerability, sometimes abbreviated to wov, is a time frame within which 
defensive measures arc reduced, compromised or lacking. 

13.2 PHYSICAL SECURITY 

Physical security describes both mea'iures that prevent or deter attackers from accessing 
a facility, resource, or infom1ation stored on physical media and guidance on how to design 
structures to resist various hostile acts. It can be as simple as a locked door or as elaborate 
as multiple layers of armed Security Guards and Guardhouse placement. 
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The field of security engineering has identified the following element<; to physical security: 

• explosion protection; 

• obstacles, to fmstrate trivial attackers and delay serious ones; 

• alrums, security lighting, security guard patrols or closed-circuit television cameras, 
to make it likely that attacks will be noticed; and 

• security responses, to repel catches or frustrate attackers when an attack is detected. 

In a well designed system, these features must complement each other. There are atleast 
four layers of physical security: 

• Environmental design 

• Mcch<mical and electronic access control 

• Intrusion detection 

• Video monitOiing 

The goal is to convince potential attackers that the likely cost<; of attack exceed the value 
of making the attack. 

The initial layer of security for a campus, building, office, or physical space uses Crime 
Prevention Through Environmental Design to deter threat<;. Some of the most common 
examples are also the most basic- barbed wire, warning signs and fencing, concrete 
bollruds, metal baniers, vehicle height-restrictors, site lighting and trenches. 

~'.· ., 

Figure 13.1: Electronic Access Control 
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The next layer is mechanical and includes gates, doors, and lock'>. Key control of the 
locks becomes a problem with large user populations and any user turnover. Keys quickly 
become unmanageable forcing the adoption of electronic access control. Electronic access 
control easily manages large user populations, controlling for user lifccycles times, dates, 
and individual access points. For example a user's access rights could allow access from 
07:00 to 19:00 Monday through Friday and expires in 90 days. 

An additional sub-layer of mechanical/electronic access control protection is reached by 
integrating a key management system to manage the possession and usage of mechanical 
keys to locks or property within a building or campus. 

The third layer is intrusion detection systems or alarms. Intrusion detection monitors for 
attacks. It is less a preventative measure and more of a response measure, although some 
would argue that it is a deterrent. Intrusion detection has a high incidence of false alarms. 
Jn many jurisdictions, law enforcement will not respond to alarms from intrusion detection 
systems. 

Figure 13.2: Closed-circuit television sign 

The last layer is video monitoring systems. Like intrusion detection, these ru·e not much 
of a deten·ent. Video monitoring systems arc more useful for incident verification and 
historical analysis. For instance, if alru1ns are being generated and there is a camera in 
place. the camera could be viewed to verify the alarms. In instances when an attack has 
already occurred ru1d a camera is in place at the point of attack, the recorded video can be 
reviewed. Although the term closed-circuit television (CCTV) is common, it is quickly 
becoming outdated as more video systems lose the closed circuit for signal transmission 
and are instead trru1smitting on computer networks. Advances in information technology 
ru·e transforming video monitoring into video analysis. For instance, once an image is digitized 
it can become data that sophisticated algorithms can act upon. As the speed and accuracy 
of automated analysis increases, the video system could move from a monitoring system 

255 



256 

Software Engim:ering 

to an intrusion detection system or access control system. It is not a stretch to imagine a 
video camera inputting data to a processor that outputs to a door lock. Instead of using 
some kind of key, whether mechanical or electrical, a person's visage is the key. 

Figure 13.3: Private Factory Guard 

Intertwined in these four layers arc people. Guards have a role in all layers. in the first as 
patrols and at checkpoints. In the second to administer electronic access control. In the 
third to respond to alarms. The response force must be able to arrive on site in less time 
than it is expected that the attacker will require breaching the barriers. And in the fourth to 
monitor and analyze video. Users obviously have a role also by questioning and reporting 
suspicious people. Aiding in identifying people as known versus unknown are identification 
systems. Often photo ID badges are used and are frequently coupled to the electronic 
access control system. Visitors are often required to wear a visitor badge. ATMs (cash 
dispensers) arc protected, not by making them invulnerable, but by spoiling the money 
inside when they are attacked. Money tainted with a dye could act as a flag to the money's 
unlawful acquisition. 

Safes are rated in tenus of the time in minutes which a skilled, well equipped safe-breaker 
is expected to require opening the safe. These ratings are developed by highly skilled safe 
breakers employed by insurance agencies, such as Underwriters Laboratories. In a properly 
designed system, either the time between inspections by a patrolJing guard should be less 
than that time, or an alarm response force should be able to reach it in less than that time. 

Hiding the resources, or hiding the fact that resources are valuable, is also often a good 
idea as it will reduce the exposure to opponents and will cause further delays during an 
attack, but should not he relied upon as a principal means of ensuring security. 
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13.3 LOGICAL PROTECTION 

Information system security is the prevention and protection of computer assets from 
unauthorized access, use, alteration, degradation, destruction. and other threats. There 
arc two main sub-types, physical and logical security. Physical security issues are already 
covered, now its time to learn logical protection. Logical computer security involves !JOn
physical protection, such as that provided by authorization or encryption schemes. 

Areas of Vulnerabilities of computer assets are: 

J . Files - these are the life blood and end product of computer system. 

2. Terminals- they are machines which facilities system ·s working. 

3. Remote Access - scanning, scoffing, fishing, and hacking. 

4. Cables/wiring- tapping. 

5. Servers/routers - intrusions. 

6. Devices/peripherals- physical theft. 

7. Radiation- computers throw out a variety of emissions for intercept or harm. 

8. Viruses- through e-mail, unsolicited programs and attachments, etc. 

9. Hacker - a person who intentionally creates havoc or docs damage to a computer 
system, has been around for a long time. 

10. Bugs and defects: it is possible to have a completely error-free program, hence 
unknowingly the defects/bugs influence the systems working. 

11. Program changes. 

12. Theft of data, services and cquipments. 

The basic need of information security is handling of data over a widely spread network 
without compromising on its integrity. Following measures may help to secure information 
system.c;;: 

I. Encryption 

2. Public Key Cryptosystem 

3. Digital Signature 

4. Public Key Infrac;;tructure(PKI) 

---~----~-------- ---
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1. Encryption 

Encryption of data is an oldest known technique. mainly used for espionage operations. 
The first computer COLLOSSAS wa<> developed to break the encrypted messages 
of Germans. Encryption requires two things; Plain Text Message, and Encryption 
Algorithm. After applying encryption algorithm on plain text what we get is Encrypted 
Message. 

Computer technology has made it easy to develop complex algorithms for encryption. 
It also added one more attribute to encryption technology that is Key. Key is additional 
string of characters, which is mixed with plain text along with algorithm to create 
encrypted message- called as Cryptogram. 

The reverse process is called decryption. To decrypt the cryptogram one need to 
possess the knowledge of Key and the algorithm. Anyone who has both these att:Iibutes 
can decrypt the encrypted message and read it. 

The power of computers helped in developing the complex cryptosystems, hut the 
same power cru1 be used to find out the key by trial and error method. Thus anyone 
who wants to know the secret encrypted message can use computers to break the 
cryptosystem. IBM first came up with most complex encryption system which was 
later accepted by A..l\l"SI a<> standard and was called DES - Data Encryption Struldard. 
The system used the 64 bit key for encryption. 1b make the process more complex, 
Double DES and Triple DES were also used. (According to latest report, the DES 
standards will shmtly be replaced by more complex algorithm.) 

Symmetric Key Encryption 

C:lurn xt Message 

Figure 13.3: Symmetric Key Encryption 



Unit 13 Security 

The goal of cryptography is to protect the ptivacy of individuals. As an example, two 
parties wish to communicate privately, so that an adversary knows nothing about what 
was communicated. The parties wishing to communicate privately agree on a key, which 
they will keep secret. Due to this privacy/secrecy, the system is referred as "secret-key 
cryptosystem'' or "Private Key Cryptosystem". To open an encrypted message using a 
secret key, you must know the key. Since the same key was used for Encryption and 
Decryption, the system is also ca11ed as Synchronous Ctyptosystem. When 'Encryption 
Key' and 'Decryption Key' are same, it is called Private Key Ctyptosystem. The problem 
of this system is the person who receives the message should know the key to decrypt. 
Another problem is communication of the key, any miscreant possessing the Key during 
communication can misuse the san1e to read the secret message. To overcome this problem, 
Public Key Cryptosystem was introduced . 

Cl.l.! arte x 
Message 

• Encryption 

1 
Key 

Transm:itted 
Message 

ncr yp tio n !---
algorithm 

Decryption. 

Key ~ 

Figure 13.4: Private Key Cryptosystem 

2. Public Key Cryptosystem 

C 11.! arte xt 
Message 

This system works on the Latch-Lock Principle. Anyone can lock it but only key 
holder can open it. Public Key Cryptosystern has a pair of keys. one of them is made 
Public just like publishing the telephone number in directory, referred as Public Key 
while another is kept secret [Private Key l Sender of message encrypts the message 
using Receiver's Public Key. Now only receiver can dectypt it by using his Private 
Key which is known only to the receiver. 

The ha">ic characteristic of Public Key Cryptosystem is. one cannot derive the Private 
Key from Public Key. Also one can reverse the mechanism. i.e. Sender can use his/ 
her private key to encrypt the message, which any one can decrypt using sender's 
Public Key. 
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The major factor in this mechanism is to derive the Key Pair. In order to derive these 
keys a complex mechanism is used, to explain it in simple way, "it is a function of 
Product of two large Prime Numbers". 

If P J and P2 are two large Prime Numbers, then 

M= Pl * P2. 

Pb[K] = ftr[M, PI or P2l and Pr[Kl = fn[M and P2 or Pl] 

Such thatftz[M and Pb[KJ not = Pr[K] 

The complexity of Key pair depends upon the length of key. 

Three mathematicians - Rivest, Adelman and Shamir- came up with the most complex 
key pair mechanism called RSA system. The system used 128 bit key. The strength 
of the system is the complexity of mechanism to derive the private key from public 
key. Though the 128 bit key of RSA system has been broken, it took almost 6 
months for 300 programmers to do that, meanwhile 256 bit key mechanism was 
developed. Today the Public Key cryptosystem is being developed for 4k ( 4096 bit) 
long key. 

Public/Private Key 
One half of a key pair is used to encrypt# 

the other half is used to decrypt. 

Recipient's 
Privlte 

Key 

Figure 13:5: Public/Private key Cryptosystem 

-
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3. Digital Signature 

Digital signature is application of Public Key Cryptosystem. It has nothing to do with 
our signature; it is the scanned image of manual signature. It is encrypted text, which 
has properties of the signature of a person. 

1. The signature of a person establishes identity of the person. 

2. Establishes the responsibility. 

3. Cannot be forged easily. 

Unlike signature of a person, digital signature is unique to each message. The plain 
text message is subjected to a program, which generates a small string of characters 
called 'Message Digest' . This message digest is unique per message and any small 
change in the body of message generates different message digest. The program to 
which it is subjected is called 'Hash Function' . 

This message digest is then encrypted using sender's Private Key. This encrypted 
message digest is called 'Digital Signature'. This signature is then attached to the 
message converting it into a signed message which can be encrypted by using any of 
the cryptosystem (Public or Private). 

The receiver decrypts the encrypted message. Runs the similar Ha<>h Function of the 
decrypted message to generate the 'Message Digest'. Receiver then decrypts the 
'Digital Signature' using sender's public key and compares it with the message digest 
created by him. Any difference indicates that the message has been changed 
subsequent to the generation of message digest. 

Purpose of encrypting ·.Message Digest' with sender's private key, is that the sender 
subsequently cannot deny sending the message, since his private key is known only 
to him. What if sender subsequently claims that his private key was compromised? In 
this case, one requires an arbitration authority, which can help in establishing the 
authenticity of the message. IT Act 2000 is specifically framed to provide necessary 
legal framework for implementation of Digital Signatures and necessary infrastructure 
to establish the system of 'Digital Signatures,. This infra<>tructure is called as Public 
Key Infra"itructure. 

4. Public Key Infrastructure 

Public key cryptosystem is almost unbreakable, but the question is who will maintain 
the directory of Public Key? If we want to confirm what is the public key of another 
person, what is the mechanism which will give a<>surance that it is in fact the public 
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key of the person to whom we want to send encrypted message. That means there 
must be some system that can assure about the authenticity of the public key 
mechanism. Also there are issues of non-repudiation of digital signatmcs. The 
environment which makes this system exist and function is called Public Key 
Infrastructure (PKI). 

Components ofPKI 

J . Cettifying Authority [ CA J: The person or organization who can certify these needs to 
be a third patty which cru1 be trusted by both- the sender and the receiver. This third 
party is known as CcrtifyingAuthmity. 

2. Arbitrator of Digital Signatures: The person or body, which looks into the non
repudiation cases for digital signature.'>. 

3. Controller of Certifying Authority: The highest body or organization, which establishes: 

The rules and standards to be used for Public Key Cryptosystem. 

Controls the establishment of CA. 

Specifies the framework of operations and security for CA. The secure IT 
environment for CA is essential since the ccrtif ying authority holds the data of all 
the persons/organizations certified by the CA. 

13.4 AUDIT CONTROL 

The dictionary meaning of the word Audit is: ''Verification of records offmancial transactions 
and inspecting them for being in accorda11ce with the organi:.r,ation 's policies and proccdmes". 

Information System comprises of Hardware, Software, Network & Communication, Data 
and People (Brainware). lnformation System Audit can be defined as an Independent 
review of all these aspects of Information System. 

Efficient and effective information system provides an edge in the competitive market. 
lnformation system is ultimately generated by human beings and it is not a god's gift. 
Hence efficiency and effectiveness as well as quality of Information System depend on 
many factors. Some of these factors arc-

• Understanding of Business - Here not only the general understanding of business 
is expected, but understanding the peculiarities of business is also expected. 
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• Understanding the Client's Requirements- Understanding of client's requirement 
and matching them with the available technique is a crucial part in an Infonnation 
System. Client's requirements include software specifications, hardware specification, 
data availability and data quality and quality of personnel assets. The most important 
thing is to understand-What are the goals and objectives of the client's business and 
how the information system will achieve it. 

• Development and Implementation Procedure - Software is the brain of an 
Information System. Success of Information System depends mostly on the successful 
development and implementation of the soft ware. 

• Security Policies- Effective Information System needs effective security policy. In 
today' s web world, information system needs to be protected from unauthorized 
access, physical and natural hazards. Proper anangcments arc required in case of 
disaster of system. Organization is required to have security pol icy for appropriate 
use oflnformation System and to protect it from physical and natural hazards. 

Information System Audit can contribute considerably, to increase the efficiency, effectiveness 
and quality of Information System. For example I.S. Auditor can review the System 
Requirement Specification or Security Policy at the time of its preparation. 

Some of the basic objectives of Information System Audit are-

1) To check whether Information System ha<; built-in Internal Controls and such Internal 
Controls are-

a. Safeguard Assets- including Data. 

b. Comply with Law, Regulations and Policies ofOrgani:t.ation. 

c. Properly authorize Input. 

d. Perfom1 operations effectively and efficiently. 

2) To check whether transactions are processed accurately and completely. 

3) To check the reliability and perfom1ance (speed of transaction execution, capacity of 
transaction execution, etc.) of Information System. 

4) To check the back-up and recovery process. 

5) lb check the access Control over Hardware, Software and Communication System. 
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13.5 DISASTER RECOVERY PLAN 
------ ---------------· 

Disaster recovery is the process, policy and procedure related to prepare for recovery 
from disaster or continuation of technology infrac;tructure critical to an organization after a 
natural or human-induced disaster. 

Disaster recovery planning is a subset of a larger process known as business continuity 
planning and should include planning for resumption of applications, data, hardware, 
communications (such as networking) and other IT infrastructure. A business continuity 
plan (BCP) includes planrung for non-IT related aspects such as key pcrsormel, facilities, 
crisis communication and reputation protection, and should refer to the disaster recovery 
plan (DRP) for IT related infrastructure recovery/continuity.1his article focuses on disaster 
recovery planning as related to IT infrastructure. 

With the increasing importance of information technology for the continuation of business 
critical functions, combined with a transition to an around-the-clock economy. the importance 
of protecting an organi!'ation's data and IT infrastructure in the event of a dismptive situation 
has become an increasing and more visible business priority in recent years. 

Classification of Disasters 

Disaster can be classified in two broad categories. Viz, 1) Natural disac;ters- Preventing a 
natural disaster is very difficult, but it is possible to take precautions to avoid losses. These 
disasters include flood. fire, earthquake, hurricane, smog, etc 

2) Man made disasters- These disasters arc major reasons for failure. Human en-or 
and intervention may be intentional or unintentional which can cause massive failures 
such ac; loss of communication and utility. These disasters include accident<;. walkout<>, 
sabotage, burglary, virus, intrusion, etc. 

Security Holes 

Security holes are the vulnerabilities in computing hardware or software. It provides indirect 
invitation to malicious brains to work on it and exploit it. It is achieved through flaws in 
network software which allows unintended control within the network. Components of 
network such as PCs and router hold these holes through their operating systems. Technical 
details of any systems should not be made public abundantly unless required. Once such 
holes are discovered, information about it should be i1mnediatcly passed to security 
professionals responsible for it. On the other hand, such infonnation is also passed quickly 
to hacker who might want to intercept into the network. Security professional should 
always work to heal such holes to eliminate possible attack. 
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General steps to follow while creating BCP/DRP 

1. Identifv the scope and boundaries of business continuity plan. 
First step enables us to define scope ofBCP. It provides an idea for limitations and 
boundaries of plan. It also includes audit and risk analysis reports for institution's 
assets. 

2. Conduct a business impact analysis (BIA). 

Business impact analysis is study and assessment of financial losses to institution 
resulting from destructive event as unavailability of important business services. 

3. Sell the concept of BCP to upper management and obtain organizational and 
financial commitment. 

Convincing senior management to approve BCP/DRP is key ta'\k. It is very important 
for security professional to get approval for plan from upper management to bring it 
to effect. 

4. Each department will need to understand its role in the plan and support to 
maintain it. 
In case of disaster, each department has to be prepared for the action. To recover 
and to protect the critical systems, each department has to understand the plan and 
follow it accordingly. It is also important to maintain and help in creation of plan for 
each individual department. 

5. The BCP project team must implement the plan. 

After approval from upper management, the plan should be maintained and 
implemented. implementation team should follow the guidelines, procedures in the 
plan. 

6. National Institute of Standards and Technology (NIST) Tools set can be used for 
doingBCP. 

Control measures in recovery plan 

Control measures arc steps or mechanisms that can reduce or eliminate computer security 
threats. Different types of measures can be included in BCP/DRP. 
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Types of measures: 

1. Preventive measures - These controls are aimed at preventing an event from 
occurring. 

2. Detective mea~tures-These controL-; are aimed at detecting or discovering unwanted 
events. 

3. Corrective measures- These controls are aimed at correcting or restoring the 
system after disaster or event. 

These controls should always be documented and tested regularly. 

Strategies 

Prior to selecting a disaster recovery strategy, a disaster recovery planner should refer to 
their organization's business continuity plan which should indicate the key metrics of recovery 
point objective (RPO) and recovery time objective (RTO) for various business processes 
(such as the process to run payroll, generate an order, etc). The metrics specified for the 
business processes must then be mapped to the underlying IT systems and infrastructure 
that support those processes. 

Once the RTO and RPO metrics have been mapped to IT infrastructure, the DR planner 
an determine the most suitable recovery stTategy for each system. An important note here 
however is that the business ultimately sets the IT budget and therefore the RTO and RPO 
metrics need to fit with the available budget. While most business unit heads would like 
zero data loss and zero time loss, the cost associated with that level of protection may 
make the desired high availability solutions impractical. 

The following is a list of the most common strategies for data protection. 

• Backups made to tape and sent off-site at regular intervals (preferably dai I y). 

• Backups made to disk on-site and automatically copied to off-site disk. or made 
directly to off-site disk. 

• Replication of data to an off-site location, which overcomes the need to restore the 
data(only the systems then need to be restored or synced). This generally makes use 
of storage area network (SAN) technology. 

• High availability systems which keep both the data and system replicated off-site, 
enabling continuous access to systems and data. 
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In many cases, an organi:t.ation may elect to use an outsourced disaster recovery provider 
to provide a stand-by site and systems rather than using their own remote facilities. In 
addition to preparing for the need to recover systems, organizations must also implement 
precautionary measures with an objective of preventing a disaster in the first place. These 
may include some of the following: 

• Local mirrors of systems and/or data and use of disk protection technology such as 
RAID. 

• Surge protectors - to minimize the effect of power surges on delicate electronic 
equipment 

• Uninterruptible Power Supply (UPS) and/or backup generator to keep systems going 
in the event of a power failure. 

• Fire preventions- alarms, fire extinguishers. 

• Anti-virus software and other security measures. 

13.6 BUSINESS CONTINUITY PLAN 

Business continuity planning (BCP) is the creation and validation of a practiced logistical 
plan for how an organization will recover and restore partially or completely interrupted 
critical (urgent) functions within a predetetmined time after a disaster or extended disruption. 
The logistical plan is called a business continuity plan. 

In plain language, BCP is working out how to stay in business in the event of disaster. 
Incident-; include local incidents like building fires, regional incidents like earthquakes, or 
national incidents like pandemic illnesses. 

BCP may be a part of an organizational learning effort that helps reduce operational risk 
associated with lax information management controls. This process may be integrated 
with improving information security and corporate reputation risk management practices. 

A completed BCP cycle results in a formal printed manual available for reference before, 
during, and after disruptions have occurred. Its purpose is to reduce adverse stakeholder 
impacts determined by both the disruption's scope (who and what it affect-;) and duration 
(how bad, implications last for hours, months, etc). Measurable business impact analysis 
(BIA) "wnes" (areas in which hazards and threats reside) include civil, economic, natural, 
technical, secondary and subsequent. 
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On September 11th 2001, when simultaneous terrorist attacks devastated downtown 
New York City, it changed the 'worst case scenario' paradigm for business continuity 
planning. BCP methodology is scalable for an organization of any size and complexity. 
Even though the methodology bas roots in regulated industries, any type of organization 
may create a BCP manual, and arguably every organization should have one in order to 
ensure the organization's longevity. Evidence that firms do not invest enough time and 
resources into BCP preparations are evident in disaster survival statistics. Fires permanently 
close 44% of the business affected. In the 1993 World Trade Center bombing, 150 
businesses out of350 affected failed to survive the event. Conversely, the fmns affected 
by the Sept. 11 attacks with well-developed and tested BCP manuals were back in business 
within days. 

A BCP manual for a small organization may be simply a printed manual stored safely away 
from the primary work location, containing the names, addresses, and phone numbers for 
crisis management staff, general staff members, clients, and vendors along with the location 
of the offsite data backup storage media, copies of insurance contracts, and other critical 
materials necessary for organizational survival. At its most complexes, a BCP manual may 
outline a secondary work site, technical requirement<; and readiness, regulatory reporting 
requirements, work recovery measures, the means to reestablish physical records, the 
means to establish a new supply chain, or the means to establish new production centers. 
Firms should ensure that their BCP manual is realistic and easy to use during a crisis. As 
such, BCP sits alongside crisis management and disaster recovery planning and is a part of 
an organization's overall risk management. 

The development of a BCP manual can have three main phases: 

1. Analysis 

2. Impact Analysis and Design Solution 

3. 1breatAnalysis 

1. Analysis 

The analysis phase in the development of a BCP manual consists of an impact analysis, 
threat analysis, and impact scenarios with the resulting BCP plan requirement 
documentation. 

2. Impact Analysis (Business Impact Analysis, BIA) 

An impact analysis results in the differentiation between critical (urgent) and non
critical (non-urgent) organization functions/activities. A function may be considered 
critical if the implications for stakeholders of damage to the organization resulting are 
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regarded as unacceptable. Perceptions of the acceptability of disruption may be 
modified by the cost of establishing and maintaining appropriate business or technical 
recovery solutions. 

3. ThreatAnalysis 

The corona virus suggested as a causative agent for the SARS outbreak in 2002. 
After defining recovery requirements, documenting potential threats is recommended 
to detail a specific disaster's unique recovery steps. Some common threats include 
the following: 

• Disea'ie 

• Earthquake 

• Fire 

• Flood 

• Cyber attack 

• Sabotage 

• Hurricane 

• Utility outage 

• Terrorism 

13.7 SUMMARY 

Information system security is the prevention and protection of computer assets from 
unauthorized access, use, alteration, degradation, destruction, and other threats. There 
arc two main sub-types, physical and logical security. Physical security involves tangible 
such as locks, cables, fences, safe vaults and logical security involves authentication or 
encryption schemes. 

Business continuity planning is the creation and validation of a practiced logistical plan for 
how an organization will recover and restore partially or completely interrupted critical 
functions within a predetermined time after a disaster or extended disruption. 

Disaster recovery is the process, policies and procedures related to preparing for recovery 
or continuation of technology infrastructure critical to an organization after a natural or 
human-induced disaster. 
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We have seen different vulnerabilities and threats, the remedies and precautions one would 
take to overcome securities problem. 

13.8 SELF -ASSESSMENT QUESTIONS 

1 . What is Security? Why Security is very much essential in Information System? 

2. What are the different types of Securities? 

3. Explain Physical Protection and different types of physical protection. 

4. Explain logical security and different types oflogical securities. 

5. Explain the necessity of Information System Audit. 

6. What is Disaster Recovery Plan? What are the circumstances due to which Disaster 
Recovery Plan is needed? 

7. Explain the Business Continuity Policy with reference to Disaster Recovery Plan. 

8. Write short notes: 

a. Public-Key Cryptography 

b. Digital Signature 

c. Encryption 
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14.1 QUALITY CONCEPT 

The American Heritage Dictionary defines quality as "a chm·acteristic or attribute of 
something." As an attribute of an item, quality refers to mca<;urable characteristics- things 
we arc able to compare to know standards such as length, colour. electrical properties, 
and malleability and so on. However, software largely an intellectual entity is more challenging 
to characterize than physical objects. 

Quality of design refers to the characteristics that designers specify for an item. The grade 
of materials, tolerance, and performance specifications all contribute to the quality of design. 

Quality of conformance is the degree to which the design specifications are followed during 
manufacturing. The greater the degree of conformance, the higher the level of quality of 
conformance. 

A definition for Quality Assurance is stated in IEEE STD 6 10.12.990 as 
"(1) A planned and systematic pattern of all actions necessary to provide adequate 
confidence that an item or product conforms to established technical requirements. 
(2) A set of activities designed to evaluate the process by which products arc developed 
or manufactured". 

When discussing software quality, very little changes arc there from the above statement, 
the goal is still to produce a usable product, which is capable of performing the task it was 
designed to do. 

Formal technical reviews involve the analysis of an artifact by a group of technically skilled 
people following a specified and documented process. Michael Fagan first wrote about 
the idea of fmmal technical reviews in software quality in the 1970s whilst working for 
IBM, and the majmity of all technical review methods have evolved in some way from 
Fagan's Code Inspection. 

14.2 SOFTWAREQUALITYASSURANCE 

Software Quality Assurance (SQA) consists of a means of monitoring the software 
engineering processes and methods used to ensure quality. The methods by which it is 
accomplished are many and varied, and may include ensuring conformance to one or 
more standards, such as ISO 9000 or CMML 

SQA encompasses the entire software development process, which includes processes 
such as software design. coding, source code control, code reviews, change management, 
configuration management, and release management. 



Unit 14 SQA Standard~ 

Software Quality Assurance (SQA) is defined as a planned and systematic approach to 
the evaluation of the quality of and adherence to software product standards, processes. 
and procedw·es. SQA includes the process of assUting that standards and procedures are 
established and are followed throughout the software acquisition life cycle. Compliance 
with agreed-upon standards and procedures is evaluated through process monitoring, 
product evaluation, and audits. 

Software development and control processes should include quality assurance approval 
points, where an SQA evaluation of the product may he done in relation to the applicable 
standards. 

Standards and Procedure 

Establishing standards and procedures for software development is critical, since these 
provide the framework from which the software evolves. Standards are the established 
criteria to which the software products are compared. Procedures arc the established 
criteria to which the development and control processes arc compared. 

Standards and procedures establish the prescribed methods for developing software; the 
SQA role is to ensure their existence and adequacy. Proper documentation of standards 
and procedures is necessary since the SQA activities of process monitoring, product 
evaluation £md auditing rely upon unequivocal definitions to measure project compliance. 

Types of standards include: 

Documentation Standards specify form and content for planning. control, and product 
documentation and provide consistency throughout a project. The NASA Data Item 
Desc1iptions (Dills) arc documentation standards. 

Design Standards specify the f onn and content of the design product. They provide rules 
and methods for translating the software requirements into the software design and for 
representing it in the design docwnentation. 

Code Standards specify the language in which the code is to be written and define any 
restrictions on use of language features. They define legal language structures, style 
conventions, rules for data stmctures and interfaces, and internal code documentation. 

Procedures are explicit steps to be followed in carrying out a process. All processes 
should have documented procedures. Exan1ples of processes for which procedures are 
needed are configmation management non-confom1ance reporting and corrective action, 
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testing, and fQrrn.al inspections. 

If developed according to the NASA DID, the Management Plan describes the software 
development control processes, such as configuration management, for which there have 
to be procedures, and contains a list of the product standards. 

Standards are to be documented according to the Standards and Guidelines DID in the 
Product Specification. The planning activities required to assure that both products and 
processes comply with designated standards and procedures are described in the QA 
portion of the Management Plan. 

14.3 SOFTWARE REVIEWS 

Software reviews are a 'filter' for the software engineering process. Reviews are applied 
at various points during software development and serve to uncover errors that can then 
be removed. Software reviews serves to purify the software work products that occur as 
a result of analysis, design, and coding. 

A review or any review- is a way of using the diversity of a group of people to: 

1. ·Point out needed improvement in the product of a single person or team. 

2. Confirm those parts of a product in which improvement is either not desired or not 
needed; and 

3. Achieve technical work of more uniform, or at] east more predictable, quality than 
can be achieved without reviews, in order to make technical work more manageable. 

A Formal Technical Review is the most effective filter from a quality assurance standpoint. 

14.4 FORMAL TECHNICAL REVIEWS 

A formal technical review is a method used to identify defect<> in an artifact before progrc..<>sing 
to the next stage of development. Unlike system testing, formal technical reviews can take 
place at any stage in the development life-cycle, and as such allow for the identification, 
documentation and correction of defects earlier rather than later, therefore saving the 
company both time and money. 

A software technical review is a fonn of peer review in which "a team of qualified 
personneL. examines the suitability of the software product for it<> intended usc and identifies 
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discrepancies from specifications and standards. Technical reviews may also provide 
recommendations of alternatives and examination of various alternatives". "Software 
product" normally refers to some kind of technical document. This might be a software 
design document or program source code, but usc cases, business process definitions, 
test case specifications, and a variety of other technical documentation, may also be subject 
to technical review. 

Technical review differs from software walkthroughs in its specific focus on the technical 
quality of the product reviewed. It differs from software inspection in its ability to suggest 
direct alterations to the product reviewed. and its lack of a direct focus on training and 
process improvement. 

The term formal technical review is sometimes used to mean a software inspection. 

Objectives and Participants 

The purpose of a technical review is to arrive at a technically superior version of the work 
product reviewed, whether by correction of defects or by recommendation or introduction 
of alternative approaches. While the latter aspect may offer facilities that software inspection 
lacks. there may be a penalty in time lost to technical discussions or disputes which may be 
beyond the capacity of . orne participants. 

IEEE 1_028 recommends the inclusion of pru1icipants to till the following roles: 

• The Decision Maker (the person for whom the technical review is conducted) 
determines if the review objectives have been met. 

• The Review Leader i ~ responsible for perfmming administrative tasks relative to 
the review, ens wing orderly conduct. and enswing that the review meets it-; objectives. 

• The Recorder documents anomalies, action items. decisions, and recommendations 
made by the review team. 

• Technical staff is active participants in the review and evaluation of the software 
product. 

• Management stall' may participate for the purpose of identifying issues that require 
management resolution. 

• Customer or user representatives may fill roles determined by the Review Leader 
prior to the review. 
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A single participant may fill more than one role, as approptiatc. 

14.5 SQA ACTIVITIES 

Product evaluation and process monitoring are the SQA activities that assure the software 
development. Thcy·control processes described in the project's M<magcment Plan and 
ensure they arc correctly carried out and that the project's procedures and standards are 
followed. Products arc monitored for conformance to standards and processes arc 
monitored for conformance to procedures. Audits arc a key technique used to pcrt·orm 
product evaluation and process monitoting. Review of the Management Plan should ensure 
that appropriate SQA approval points m·e bui It into these processes. 

Product evaluation is an SQA activity that assures standards arc being followed. Ideally. 
the first products monitored by SQA should be the project's standards and procedures. 
SQA assures that clear and achievable standards exist and then evaluates compliance of 
the software product to the established standards. Product evaluation assures that the 
Software product reflects the requirements of the applicable standard(s) as identified in 
the Man!lgcment Plan. 

Process monitoring is an SQA activity that ensures that appropriate steps to carry out the 
process are being followed. SQA monitors processes by comparing the actual steps carried 
out with those in the documented procedures. The Assurance section of the Management 
Plan specifies the methods to be used by the SQA process monitoring activity. 

A fundamental SQA technique is the audit, which looks at a process and/or a product in 
depth, comparing them to established proceclmes and sl<mdards. Auditc;; arc used to review 
management, teclmica1, and assurance processes to provide an indication of the quality 
and status of the software product. 

The purpose of an SQA audit is to assure that proper control procedures are being followed, 
required documentation is maintained, and that the developer's status reports accurately 
reflect the status of the activity. The SQJ\ product is an audit report to management consisting 
of findings and recommendations to bring the development into Confonnance with standards 
and/or procedures. 

Some of the more important relationships of SQA to other management and assurance 
activities arc described below. 
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1. Configuration Management Monitoring 

SQA assures that software Configuration Management (CM) activities are pedormcd 
in accordance with the CM plans, standards, and procedures. SQA reviews the CM 
plans for compliance with software CM policies and rcquirement'i and provides foil ow
up for non-conformances. SQA audits the CM functions for adherence to standards 
and procedures and prepares reports of its findings. 

The CM activities monitored and audited by SQA include baseline control, 
configuration identification, configuration control, configuration status accounting, and 
configuration authentication. SQAalso monitors and audit"i the software library. SQA 
assures that: 

• Baselines are established and consistently maintained for usc in subsequent 
baseline development and control. 

• Software configuration identification is consistent and accurate with respect to 
the numbering or naming of computer programs, software modules, software 
unit<>, and associated software docwnents. 

• Configuration control is maintained such that the software configuration used in 
critical phases of testing, acceptance. and delivery is compatible with the 
associated documentation. 

• Configuration status accounting is performed accurately including the recording 
and reporting of data reflecting the software's configuration identification, 
proposed changes to the configuration identification, and the implementation 
status of approved changes. 

• Software configuration authentication is established by a series of configuration 
reviews and audits that exhibit the performance required by the software 
requirement<; specification and the configuration of the software is accurately 
reflected in the software design documents. 

• Software development libraries provide for proper handling of software code, 
documentation, media, and related data in their various forms and versions from 
the time of their initial approval or acceptance until they have been incorporated 
into the fmal media. 

• Approved changes to baseline softwar·e are made properly and consistently in 
all products, and no unauthorized changes arc made. 
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2. Verification and Validation Monitoring 

SQA assmes Verification and Validation (V & V) activities by monitoring technical 
reviews, inspections, and walkthroughs. 

The SQA role in fonnal testing is described in the next section. The SQA role in 
reviews, inspections, and walkthroughs is to observe. participate as needed, and 
verify that they were properly conducted and documented. 

SQA also ensures that any actions required arc assigned, documented. scheduled, 
and updated. 

Formal software reviews should be conducted at the end of each phase of the lif c 
cycle to identify problems and determine whether the interim product meets all 
applicable requirements. Examples of fom1al reviews arc the Preliminaty Design Review 
(PDR), Critical Design Review (CDR), and Test Readiness Review (TRR). A review 
looks at the overall picture of the product being developed to sec if it satisfies its 
requirements. Reviews are part of the development process. designed to provide a 
ready/not-ready decision to begin the next phase. In formal reviews, actual work 
done is compared with established standards. SQA's main objective in reviews is to 
assme that the Management and Development Plans have been followed, and that 
the product is ready to proceed with the next phase of development. Although the 
decision to proceed is a management decision, SQA is responsible for advising 
management cmd pmticipating in the decision. 

An inspection or walkthrough is a detailed examination of a product on a step-by
step or line-of-code by line-of-code basis to find errors. For inspections and 
walkthroughs, SQA assures, at a minimum that the process is properly completed 
and that needed follow-up is done. The inspection process may be used to measure 
compliance to standards. 

3. Formal Test Monitoring 

SQA assures that formal software testing, such as acceptance testing, is done in 
accordance with plans and procedures. SQA reviews testing documentation for 
completeness and adherence to standards. The documentation review includes test 
plans, test specifications, test procedures. and test reports. SQA monitors testing 
and provides follow-up on non-confom1ances. By test monitoring, SQA assures 
software completeness and readiness for delivery. 
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The objectives of SQA in monitoring fonnal software testing are to assure that: 

• The test procedures are testing the software requirements in accordance with 
test plcms. 

• The test procedures are verifiable. 

• The correct or "adve1tiscd" version of the software is being tested (by SQA 
monitoring of the CM activity). 

• The test procedures are followed. 

• Non-conformances occurring during testing (that is, any incident not expected 
in the test procedures) arc noted and recorded. 

• Test reports are accurate and complete. 

• Regression testing is conducted to assure non-conformances have been conected. 

• Resolution of all non-conformances takes place prior to delivery. 

Soft w<rrc testing verifies that the software meet<; it<; requirement<;. The quality of testing is 

assured by verifying that project requirements arc satisfied and that the testing process is 
in accordance with the test plans and procedures. 

Software Quality Assurance during the Software Acquisition Life Cycle 

ln addition to the general activities, there are phase-specific SQA activities that should be 
conducted during the Software Acquisition Life Cycle. At the conclusion of each phase, 
SQA concUirencc is a key clement in the management decision to initiate the following life 
cycle phase. Suggested activities for each phase are described below. 

1. Software Concept and Initiation Phase 

SQA should be involved in both writing and reviewing the Management Plan in order 
to assure that the processes, procedures, and standards identified in the plan arc 
appropriate, clear, specific, and auditable. During this phase. SQAalso provides the 
QA section of the Management Plan. 

2. Software Requirements Phase 

During the software requirements phase, SQA assures that software requirements 
are complete, testable, and properly expressed as functional, performance, and 
interface requirements. 
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3. Software Architectural (Preliminary) Design Phase 

SQA activities during the architectural (preliminary) de.sign phase include: 

• Assuring adherence to approved design standards as designated in the 
Management Plan. 

• Assuring all software requirements are allocated to software components. 

• Assuring that a testing verification matrix exists and is kept up to date. 

• Assuring the Interface Control Documents arc in agreement with the standard in 
fmm and content. 

• Reviewing PDR documentation and assuring that all action items are resolved. 

• Assuring the approved design i..-; placed under configuration management. 

4. Software Detailed Design Phase 

SQA activities during the detailed design phase include: 

• Assuring that approved design standards are followed. 

• Assuring that allocated modules are included in the detailed design. 

• Assuring that results of design inspections are included in the design. 

• Reviewing CDR documentation and assuring that all action items are resolved. 

5. Software Implementation Phase 

SQA activities during the implementation phase include the audit of: 

• Results of coding and design activities including the schedule contained in the 
Software Development Plan. 

• Status of all deliverable items. 

• Configuration management activities and the software development library. 

• Non-conformance reporting and corrective action system. 
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6. Software Integration and Test Phase 

SQA activities during the integration and test phase include: 

• Assuring readiness for testing of all deliverable items. 

• Assuring that all tests are run according to test plans and procedures and that 
any non-conformances are reported and resolved. 

• Assuring that test reports are complete and correct. 

• Certifying that testing is complete and software and documentation arc ready 
for delivery. 

• Participating in the Test Readiness Review and assuring all action items are 
completed. 

7. Software Acceptance and Delivery Phase 

As a minimum, SQA activities during the software acceptance and delivery phase 
include assuring the performance of a fmal configuration audit to demonstrate that all 
deliverable items arc ready for delivery. 

8. Software Sustaining Engineering and Operations Phase 

During this phase, there will be mini-development cycles to enhance or correct the 
software. During these development cycles. SQA conducts the appropriate phase
specific activities described above. 

Techniques and Tools 

SQA should evaluate its needs for assurance tools versus those available off-the
shelf for applicability to the specific project, and must develop the others it requires. 
Useful tools might include audit and inspection checklists and automatic code 
standards analyzers. 

14.6 SOFTWARE RELIABILITY 

There is no doubt that the reliability of a computer program is an important element of its 
overall quality. If a program reputedly and frequently fails to perform, it matters little whether 
other software quality factors arc acceptable. 
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Software reliability, unlike many other quality factors can be measured, directed and 
estimated using historical and developmental data. Software reliability is defined in statistical 
terms as "the probability of failure free operation of a computer program in a specified 
environment for a specific time". 

Measures of Reliability and Availability: If we consider a computer-based system, a 
simple measure of reliability is mean time between failures (MTBF) where 

MTBP = M1TF + MITR 

The acronym MTTF and MTTF are mean time to failure, and mean time to repair 
respectively. 

Many researchers argue that MTBF is a far more useful measure than defects/KLOC. 
Stated simply, an end user is concerned with failures, not with the total defect count. ln 
addition to a reliability measure, we must develop a measure of availability. Software 
availability is the probability that a program is operating according to requirements at a 
given point of time and is defined as: 

Availability= MITF/(MTfF+MTTR) * 100% 

The MTBF reliability meac;;ure is equally sensitive to MTfF and MTfR. The availability 
meac;;ures are somewhat more sensitive to MTTR, an indirect measure of the maintainability 
of software. 

Software Safety and Ha7.ardAnalysis: Software safety and hazard analysis arc software 
quality assurance activities that focus on the identification and assessment of potential 
hazards that may impact software negatively and cause an entire system to fail. If hazards 
can be identified early in the software engineering process, software design features can 
be specified that v.rill either eliminate or control potential hazards. 

14.7 SQA PLAN 

The SQA Plan provides a road map for instituting software quality assurance. Developed 
by the SQA group and the project team, the plan serves as a template for SQA activities 
that are instituted for each software project. 

Following pointe;; present an outline for SQA plans recommended by the IEEE (Institute of 
Elcct:rical & Electronics Engineer). 
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I Purpose of Plan 

ll References 

III Management 

1. Organization 

2. Tasks 

3. Responsibilities 

N Documentation 

1. Purpose 

2. Required Software engineering documents 

3. Other documents 

V Standards, Practices and Conventions 

1. Purpose 

2. Conventions 

Vll Reviews and Audits 

1. Purpose 

2. Review Requirements 

a. Software requirements review 

b. Design reviews 

c. Software verification and validation review 

d. Functional audit 

e. Physical audit 

f. In-process audits 

g. Managerial reviews 
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VII Test 

VIll Problem Reporting and Corrccti ve Action 

IX Tools, Techniques, and Methodologies 

X Code Control 

XI Media Control 

Xll Supplier Control 

XIII Records Collection, Maintenance, and Retention 

XIV Training 

XV RiskManagemcnt 

In the above points, Initial section describes the purpose and scope of the document and 
indicates those software process activities that are covered by quality assurance. All 
documents noted in the SQA plans are listed and all applicable standards are noted. The 
Management section of the plan describes SQA's place in the organizational structure; 
SQA task and activities and their placement throughout the software process; and the 
organizational role and responsibilities relative to product quality. 

The Documentation section describes each of the work products produced as part of the 
software process. These include: 

• Project documents (e.g. project plan) 

• Modules (e.g. ERD, Class hierarchies) 

• Technical document<; (e.g. specifications, test plans) 

• User documents (e.g. help files) 

In addition, this section defines the minimum set of work products that are acceptable to 
achieve high quality. 

Standard practices and conventions list all applicable standards/practices that are supplied 
during the software process (e.g., document standards, coding standards, and review 
guidelines). In addition, all project, process and (in some instances) products matrices that 
arc to be collected as part of software engineering work are listed. 
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The Review and Audits section of the plan identifies the reviews and auclit-; to be conducted 
by the software engineering team, the SQAgroup, and the customer. It provides an overview 
of the approach for each review and audit. 

The Test section references the software test plan and procedure. It also defines test 
record-keeping requirements. Problem Reporting and Con·cctivc Action defines procedures 
for rep01ting, tracking and resolving errors and defects, and identifies the organizational 
responsibilities for those activities. 

The remainder of the SQA plan identifies the tools and methods that support SQA activities 
and task-;; references software configuration management procedures for controlling change; 
defines a contract management approach; establishes methods and assembling, safeguarding, 
£md maintaining all records; identifies training required to meet the needs of the plan, and 
defines methods for identifying. assessing. monitoring and controlling risks. 

14.8 SUMMARY 

Software quality assurance is an "umbrella activity'' that is applied at each step in the 
software process. SQA encompa-;ses procedures for the effective application of methods 
and tools, formal technicaJ reviews, testing strategies and techniques, procedure for change 
control. procedure for assuring compliance to standards. and measurement and reporting 
mechanisms. 

SQA is complicated by the complex nature of software quality- an attribute of computer 
programs that is defined as "conformance to explicitly and implicitly defined requirements''. 
But when considered more generally, software quality encompasses many different product 
and process factors and related mctrics. 

Software reviews are one of the most important SQA activities. Reviews serve as a filter 
for the software process, removing ennrs while they are relatively inexpensive to find out 
and correct. The formal technical reviews or walk-through is a stylized review meeting 
that has been shown to be extremely effective in uncovering errors. 
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15.1 WHAT IS SEI-CMM? 

The Software Engineering Institutes Capability Maturity Model (SEI-CMM) in 
software engineering is a model of the maturity of the capability of certain business processes. 
A maturity model can be described as a structured collection of elements that describe 
certain aspects of maturity in an organization, and aids in the definition and understanding 
of an organization's processes. The CMM has been superseded by the Capability Maturity 
Model Integration (CMMI). 

The Capability Maturity Model (CMM) was originally developed as a tool for objectively 
assessing the ability of government contractors' processes to perform a contracted software 
project. The CMM is based on the Process Maturity Framework first described in the 
1989 book "Managing the Software Process" by Watts Humphrey and later published in 
its full form as a book in 1995 by Mark Paulk, Charles Weber, Bill Cllltis, and Mary Beth 
Chrissis. 

Though it comes from the area of software development, it has also been applied to 
improving organizational processes in diverse areas; for example in software engineering, 
system engineering, project management, software maintenance, risk management, system 
acquisition, information technology (IT), services, business processes, and human capital 
management. The CMM has been used extensively not only by govemment, but has also 
been widely adopted in software and application development organizations around the 
world, and most notably by organizations offering offshore outsourcing services. 

Though it comes from the area of software development, it can be, has been, and continues 
to be widely applied as a general model of the maturity of processes (e.g. IT Service 
Management processes) in IS/IT (and other) organizations. 

Ad-hoc 

process 

Continuously improving 
process 

Standard, consistent 
process 

Figure 15.1: SE1-CMM 
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The model identifies five levels of process maturity for an organization: 

• Initial (chaotic, ad hoc, heroic) the starting point for use of a new process. 

• Repeatable (project management, process discipline) the process is used repeatedly. 

• Defmed (institutionalized) the process is defined/confirmed as a standard business 
process. 

• Managed (quantified) process management and measurement takes place. 

• Optimizing (process improvement) process management includes deliberate process 
optUrri?Ationfllllprovcment 

Within each of these maturity levels are Key Process Areas (KP As) which characterize 
that level, and for each KPA there are five definitions identified: 

• Goals 

• Commitment 

• Ability 

• Measurement 

• Verification 

The KPAs are not necessarily unique to CMM, representing- as they do- the stages that 
organizations must go through on the way to becoming mature. 

A maturity model can be described as a structured collection of elements that describe 
certain a.">pccl"> of maturity in an organization. A maturity model may provide, for example: 

• a place to start 

• the benefit of a community's prior experiences 

• a common language and a shared vision 

• a framework for prioritizing actions 

• a way to define what improvement means for your organi:tAtion 
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Figure 15.2: Key Process Areas of SEI-CMM Structure 

A maturity model can be used as a benchmark for comparison and as an aid to understanding 
-for example, for comparative assessment of different organizations where there is something 
in common that can be used as a basis for comparison. In the case of the CMM, for 
example, the basis for comparison would be the organizations' software development 
processes. 

15.2 WHAT ARE THE LEVELS? WHO DECIDES THE LEVELS? 

The Capability Maturity Model involves the following aspects: 

• Maturity Levels: A 5-Level process maturity continuum - where the uppermost 
(5th) level is a notional ideal state where processes would be systematically managed 
by a combination of process optimization and continuous process improvement. 

• Key Process Areas: A Key Process Area (KPA) identifies a cluster of related activities 
that, when performed collectively, achieve a set of goals considered important. 

• Goals: The goals of a key process area summarize the states that must exist for that 
key process area to have been implemented in an effective and lasting way. The 
extent to which the goals have been accomplished is an indicator of how much 
capability the organization has established at that maturity level. The goals signify the 
scope, boundaries, and intent of each key process area. 



Unit IS Capability Maturity Model (SEl-CMMJ 

• Comnwn Features: Common features include practices that implement and 
institutionalize a key process area. There are five types of common features: 
Commitment to Perform, Ability to Perform, Activities Performed, Measurement and 
Analysis, and Verifying Implementation. 

• Key Practices: The key practices describe the clements of infrastructure and pra~ticc 
that contribute most effectively to the implementation and institutionalization of the 
KPAs. 

Levels of the Capability Maturity Model 

There arc five levels defmed along the continuum of the CMM, and, according to the SEI: 
"Predictability, effectiveness, and control of an organization's software processes are 
believed to improve as the organization moves up these five levels. While not ri~orous, the 
empirical evidence to date supports this belief." 

Level 1 - Ad hoc (Chaotic) 

It is characteristic of processes at this level that they are (typically) undocumented and in 
a state of dynamic change, tending to be driven in an ad hoc, uncontrolled and reactive 
manner by users or events. This provides a chaotic or unstable environment for the 
processes. 

Level 2 -Repeatable 

It is characteristic of processes at this level that some processes are repeatable, possibly 
with consistent results. Process discipline is unlikely to be rigorous, but where it exists it 
may help to ensure that existing processes are maintained during times of strc.<;s. 

Level 3 - Defined 

It is characteristic of processes at this level that there are sets of defined and documented 
standard processes established and subject to some degree of improvement over time. 
These standard processes are in place (i.e., they arc the AS-IS processes) and used to 
establish consistency of process performance across the organization. 

Level 4 - Managed 

It is characteristic of processes at this level that, using process metrics, management can 
effectively control the AS-IS process (e.g., for software development). In particular, 
management can identify ways to adjust and adapt the process to particular projects 
without measurable losses of quality or deviations from specifications. Process Capability 
is established from this level. 
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Level 5 - Optimizing 

It is a characteristic of processes at this level that the focus is on continually improving 
process performance through both incremental and innovative technological changes/ 
improvements. 

At maturity levelS, processes are concerned with addressing statistical common causes 
of process variation and changing the process (for example, shifting the mean of the process 
performance) to improve process perforn1ance. This would be clone at the same time as 
maintaining the likelihood of achieving the established quantitative process-improvement 
objectives. 

Software process framework for SEI's Capability Maturity Model 

1be software process framework documented is intended to guide those wishing to assess 
an organization/projects consistency with the CMM. For each maturity level, there are 
five checklist types: 

--.--- ------------ ----- - ---- - - - ----. 
Description 

- - --- -------

Describes the policy contents and KPA goals recommended by the CMM. 

Standard Describes the recommended content of select work product-, described 
inthcCMM. 

1---- --r---- - --- --- --------

Process Describes the process information content recommended hy the CMM. 
The process checklists are further refmcd into checklists for: 

• roles 

• entry cdteria 

• inputs 

• activities 

• outputs 

• exit criteria 

• reviews and audits 
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• work products managed and controlled 

• measurements 

• documented procedures 
. 

• training 

• tools 

Procedure Describes the recommended content of documented procedures described 
intheCMM. 

--
Level Provides an overview of an entire maturity level. The level overview 

Overview checklist<; arc further refined into checklists for: 

• KPA purposes (Key Process Areas) 

• KPAgoals 

• policies 

• standards 

• process descriptions 

• procedures 

• training 

• tools 

• reviews and audits 

• work products managed and controlled 

• measurements 

15.3 BENEFITS OF SEI-CMM!fQM 

Total Quality Management (TQM) is a business philosophy that seeks to encourage 
both individual and collective responsibility to quality at every stage of the production 
process from initial design and conception through to after sales service. 
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Many businesses may not usc the term TQM anymore but the philosophy is still very much 
prnt of most business thinking. It is seen as being a way in which a business can add value 
to its product and to gain competitive advantage over its rivals. The fmmer may allow a 
business to charge a higher price for its product or service whilst the latter can be a key 
feature of its marketing prot:,rrarnme. 

TQM requires a change in the way in which businesses operate. It implies a number of 
things if it is to work successfully: 

• Management structures have to be more consultati vc and less hierarchical. 

• Workers have to be empowered to be able to make decisions at all levels of the 
orgaruzation. 

• Workers have to be trained and involved in the building of the philosophy. 

• Communication links between workers and management and bet ween the business 
and all aspects of the supply chain must be excellent. 

• Commitment to TQ~ must be backed by action, which the customer can see, and 
expcnence. 

• Commitment to the process must be led by the senior management of the business -
paying 'slip service' will invruiably end up in failure. 

TQM can be addressed in a business in a number of ways. The most common are: 

• A policy of zero defects - any problems in the production process arc filtered out 
before they get anywhere ncar the customer. 

• Quality chains -each stage of the production process is seen as being a link in the 
chain tight down to the relationship between one worker in the process and another. 

• Quality circles- meetings of those directly involved in the production process to 
discuss and solve problems and make improvements to the production process. 

• Statistical monitoring - the use of data and statistics to monitor and evaluate 
production processes and quality. 

• Consumer feedback- using market research and focus groups to identify consumer 
needs and experiences and to build these into the process. 
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• Changing production methods - many businesses, where appropriate, have looked 
at the layout of their production processes - it could be the move to open plan offices, 
the development of teams or the use of cell production to improve worker commitment 
to the philosophy. 

TQM invariably involves some sort of cost. Re-organizing the business in any of the ways 
above not only involves capital cost but also the cost of training staff. High quality change 
management is therefore an essential ingredient of the success of such strategies. 

Costs can however be saved if the change is successful. The cost of replacing damaged or 
faulty goods can be high- if the business waits until.the end of the process other resources 
will have been wasted. The improved communication between suppliers and the firm should 
help to reduce defective components. 

Other benefits may involve the effect on customer loyalty and repeat purchases, a<; well as 
winning over customers from rivals. Image and reputation can take many years to win but 
only a short time to lose so the stakes for the business are high. 

15.4 ISO STANDARDS 

ISO 9000 specifies requirements for a Quality Management System overseeing the 
production of a product or service. It is not a standard for ensuring a product or service is 
of quality; rather, it attests to the process of production, and how it will be managed and 
reviewed. ISO 9000 was originally created by the British Standards Institute as BS 5750. 

The standard has evolved over several revisions. 

• Theinitial1987 version, ISO 9000:1987, originally issued as BS 5750, focused on 
quality control via retroactive checking and corrective actions. This version was 
strongly influenced by the existing US Department of Defense Military Standards 
('MILSPECS ')on manufacturing, and so wa'i well-suited to the demands of a rigorous, 
stable, factory-floor manufacturing process. 

• The 1994 version, ISO 9000:1994, emphasized quality assurance via preventi vc 
actions, and required evidence of compliance with documented procedures. 
Unfortunately, companies tended to implement its requirements by creating shelf
loads of procedure manuals, and becoming burdened with an ISO bureaucracy. 
Adapting and improving processes could be particularly difficult in this kind of 
environment 

299 



300 

Software Engineering 

• The 2000 version, ISO 9000:2000, introduced the concept of process effectiveness 
via process performance metrics, and so reduced the emphasis on having documented 
procedures if clear evidence could be presented to show that the process was working 
well. Expectations of continuous process improvement and tracking customer 
satisfaction were made explicit at this revision. 

ISO 9000 is a family of standards for quality management systems. ISO 9000 is maintained 
by ISO, the International Organization for Standardization and is administered by 
accreditation and certification bodies. The rules are updated, the time and changes in the 
requirements for quality, motivate change. Recently, on November 15, 2008, changes 
have been made to the requirements ofiSO 9001. 

Some of the requirements in ISO 9001 (which is one of the standards in the ISO 9000 
family) include 

• a set of procedures that cover all key processes in the business; 

• monitoring processes to ensure they are effective; 

• keeping adequate records; 

• checking output for defects, with appropriate and corrective action where necessary; 

• regularly reviewing individual processes and the quality system itself for effectiveness; 
and 

• facilitating continual improvement 

A company or organization that has been independently audited and certified to be in 
conformance with ISO 9001 may publicly state that it is "ISO 9001 certified" or "ISO 
9001 registered". Certification to an ISO 9001 standard does not guarantee any quality of 
end product-; and services; rather, it certifies that formalized business processes are being 
applied. 

ISO does not itself certify organizations. It does certify third-party Certification Bodies 
who it authori:r.es to examine ('audit' or 'assess') organizations that wish to apply for ISO 
9000 compliance certification. Both ISO and the Certification Bodies charge fees for their 
services. 

The applying organization is assessed based on an extensive sample of its sites, functions, 
products, services, and processes and a list of problems ('action requests' or 'non-
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compliances') made known to management. If there are no major problems on this list, 
the certification body will issue an ISO 900x certificate for each geographical site it has 
visited once it receives a satisfactory improvement plan from the management showing 
how any problems will be resolved. 

An ISO certificate is not a once-and-for-all award, but must be renewed at regular intervals 
recommended by the certification body - usually around 12 to 18 months. 

ISO 9000 

ISO 9000 is composed of the following sections: 

• ISO 9000 covers the ba~ic language and expectations of the whole ISO 9000 family. 

• ISO 9001 is intended for usc in organizations who do design development, installation 
and servicing of their product. It discusses how to meet customer needs effectively. 
This is the only implementation for which third-party auditors may grant certifications. 
The latest version is 2000. 

• ISO 9002 is nearly identical to 9001, except it does not incorporate design and 
development. In ISO 9000:2000, this was replaced by ISO 9001:2000. 

• ISO 9003 is intended for organizations whose processes are almost exclusive to 
inspection and testing of final products. In ISO 9000:2000, this was replaced by 
ISO 9001:2000. 

• ISO 9004 covers performance improvements. This gives you advice on what you 
should (or could) do to achieve ISO 9001 compliance and customer satisfaction. 

There are over 20 different members of the ISO 9000 family, most of them not explicitly 
referred to as "ISO 900x". For example, part"> of the 10.000 range are also considered 
part of the 9000 family: ISO 10007:1995 discusses how to maintain a large system while 
changing individual components. 

To the casual reader however, it is sufficient to understand that when someone claims to 
be ''ISO 9000 compliant, they arc probably using a blanket statement meaning they conform 
to one ofthe specifications in the ISO 9000 family, more often than not ISO 9001 , ISO 
9002 or ISO 9003, and that certification according to ISO 9000:1994 cannot be valid 
after year 2004. 

The ISO website and documentation give more detail on what each specification entails. 
Many have seemingly subtle variations. 
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Criticisms of ISO 9000 

There are a number of common criticisms ofiSO 9000, generally regarding inappropriate 
misapplication or extension of its usc in companies and the effect this can have on 
organizational culture. 

• BS 5750 was designed to show that production was controlled; it in no way addresses 
process or performance improvement. Proce..<;ses, technology and customer demands 
arc ever-changing, but useful changes can be blocked for being non-compliant. 
Compared to the work of W. Edwards Denling, which focuses on awareness of 
processes, thus harnessing workers' creativity, ISO 9000 can create a culture of 
ritualising processes - including creative ones - thus suppressing it. 

• "When all you have is a hammer, eve1y problem looks like a nail." It may not be 
appropriate to apply a process such as ISO 9000 to a field requiring creativity, such 
as software engineering, which is more analogous to designing factories than to 
operating a factory. 

• Bad managers still manage at arm's length, using paper reports rather than knowing 
what is happening on the factory floor; but ISO 9000 reinforces this behaviour. Instead 
of being seen as an opportunity to improve things, the audits could become quite 
confrontational in structure. 

• Many companies only register to ISO 9000 because they are forced to by the 
marketplace- whether or not ISO 9000 is in fact appropriate to their business. 

These problems were particularly pronounced with the ISO 9000: 1994 revision. The 
2000 revision was in fact an attempt to address such criticisms. 

ISO 14000 

ISO 14000 exists to ensure that the manufacture of a product has the lowest possible 
environmental ramifications. Like ISO 9000, it pertains to how a product is produced, 
rather than how it is designed. 

Business benefits of ISO 14000 

• Most managers will try to avoid pollution that could cost the company a fine for 
infringing environmental legislation. But better managers will agree that doing only 
just enough to keep the company out of trouble with government inspectors is a 
rather weak and reactive approach to business in today's environment-conscious 
world. 
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• The ISO 14000 st:mdards are practical tools for the manager who is not satisfied 
with mere compliance with legislation- which may be perceived as a cost of doing 
business. They are for the proactive manager with the vision to understand that 
implementing a strategic approach can bring return on investment in environment
related measures. 

The systematic ISO 1400 I :2000 approach requires the organization to take a hard look 
at all areas where its activities have an environmental impact. And it can lead to benefit4i 
like the following: 

• reduced cost of waste management 

• savings in consumption of energy and materials 

• lower disllibution costs 

• improved corporate image among regulators, customers and the public 

• framework for continual improvement of environmental performance. 

The manager who is "too busy managing the business" to listen to good sense about 
environmental management could actually he costing the busines~, instead of achieving 
benefits like those above. 

ISO 14001 is a standard for environmental management systems to be implemented in 
any business. regardless of size, location or income. The aim of the standard is to reduce 
the environmental footprint of a business and to decrease the pollution and waste business 
produces. The most recent version ofiSO 14001 was released in 2004 by the International 
Standardization for Organization (ISO) which has representation from committees all over 
the world. The ISO 14000 environmental management standards exist to help organizations 
minimize how their operations negatively affect the environment. In structure it is similar to 
ISO 9000 quality management and both can he implemented side by side. In order for an 
organization to be awarded an ISO 14001 certificate, they must be externally audited by 
an audit body that has been accredited by an accredita6on body. In the UK, this is UKAS. 
Certification auditors need to be accredited by the International Registrar of Certification 
Auditors. The certification body has to be accredited by the Registrar Accreditation Board 
in the USA, or the National Accreditation Board in Ireland. 

• ISO 14001 Environmental management systems- Requirements with guidance for 
usc. 
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• ISO 14004 Environmental management systems - General guidelines on p1inciples. 
systems and support techniques. 

• ISO 14015 Environmental assessment of sites and organizations. 

• ISO 14020 Series (14020 to 14025) Environmental labels and declarations. 

• ISO 14031 Environmental perfonnance evaluation - Guidelines. 

• ISO 14040 Series (14040 to 14049). Life Cycle Assessment, LCA, discusses pre
production planning and environment goal setting. 

• ISO 14050 Tetms and definitions. 

• ISO 14062 Discusses making improvements to environmental impact goals. 

• 1.'i0 14063 Environmental communication- Guidelines and examples. 

• ISO 19011 which specifies one audit protocol for both 14000 and 9000 series 
standards together. This replaces ISO 14011meta-evaluation - how to tell if your 
intended regulatory tools worked. 190 ll is now the only recommended way to 
detennine this. 

ISO 20000 

• ISOIIEC 20000:2005 IT Service Management System (based on BS 15000) 

• ISO 20022 Financial Services - universal financial industry message scheme 

• ISO/IEC TR 20943 Information technology - Procedures for achieving metadata 
regishy content consistency 

• ISO!IEC TR 20943-1 :2003 Part 1 : Data elements 

• ISOnEC TR 20943-3:2004 Part 3: Value domains 

• ISO 22000 Food safety management systems - Requirements for any organization in 
the food chrun 

• ISO!fS 22003 Food safety management systems - Requirements for bodies providing 
audit and certification off ood safety management systems 
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• ISO 22241: Diesel engines- NOx reduction agent AUS 32 

• ISO 22241-1 : Quality requirements 

• ISO 22241 -2: Test methods 

• ISO 22241-3: Handling, transportation and storing 

• ISO/IEC TR 22250 Regular Language description for XML- (RELAX) 

• ISO/IEC TR 22250-1 :2002 RELAX Core 

• ISO/PAS 22399:2007 Social security - Guideline for incident preparedness and 
operational continuity management 

• IS022716:2007: Cosmetics 

• ISOIIEC 23270:2003 C# Programming Language 

• ISO/IEC 23360 Linux Standard Base (LSB) core specification 3.1 (in publication 
as of 2005-1 2) 

• ISOIIEC 23360-l -Part 1: Generic specification 

• ISO/IEC 23360-2- Part 2: Specification for IA32 architecture 

• ISOIIEC 23360-3 - Part 3: Specification for IA64 architecture 

• ISO/IEC 23360-4- Part4: Specification for AMD64 architecture 

• ISO/IEC 23360-5 -Part 5: Specification for PPC32 architecture 

• ISO/IEC 23360-6 - Part 6: Specification for PPC64 architecture 

• ISO/lliC 23360-7- Part 7: Specification for S390 architecture 

• ISO/IEC 23360-8- Part 8: Specification for S390X architecture 

• ISO 23733 Textiles- Chenme yarns - Test method for the determination of linear 
density 

• ISO 23950 Library Standard ANSIINISO Z39.50- Protocol for searching and 
retrieving infonnation, usually from bibliographic records 
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• ISO/IEC 24727 Identification Cards - Integrated Circuit Card Programming 
Interfaces 

• JSOIIEC 24727-1 - Part 1: Architecture 

• JSOIIEC 24 727-2-Part 2: Generic card interface 

• ISOIIEC 24 727-3 -Part 3: Application interface 

• ISO/IEC 24727-4-Part 4: APIAdministration 

• TSO/JEC CD 24727-5-Part 5: Testing 

• lSO/IEC FCD 24 727-6 -Part 6: Registration authority procedures for the 
authentication protocols for interoperability 

• ISO/IEC 24744:2007 Software Engineering - Meta-model for Development 
Methodologies 

• lSO!lEC 24762:2008 Information technology - Security techniques - Guidelines 
for information and communications technology disaster recovery services 

• ISO/lEC DIS 25961 Recommended Practice for Architectural Description of 
Software-Intensive Systems. See IEEE 1471 

• IS026000 Guideline about Social Responsibility also called ISO SR 

• ISO/IEC 26300 Open Document Format (ODF) 

• ISO/TEC 27000 Information Security Management System Family of Standards 

• lSOITEC 27001 Information technology- Security techniques- Information 
security management systems-Requirements 

• ISO/JEC 27002 Information technology- Security techniques- Code of 
·practice for information security management 

• ISO/IEC 29119 Software Testing 

• ISO/lEC 29 J 19-1 - Part 1: Concepts & Vocabulary 

• ISOIIEC 29119-2 - Part 2: Test Process 
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• ISO/IEC 29119-3 -Part 3: Test Documentation 

• ISO/IEC 29119-4-Part4: Test Techniques 

• ISOIIEC 29500 Office Open XML 

• ISO/IEC 29500-1 -Part 1: Fundamentals and Markup Language Reference 

• LSO/IEC 29500-2-Part 2: Open Packaging Conventions 

• ISO/IEC 29500-3 -Part 3: Markup Compatibility and Extensibility 

• ISO/IEC 29500-4 - Part 4: Transitional Migration Features 

TickiT ~'tandards 

Tick IT is a quality-management certification program for software, supported primarily by 
the United Kingdom and Swedish software industries. August 2008. The TickiT scheme 
has been updated to become TickiTplus. TickiT plus adds a new dimension to the existing 
TickiT Scheme combining industry best practices with International IT standards. It provides 
ISO 9001 accredited certification with a Capability Grading for all sizes and types ofiT 
organizations. In addition it promotes Auditor and Practitioner competency and training 
within established qualification standards. 

In addition to a general objective of improving software quality, one of the principles of 
Tic kiT is to improve and regulate the behavior of auditors working in the information 
technology sector through training, and subsequent certification of auditors. The International 
Register of Certificated Auditors manages the registration scheme for TickiT auditors. 

Software development organizations seeking TickiT Certification arc required to show 
conformity with ISO 9001:2000. 

Major objective was to provide industry with a practical framework for the management 
of software development quality by developing more effective quality management system 
certification procedures. These involved: 

• publishing guidance material to assist software organizations interpret the requirements 
oflSO 9001 

• training, selecting and registering auditors with IT experience and competence, and 

• introducing rules for the accreditation of certification bodies practising in the software 
sector 

307 



308 

Software Engi.neering 

TickiT certification bodies 

TickiT accredited certification bodies (in alphabetical order): 

• AFAQ-EAQALtd . 

• BM 1RADA Certification 

• BSI Management Systems 

• Bureau Veritas Quality International Ltd . 

• Certification Europe Ltd . 

• DNV Certification (London) 

• DNV Certification (Stockholm) 

• IMS International Limited 

• Lloyd's Register Quality Assurance Limited 

• Management System Certification Ltd . 

• National Quality Assurance I ,united 

• SGS Yarslcy International Certification Services Limited 

• Sira Certification Service 

Companies already certificated to ISO 9001 under Tic kiT are in over 50 different countries. 
These include every country in the European Union, USA, Canada, Mexico, Brazil, and 
Australia and many countries in Asia, including China, India, Japan, South Korea and 
Taiwan. 

The TickiT Guide 

Tic kiT also includes a guide. This provides guidance in understanding and applying ISO 
9001 in the IT industry. It gives a background to the TickiT scheme, including its origins 
and objectives. Furthermore, it provides detailed information on how to implement a Quality 
System and the expected structure and content relevant to software activities. The TickiT 
guide also a-;sists in defining appropliate measures and/or metrics. The TickiT Guide contains 
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the official guidance material for Tickff.lt is directed at a wide audience: senior managers 
and operational staff of software suppliers and in-house development teams, purchasers 
and users of software based systems, certification bodies and accreditation authorities, 
third party and internal auditors, auditor training course providers and IT consultanLs. 

Part A: Introduction to TickiT and the Certification Process 

This presents general information about the operation ofTickiT and how it relates to other 
quality initiatives such as Process Improvement. 

Part B: Guidance for Customers 

Tills describes the issues relating to quality management system certification in the software 
field from the viewpoint of the customer who is initiating a development project, and 
explains how the customer can contribute to the quality of the delivered products and 
services. 

Part C: Guidance for Suppliers 

This presents information and guidance to software and software service providing 
organizations, including in-house developers, on the construction of their quality management 
systems using the TickiT procedures. Tills part also indicates how organizations can assess 
and improve the effectiveness of their quality management systems. 

Part D: Guidance for Auditors 

This gives guidance to auditors on the conduct of assessments using the TicklT procedures. 

Part E: Software Quality Management System Requirements - Standards 
Perspective 

This contains guidance to help organizations producing software products and providing 
software-related services interpret the requirements ofBS EN ISO 9001 :2000. lt follows 
the clause sequence of the Standard. 

Part F: Software Quality Management System Requirements - Process 
Perspective 

This identifies and elaborates upon the good practice required to provide effective and 
continuous control of a software quality management system. It is organized around the 
basic processes required for software development, maintenance and support and follows 
the structure set out in ISOIIEC 12207: 1995. 
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Appendix 1 : Management and Assessment of IT Processes 

Appendix 2: Case smdy: Using theEFQM Excellence Model 

Appendix 3: Case Study: ISO/lliC 15504- Compatible Process Assessments 

Appendix 4: Case study: Software Process Improvement The CMMSM Way 

Sumdards information and references 

15.5 SUMMARY 

In this unit, we discussed a lot of the Software Engineering Institutes - Capability Maturity 
Model. While discussing we have seen how an organization can grow in different levels, 
what are the key process areas and so on. We have seen the different ISO standards, 
TQM and TicklT standards. 

15.6 SELF-ASSESSMENT QL'ESTIONS 

1. What is SEI-CMM? 

2. What are the different levels of SEI-CMM? How these levels have been decided? 

3. What is understood by KPA? What are the different key process area<; for different 
levels? 

4. Write short notes on: 

a. ISO 9000 

b. ISO 14000 

c. ISO 20000 

d. TQM 

e. TickiT 
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